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FOREWORD

The combination of the information age, technology, and
national policy, has irrevocably pushed the United States
and the National Security Agency (NSA) into an Information
Systems Security age. The explosion in the uses of
telecommunication devices and automated information systems
has resulted in a corresponding explosion in opportunities
for unauthorized exploitation of valuable information. The
technology necessary to perform this exploitation is
available not only to our foreign adversaries but also to
terrorists and other criminal elements.

The Information Systems Security Organization of NSA is
committed to fulfilling its role in providing the guidance
and assistance necessary to protect classified and certain
sensitive information, 1ncluding that processed by U.S.
Government departments and agencies and U.S. Government
contractors.

This compilation of information systems security
products and services is provided to assist in the selection
of products that will provide an appropriate level of
information security. This document brings together the
various listings of NSA-evaluated information systems
security products and services that may be used to protect
information at several levels of sensitivity. It is not
intended as a comprehensive tutorial or manual on the broad
topic of information systems security. It should be viewed,
instead, as a source document and working aid for those who
have established a need for such products or services.

Inform&t on Systems Security




PUBLICATION INFORMATION

This publication may be ordered from the Government Printing
Office (GPO) in the form of a yearly subscription. Prices are not
quoted here because rates and frequency of publication are subject
to change. The GPO will accept Mastercard or Visa orders with a
valid credit card number and expiration date. Requests for
subscriptions should be addressed to:

Superintendent of Documents

U.S. Government Printing Office

Washington, DC 20402
Telephone orders may be placed by calling (202) 783-3238.
For further assistance or information write to:

Director

National Security Agency

ATTN: INFOSEC Office of Customer Relations
Ft. George G. Meade, MD 20755-6000

This Catalogue is also available on-line from DOCKMASTER.
Details are available in the DOCKMASTER portion of Section four.
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INTRODUCTION

Background:

The National Security Agency (NSA) manages a variety of
information systems securlty programs. These programs had long
been divided into two main areas: Communications Security
(COMSEC) 1nclud1ng TEMPEST, and Computer Security (COMPUSEC) .
COMSEC 1s protective measures de51gned to prevent unauthorized
access, dlsclosure, acqulsltlon, manlpulatlon, modification, or
loss of information while it is belng communicated, regardless of
the medium used -e. g., telephone, mlcrowave, or satelllte.
COMPUSEC is protectlve measures de51gned to prevent deliberate or
inadvertent unauthorized access, dlsclosure, acqu1s1t10n,
manlpulatlon, modification or loss of information whlle it is
be1ng automatlcally processed or stored. These two prlmary
dlsc1p11nes - COMSEC and COMPUSEC - were organlzatlonally joined
at NSA in order to most effectlvely meet the nation’s need for a
total information systems securlty program. From the previous
program divisions and separate disciplines have come lists of
information systems securlty products and services that have
either been evaluated agalnst established standards, or been
endorsed by NSA as having met the requirements and standards set
for these products by the government. These lists now make up the
Information Systems Security Products and Services Catalogue.

How to Determine Your Information Systems Security Needs:

The selection of the correct products and services for an
organlzatlon s particular needs is frequently a complex matter,
1nvolv1ng an assessment of the value and sen51t1v1ty of the
organization’s 1nformat10n, the threats to that information, and
vulnerability of that information to exploitation. Once the
value, vulnerablllty, and threat have been determined, the next
step is to provide approprlate protectlon and securlty An
exhaustive explanatlon of how an organization goes about making
these determinations is beyond the scope of this document.

A U.S. Government contractor should raise the issue of security
and assistance with your Government program sponsor. An employee
of a U.S. Government organlzatlon should contact his
organlzatlon s telecommunications and/or computer security focal
point.

For additional information, write to:
Director
National Security Agency

ATTN: INFOSEC Office of Customer Relations
Fort George G. Meade, MD 20755-6000
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Categories of Information:

The products and services presented in this catalogue are designed
for use in securing two general categories of Government or
Government-derived information: classified, and sensitive
unclassified. All of the products and services mentioned may be
used to protect unclassified sensitive information. Many can be
used in applications involving Government classified information.
Most - but not all - of the products are also suitable for use by
U.S. private companies and citizens to protect information.

Purchase and Use Restrictions:

Although most of the products and services listed can be purchased
within the United States, some may have restrictions on their
purchase and use. For example, the purchase of "Type 1" Endorsed
Cryptographic Products is limited to the U.S. Government and its
contractors. Restrictions, if any, are dependent on the type of
product. Direct inquiries relative to such restrictions to:

Director

National Security Agency

ATTN: X51

Fort George G. Meade, MD. 20755-6000

Organization Of This Document :

To assist you in selecting the correct information systenms
security product and/or service for the level of information you
need to secure or protect, and for the environment in which it
needs to be protected, the lists are presented in chapter format
with individual introductions provided for each. Each
introduction gives details concerning the particular list and
provides points of contact for further general information on the
program that generated the list. The 1lists provide company points
of contact for further information relating to a specific product
or service. All of the information systems security products and
services contained in this document are available to eligible
buyers directly from the company points of contact provided in
each list. The company points of contact can also provide
information on buyer eligibility and product or service price and
availability. ;

The nine chapters in the Information Systems Security Products and
Services Catalogue are:

1. Endorsed Cryptographic Products List

2. NSA Endorsed Data Encryption Standard (DES) Products

List

3. Protected Network Services List

4. Evaluated Products List

5. Preferred Products List




6. Endorsed and Potential TEMPEST Products Lists

7. The Endorsed TEMPEST Test Services List

8. NSA Degausser Products List

9. Off-Line Systems

A general explanation of each list is included below as a guide:

Endorsed Cryptographic Products List:

The Endorsed Cryptographic Products List contains products that
provide electronic cryptographic coding (encrypting) and decoding
(decrypting), and which have been endorsed for use in classified
or sensitive unclassified U.S. Government or Government-derived
information during its transmission. This endorsement means that
the cryptographic subsystems have been certified as having met
National Security Agency security specifications and that the
product has been endorsed for the appropriate level of security.
Products in this chapter are listed in two categories: "Type 1"
products, which were designed to secure classified information
(but which can also be used to protect sensitive unclassified
information), and "Type 2" products, which are designed to protect
unclassified sensitive information, and may not be used to secure
classified information.

NSA Endorsed Data Encryption Standard (DES) Products List:

For a number of years, the Government has endorsed a publicly
published cryptographic algorithm (i.e., a technical explanation
of one way to accomplish encryption and decryption) called the
Data Encryption Standard (DES). A related Federal Government
standard - Federal Standard 1027 - describes how the DES algorithm
should be built into cryptographic hardware. Cryptographic
products that are endorsed by the National Security Agency as
meeting Federal Standard 1027 are contained on the NSA Endorsed
Data Encryption Standard (DES) Products List. These DES products
have been endorsed for use in protecting U.S. Government or U.S.
Government-derived unclassified sensitive information during
transmission. They may not be used to secure classified
information.

Protected Network Services List:

The Protected Network Services List contains the names and points
of contact for commercial carriers providing Government-approved
"Protected Services" for your communications. Companies listed
here offer to provide protection service rather than a product.
These services may involve techniques such as bulk trunk
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encryption, or guaranteed routing on lines which have a degree of
inherent security. Such "Protected Services" may be approved for
the protection of sensitive unclassified information being
transferred from one point to another. Because of the variety of
types of service offered under this program, it is suggested that
interested persons contact the companies on the list for further
information.

Evaluated Products List:

Products on the Evaluated Products List are computer systems,
software, or components that protect information while it is being
stored or processed. They have been evaluated by the Government
as to the degree of trust that can be placed in them. In order to
assess this, the DoD Trusted Computer System Evaluation Criteria
was written and products were evaluated against this criteria and
given a level of trustworthiness. The criteria levels are
explained in the chapter for this list. Included in this chapter
is the Endorsed Tools List. This information is provided in order
to inform system developers which formal specification and
verification tools are endorsed by the National Computer Security
Center for use in designing systems at the criteria’s Al level of
security.

Preferred Products List:

Products evaluated for their TEMPEST characteristics are found on
the Preferred Products List. TEMPEST is the short name used to
refer to the overall study of "compromising emanations." These
emanations are unintentional, intelligence bearing electromagnetic
signals that might disclose sensitive information transmitted,
received, handled or otherwise processed by an information-
processing system. This list identifies telecommunications and
information-processing equipment and systems that conform to the
current national TEMPEST standard. Thils chapter will be of
interest primarily to those who have classified information to
secure.

Endorsed and Potential TEMPEST Products List:

A list of commercially developed and commercially produced TEMPEST
telecommunications equipment that NSA has endorsed, under the
auspices of the NSA Endorsed TEMPEST Products Program, for use by
government entities and their contractors to process classified
U.S. Government information.

Endorsed TEMPEST Test Services List:

A listing of commercial TEMPEST test services facilities that NSA
has endorsed under the auspices of the Endorsed TEMPEST Test
Services Program, for use by U.S. Government departments and




agencies, U.S. Government contractors
manufacturers to conduct TEMPEST test
development and production of TEMPEST

NSA Degausser Products List:

This list provides data on units that
specific requirements for the erasure
magnetic media.

Off-Line Systems:

and eligible TEMPEST product
services related to the
products.

have been evaluated against
of classified data from

This chapter, which is designed primarily for use by military and
DoD customers, briefly describes a variety of off-line
capabilities that NSA can provide to meet customer requirements.
Off-line refers to those cryptosystems where encryption and
decryption are performed separately from the transmitting and

recelving functions.
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ENDORSED CRYPTOGRAPHIC PRODUCTS LIST

The National Security Agency (NSA) has established an inventory
of cryptographic and related items which carry an NSA
endorsement. This endorsement means that the communications
security (COMSEC) subsystem has been certified as having met the
appropriate minimum Agency security requirements and is
therefore endorsed for use to secure the applicable level of
Government information. The endorsement does not extend beyond
the security-related characteristics of the product. NSA does
not make, by virtue of its endorsement, any warranty or
representation regarding the efficacy or fitness for use of the
products contained on the Endorsed Cryptographic Products List

(ECPL).

The ECPL contains a variety of items ranging
from components to finished products with embedded cryptography.
Products on this list are divided into two categories, "Type 1"
and "Type 2." Type 1 products are used to secure classified
information and are handled as Controlled Cryptographic Items
(CCI). Type 1 products may also be used to secure certain
unclassified Government information. Type 2 products are used
to protect only certain unclassified Government information and
are used to protect only certain unclassified Government
information and are handled as Endorsed-for-Unclassified
Cryptographic Items (EUCI). NsaA-endorsed cryptographic products
are available for purchase and use only by the U.S. Government
and its sponsored contractors or entities. NSA does not
normally supply either Type 1 or Type 2 products, but instead
permits Authorized Vendors and Commercial COMSEC Endorsement
Program (CCEP) participants to sell these products directly to
eligible purchasers. CCI Type 1 products are unclassified when
unkeyed. When keyed, CCI Type 1 products assume the classified
level of the key being used. Type 2 products may be operated
only with unclassified key.

Direct availability of listed products in no way
exempts the purchasing entity from complying with the Federal
Acquisition Regulation and all applicable local department and
agency regulations. Federal departments and agencies should
contact their appropriate Contracting Officers to see if direct
contract purchasing is included in their procurement strategy
for a particular product.

Further information about a product on this list
should be obtained from the company points of contact provided.
Companies desiring information concerning the process for
proposing the development of candidate security products for the
ECPL should contact:

DIRECTOR

National Security Agency

ATTN: X51

Ft. George G. Meade, MD 20755-6000
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COMPANY NAME VENDOR POC & NUMBER PRODUCT

TYPE 1 PRODUCTS:

Allied Signal Corp., Mr. Jack Shagena KG-84A: General purpose

Bendix Comm. Div. (301)583-4354 encryption/decryption device,

1300 East Joppa Rd. low to medium speed, accepts

Baltimore, MD 21204 asynchronous or synchronous

input; protects all class-

E-Systems, Inc. Mr. Donald Guenther ifications of digital

P.0O. Box 33010 (813)381-1155 traffic; operates in full

St. Petersburg, FL duplex, half duplex, and

33733 simplex modes; exceeds 29,000

: hours MTBF in office

* Communication Systems Mr. Robert E. Pfister environment; uses common

Technology, Incorp. (301)381-5080 electronic fill devices.

9740 Patuxent Woods Dr.
Columbia, MD 21046

* Pulse Engineering, Inc. Mr. Dave Madsen
12101 Indian Creek Court (301) 725-6677
Beltsville, MD 20705

Allied Signal Corp., Mr. Jack Shagena KG-84C: General purpose
Bendix Comm. Div. (301)583-4354 encryption device; contains
1300 East Joppa R4. all KG-84A modes in addition
Baltimore, MD 21204 to variable update counter,
improved HF performance,
E-Systems, Inc. Mr. Donald Guenther synchronous out-of-sync
P.O. Box 33010 (813)381-1155 detection, asynchronous
St. Petersburg, FL cipher text, plain text,
33733 bypass, and European TELEX
protocol. Fixed plant or
* Communication Systems Mr. Robert E. Pfister tactical applications; MTBF
Technology, Incorp. (301)381-5080 exceeds 34,000 hrs in Com.
9740 Patuxent Woods Dr. Center environments. I/0
Columbia, MD 21046 pin-outs differ from KG-84A
Uses KYK-13, KOI-18, or
* Pulse Engineering, Inc. Mr. Dave Madsen KYX-15 fill devices.

12101 Indian Creek Court (301) 725-6677
Beltsville, MD 20705

Allied Signal Corp., Mr. Jack Shagena KY-57/58 VINSON: Secures
Bendix Comm. Div. (301)583-4354 VHF/UHF AM/FM, half-duplex
1300 East Joppa Rd. radios and wirelines, on-
Baltimore, MD 21204 line encryption/decryption
for all level of classified
Group Technologies Mr. Tom Campbell information. The KY-58 is
Corporation (813)972-6429 installation/aircraft ver-
10901 Malcolm McKinley Mr. Wayne Rich sion. Various ancillary
Dr. (813)972-6231 equipments are also avail-
Tampa, FL 33612 able for special installat-
ions.
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* Communication Systems Mr. Robert E. Pfister
Technology, Incorp. (301)381-5080
9740 Patuxent Woods Dr.
Columbia, MD 21246

* Pulse Engineering, Inc. Mr. Dave Madsen
12101 Indian Creek Court (301) 725-6677
Beltsville, MD 20705

Base Ten Systems, Inc. Mr. Marty Bergman
One Electronics Drive (408)741-0480
P.0O. Box 3151 or

Trenton, NJ 08619 Mr. Jack Kelley

(608)586-7010

Allied Signal Corp., Mr. Al Horning
Bendix Comm. Div. (301)583-4000
1300 E. Joppa RAd.

Baltimore, MD 21204

* Communication Systems Mr. Robert E. Pfister
Technology Incorp. (301)381-5080

9740 Patuxent Woods Dr.

Columbia, MD 21046

* pulse Engineering, Inc. Mr. Dave Madsen
12101 Indian Creek Court (301) 725-6677
Beltsville, MD 20705

Allied Signal Corp., Mr. Al Horning
Bendix Comm. Div. (301)583-4000
1300 E. Joppa Rd.

Baltimore, MD 21204

Tl COMSEC Interface Adapter
(TCIA): A Type 1 Ancillary
Device for use with the KG-81/
KG-94/KG-194 family of High
Speed Encryption Equipment
when securing all levels of
traffic over Tl transmission
lines. The TCIA provides for
full duplex interfacing and
any necessary signal
conversion between the
encryption equipment Tl
circuits, such as commercial
Tl Data Terminal Equipment
(DTE) multiplexers, etc. (the
DTE Interface) on one side,
and between leased and
privately owned Tl span lines
(the Network Interface) on the
other.

KG-8l: The KG-81 Trunk
Encryption Device (TED) is a
full duplex key generator
used primarily for bulk en-
cryption of multi-channel
traffic. The KG-81 encrypts
and decrypts all classifica-
tions of data at any speed
from 200kbps to 20Mbps. The
KG-81 is cryptographically
compatible with the KG-94/
19A/194/194A (up to 13Mbps)
and the KG-95 (between 10 and
20 Mbps).

KGV-68: It is a small, light-
weight, low power, embeddable
Type 1 cryptographic device
that can be incorporated into
a variety of secure applica-

* Authorized to sell, install, and support, these equipments which are
manufactured by another company.




AT&T Federal Systems
Guildford Center

P.O. Box 20046
Greensboro, NC 27420
ATTN: Dept. 71GC094400

Mr. Michael Agee
(919)279-3475

Motorola, Inc., GEG Mr. Tim Hall
P.0. Box 1417 (602)441-2998
8201 E. McDowell

Scottsdale, AZ 85252

General Electric Co. Mr. Peter Piotti

Government Communications (609)338-4507
Systems Department

Front and Cooper St.

Camden, NJ 08102

Motorola, Inc. Mr. Tim Hall
8220 E. Roosevelt St. (602)441-4300
Scottsdale, AZ 85257

General Electric Co. . Mr. Pete Piotti
Government Comm. Sys. Dept. (609)338-4507
Front and Cooper Streets

Camden, NJ 08102

AT&T Mr. Michael Agee
Guildford Center (919)279-3475
P.O. Box 20046

Attn: DEPT. 71GC094400

Greensboro, NC 27420

Motorola, Inc. Mr. Tim Hall
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tions. Encryption and
decryption of synchronous
binary data is performed at
data rates ranging from 50
bits per second to 10 mega-
bits per second operating in
duplex mode.

STU-III (Low Cost Terminal):
Compact, easy-to-use tele-
phones that can be used for
clear or secure voice or
secure data communications.
STU-IIIs are easily installed
and will operate over single
telephone lines in full duplex
mode. Features include 2.4,
4.8, 9.6 voice & data;
ACK/NACK signaling, and SACS
capabilities in both Type 1
and 2 terminals.

STU-III Transportable
Terminals: Couple desktop
STU~III terminals with
cellular capability and
transportability. Voice/data
rates include 2.4, 4.8 and 9.6
and ACK/NACK signaling. Both
Type 1 and 2 terminal are
available.

STU-III Secure Data Device:
The STU-III Secure Data Device
provides a simple and cost-
effective way to protect
classified government data
transmission. The SDD can be
remotely controlled from any
fax, PC or computer that is
connected its RS232 data port.
Data speeds range from 2.4 to
9.6 full duplex.

STU-III/A: The STU-III/A




8220 E. Roosevelt St.
Scottsdale, AZ 85257

Motorola, Inc., GEG
8201 E. McDowell RAd.
P.O. Box 1417
Scottsdale, AZ

85252

(602)441-4300

Mr.

Tim Hall
(602)441-2998

provides a direct interface to
the extensive STU~-II community
over the switched telephone
system and also interoperates
with STU-II/A and other Allied
STU-II equipment.

STU-III Cellular Telephone:

A member of the STU-III family
and interoperable with all
versions of the STU-III;
combines cellular mobile
radio-telephone technology
with advanced secure voice/
data communications. The unit
includes a message center,
integrated with the standard
cellular handset, which can be
conveniently mounted inside a
vehicle and provides all
STU-III functions including
authentication/classification
display. The cellular is used
to secure TOP SECRET infor-
mation and below, and to
protect sensitive U.S. Govern-
ment information.

STU-II/B: The STU-II/B
interoperates over switched
telephone systems with Allied
STU-II equipment and with STU-
III/A terminals. The STU-II/B
is for Foreign Military Sales
(FMS) only. Direct sale of
the STU-II/B terminal is not
allowed.

STU-III Enhanced Cellular:

The STU-III Enhanced Cellular
terminal combines cellular
mobile radio-telephone
technology with advanced
secure voice/data comm-
unications, offering 2.4, 4.8,
and 9.6 secure voice and
4.8/9.6 secure data. The unit
includes a message center,
integrated with the standard
cellular handset, which can be
conveniently mounted inside a
vehicle and provides all




Cincinnati Electronics
Corp.

2630 Glendale-Milford Road
Cincinnati, OH 45241-3187

Motorola, Inc., GEG
8201 E. McDowell Rd.
P.O. Box 1417
Scottsdale, BAZ 85252

* Communication Systems
Technology, Incorp.

9740 Patuxent Woods Dr.

Columbia, MD 21046

* Pulse Engineering, Inc.
12101 Indian Creek Court.

Beltsville, MD 20705

Group Technologies

Ms. Susan Shelton
(513)733-6100

Ms. Vicki Beseke
(602)441-2185

Mr. Robert E. Pfister
(301)381-5080

Mr. Dave Madsen®
(301)725-6677

Ms. Helen Neil
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STU-III functions including
authentication/classification
display. Type 1 Enhanced
Cellular terminals are
available in CONUS, CONUS
briefcase and CONUS/OCONUS SCT
configurations.

STU-III/R (Remote Control
Interface: The STU-III/R
provides red enclave
subscribers with STU-III
compatible secure
communications in a rack-
mounted, remote control line
encrypting unit. When used in
conjunction with a red switch
or conferencing director, the
STU-ITII/R allows users to
conference STU-III terminals
and have secure EPABX
functions. STU-III/R
interfaces can be applied to
field, airborne and shipboard
applications.

AN/CSZ-4A (Miste IT):

Secure UHF/SATCOM LOS package
with integrated COMSEC.
System is fitted into a

5" x 13" x 19" briefcase and
weighs 32 LBS. Provides half-
duplex wideband/narrowband
voice/data, secure UHF radio
communications, and is
interoperable with the KY-57/
58 (VINSON) and KYV-5 (ANDVT)
for UHF applications.

KG-94/94A: High Speed trunk/
bulk encryption device oper-—

ating between 9.6 Kbs and 13
Mbs; protects all classif-
ications of digital traffic
provides secure data and tele-
conferencing capabilities for
military and civilian use;
fits into 19-inch rack; uses
common electronic fill devices
devices; KG-94A designed for
mobile tactical use.

KG-194: A rack mounted unit,



Corporation
10901 Malcolm Mckinley Dr.
Tampa, FL 33612
* Communication Systems Mr
Technology, Incorp. (
9740 Patuxent Woods Dr.
Columbia, MD 21046

Pulse Engineering, Inc.
12101 Indian Creek Court
Beltsville, MD 20705

Mr

Group Technologies
Corporation

10901 Malcolm Mckinley Dr.

Tampa, FL 33612

Ms

* Communication Systems

"Technology, Incorp.
9740 Patuxent Woods Dr.
Columbia, MD 21046

Mr

Pulse Engineering, Inc.
12101 Indian Creek Court
Beltsville, MD 20705

Mr

Motorola, Inc.
8201 E. McDhowell Rd.
P.O. Box 1417

Scottsdale, AZ 85252

* Communication
Technology,
9740 Patuxent
Columbia, MD

Systems
Incorp.
Woods Dr.
21046

Harris Corporation
Military and Rerospace Div.
P.O. Box 883

Melbourne, FL. 32902-0883

Mr.

Mr.

Mr.

(813)872-6244

. Robert E. Pfister
301)381-5080

. Dave Madsen

(301)725-6677

. Helen Neil

(813)972-6244

. Robert E. Pfister

(301)381-5080

. Dave Madsen

(301)725-6677

Phil Humphries
(602)441-2873

Robert E. Pfister
(301)381-5080

Steve Robilard
(407)729-5528
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it is capable of digital

voice and data encryption at
rates from 9.6 Kb/s to 13 Mb/s
by employing synchronous key
generators for transmission
and reception. It employs
FIREFLY rekey technology which
allows the development of a
new and unique Traffic
Encryption Key with a distant
KG-194 without the on-line
assistance of a third party.

KG-194A: A tactical version
of the KG-194 that is suited
for mobile communication
systems requiring trunk
encryption. An accessory kit
is provided which can be
utilized for either mounting
the KG-194A directly into a
19" rack or provide bumper
protection for bench mounting.
It has the same electrical
characteristics and capab-
ilities as the KG-194, and is
approved for use in securing
all levels of traffic.

KG-95: The KG-95 is a family
of full duplex, fixed plant,
bulk encryption/decryption key
generators which are approved
for all levels of traffic.

The KG-95/1 is the general
purpose version of the KG-95,
capable of operating at any
data rate between 10 and 50
Mb/s. The KG-95/2 operates
only at the fixed DS-3 data
rate of 44.736 MB/s and is
fully compliant with AT&T
specifications for DS-3 trans-
mission and reception. The
KG-95R consists of two KG-
95/2's providing a hot spare
capability.

Ricebird:

U-ALV and U-ARV: Satellite




Hughes Aircraft, Co.,
Microelectronics Systems
Division

Mr. Al Rupp
(714)858-6538

29947 Avenida de las Banderas

Rancho Santa Margarita,

Hughes Aircraft Co.,
Space & Comm. Group
Building S41/MS B327
Los Angeles, CA 90009

MYKOTRONX, Inc.
357 Van Ness
Torrance, CA 90501

General Electric Company
Astrospace Electronics
Division

P.O. Box 8555

Philadelphia, PA 19101

Space System/Loral

CA 92688-7000

Mr. Richard Hollis
(213)647-4653

Mr. John Droge
(213)533-8100

Mr. Prafuz Patel
(215)354-2774

Mr. Travis Cole
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Command Encryption/Decryption
and Authentication or a Tele-
metry Encryption/Decryption
microcircuit. Advanced
versions of the KG-46, KG-57
and are approved for the pro-
tection of Commercial, Civil,
and DoD Satellite Systems.
U-ALW and U-ARW: Satellite
Mission data Encryption/
Decryption microcircuit.
Advanced versions of the
KG-43, and KG-44 equipments.
U-ALX and A-ARX: Satellite
Rekey Microcurcuit. This
microcircuit provides an
over-the-Air Electronic

Rekey capability for future/
advanced versions of our
satellite equipments.

IDOCS: The IDOCS

provides intrusion alarm
monitoring, detection and
annunication to secure a
fiber optic link for trans-
mission of all levels of
classified information at

a data rate of 6 to 13 MHz
(factory set frequency) up to
1.5 kilometers.

KI-23: System for satellite
command link authentication
and protection, composed of

a KIT-23 for ground station
command encryption and a
KIR-23 for satellite decrypt-
ion and authentication.

KI-23: Continued




3825 Fabian Way
Palo Alto, CA 94303

MYKOTRONX, Inc.
357 Van Ness Way
Torrance, CA 90501

LSI Logic Corp.
48660 Kato Road
MSK-304

Fremont, CA 94538

MYKOTRONX, Inc.
357 Van Ness Way
Torrance, CA 90501

Intel Systems 1I, Inc.

2402 W. Beardsley
Phoenix, AZ 85027

INTEL Systems II, Inc.

2402 W. Beardsley
Phoenix, AZ 85027

LSI Logic Corporation
1551 McCarthy Blvd.
Milpitas, CA 95035

(415)852-5147

Mr. John Droge
(213)533-8100

Mr. James Lawrence
(408)433-8273

Mr. John Droge
(213)533-8100

Mr. Steve Nance
(602)869-3741

Mr. Richard Rasmussen
(602)869-4444

Mr. Bruce Parsons
(408)433-4136

KI-23 T/R MICROCIRCUIT:
Satellite comand encryption/
decryption and authentication
microcircuit endorsed for the
protection of the command
uplinks of commercial, civil,
and DoD satellite systems.
Advanced version of the KI-23.

MYK-6: Satellite telemetry/
data encryption/decryption
microcircuit at 1 bs to 20
Mbs.

TEPACHE iKGM-100: One of
NSA's standard embedded
COMSEC products. Fully Com-
pliant with NSA's standard
DS-69; used for computer/data
key generator modules for use
in computer applications
including link, file protec-
tion, network communications
security in host terminals,
workstations, and smart peri-
pherals. TEPACHE is a highly
flexible, asynchronous module
with a microprocessor style
interface, endorsed for
integration in devices to be
used to secure U.S. Govern-
ment information classified
TOP SECRET and below and to
protect sensitive U.S. Govern-
ment information.

TEPACHE PRIME: The module is
based on Data Standard 169,
the module provides the end-
ability to handle Secure Data
Network Systems (SDNS)
product-generate, distribute
and consume key material.

KG-46 Microcircuit: Advanced
version of the KG-46 data

encryption/decryption unit for
space application. The KG-46




Magnavox Mr. Ken Devanny

Advanced Products and (213)618-7077
Systems Co.

2829 Maricopa St.

Torrance, CA 90503

Stanford Telecommunications
2421 Mission College Blvd. Mr. Howard Gannes
Santa Clara, CA 95054 (408)980-5630

Rockwell International Mr. James Arnold
Corp., Collins Gov't (319)395-5294

Avionics Division

400 Collins Rd. NE

Cedar Rapids, IA 52498

Motorola, Inc., GEG : Mr. Joseph Marino
8201 E. McDhowell Rd. (602)441-5827
Mail Drop H-2289

Scottsdale, AZ 85252

Motorola, Inc., GEG Mr. Dave Kohler
8201 E. McDhowell Rd. (602)441-2756
P.O. Box 1417

Scottsdale, ARZ 85252

Microcircuit, designated the
LSI-6, is remotely rekeyable
and will operate up to 20 Mbs.

Precise Positioning Service
Security Module (PPS-SM)
MX617510: This module is to
be embedded into a Global
Positioning System (GPS)
host application. It allows
authorized users access to the
Precise Positioning Service
of GPS while maintaining the
host application as unclass-
fied, but controlled in
accordance with NTISSI 3006
when keyed.

Network Encryption System:

The NES protects information
classified TOP SECRET and
below over both local area
networks (LANs) and wide area
networks (WANs). It has fully
loadable software for ease in
changing or updating network
protocols. The NES features
fully electronic key distr-
ibution and is compatible with
Secure Data Network Systems
(SDNS) standards.

INDICTOR: The Miniature
Voice/Data Key Generator
Module, Type 1, is a single
monolithic chip and an NSA
Standard Product. Compliant
with the NSA's Data Standard
68; the INDICTOR may be used
in voice/data key generator
applications in hand held
radios and telephones.
INDICTOR is traffic compatible
with the KY-57/58, KY-99,
KYV-5 (ANDVT), KOV-1.
(SINCGARS), KYV-2A/B,
WINDSTER, the STU-III, and
certain KG-84 applications.
The INDICTOR is used to



Motorola, Inc., GEG
Strategic Elec. Div.
2501 South Price RAd.
Chandler, AZ 85248-2899

Motorola, Inc.
1701 McCormick Drive
Landover, MD 20785

Motorola, Inc.

8201 E. McDowell Rd.
P.0O. Box 1417
Scottsdale, AZ 85252

Mr. Bill Crook

(602)732-3432

John Nelson
(602) 732-3087

Mr

. Steve Reddick

(608)576-3519

Mr.

Dave Kohler
(602)441-2756

secure information classified
TOP SECRET and below, and to
protect sensitive U.S. Govern-
ment information.

KIV-9: Spaceborne decryption
unit designed for embedment

in a Motorola S-Band Space
Ground Link Subsystem receiver
package or in a stand-alone
box with power converter and
interface module. Unit is
also available as a single-
unit "slice" for custom
applications.

KGV-46: It is an embedment
application of the RICEBIRD
LSI chip into an assembly, or
slice, which will perform an
encryption function for the
Motorola space groundlink
satellite subsystems (SGLS)
transmitter.

FASCINATOR EQUIPPED MCX100,
MX300-S, PX 300S, SYNTOR 9000,
SYNTOR X9000E, SPECTRA, and
SABER Radios, and the Portable
Repeater: The FASCINATOR
Secure Voice Module (SVM)
product line is a half-duplex
12 KBs serial encryption
device that operates in the
synchronous mode. Radios
which employ the SVM have a
secure voice and plaintext
mode. The SVM can be
purchased in new MCX100 and
MX300 radios, and the Portable
Repeater or as part of a
retrofit kit for the same
radios and the repeater.

Sunburst II Processor: A
portable narrowband/wide-

band voice/data encryptor that
features the INDICTOR encryp-
tion module. It will provide
half-duplex secure voice and
data over radio and wireline




PE Systems, Inc.
5520 Cherokee Ave.
Alexander, VA 22312

PE Systems, Inc.
5520 Cherokee Ave.
Al.exandria, VA 22312

Racal Communications, Inc.
5 Research Place
Rockville, MD 20850

Scope, Inc.
1860 Michael Faraday Dr.
Reston, VA 22090

Mr. Donald Binder
(703)642-9300

Mr. Donald Binder
(703)642-9300

Mr. Robert Hall
(301)948-4420

Mr, Jim McCauley
(703)471-5600
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media for tactical operations.
Sunburst II is a secure only
unit with no plaintext bypass.

GILLAROO: A full slot
encryption board that

provides secure point-to-point
and Electronic Mail capab-
ilities for IBM and IBM
compatible PC's. GILLAROO is
asynchronous, and operates at
user-selective data rates
ranging from 110 to 9600 baud.
GILLAROO is endorsed to
protect SECRET and below
information. PE Systems is
authorized to accept new
orders up to 31 December 1993,

GUARDSMAN 100T: TEMPEST-
approved ancillary device
that contains the NSA
endorsed GILLAROO as its
cryptologic component. The
GUARDSMAN allows "stand-
alone" GILLAROO connectivity
via RS-232 interface to the
user PC serial port. It also
has identical features, and is
interoperable with the
GILLAROO. The GUARDSMAN can
be connected to both IBM and
non-IBM compatible PC's as
well as mainframe computers.
PE Systems is authorized to
accept new orders up to

31 December 1993.

PRC6515 (EC): - INDICTOR

based handheld radio, endorsed
up through TOP SECRET, 12 Kbs,
Federal Standard 1023
Compatible.

HNF-81-1/2 Frames: Facility
rack adaptor for the KG-81
and KG-94 trunk encryption
devices which provides mech-
anical and electrical con-
nections to the using
facility.




General Electric Aerospace Mr. John Tchou

Government Communications (609)338-3760
Systems Department

Front and Cooper St.

Camden, NJ 08102

Rockwell International
Microelectronics

Research & Dev. Center

4311 Jamboree Road

M/S 501-377

Newport Beach, CA 92660

Mr. William Mavity
(714)833-4133

Simpact Associates, Inc. Mr. Michael Ulrich
12007 Sunrise Valley Dr. (703)758-0190
Reston, VA 22091

Teledyne Electronics Mr.
649 Lawrency Dr.
Newbury Park, CA 91320

Emmett Dunlap
(805)498-3305

Hazeltine Corp. Mr. Robert Fischer
450 E. Pulaski Rd. (516)351-4116
Greenlawn, NY 11740

Allied Signal Corp. Mr.
Bendix Comm. Div.
1300 E. Joppa RA4.

Al Horning
(301)583-4000

KY-90, KGX-93, HGF-93, KG-82,
HGF-94, KT-93, ST-34, KY-68,
HYP-71: SUPPORT SWITCHED
tactical communications
systems; KY-68 telephone
terminals and associated
systems ancillaries provide
encryption/decryption of all
level of classification of
voice or data traffic. Sales
are limited to prime con-
tractors involved in the
Mobile Subscriber Equipment
Program.

Monolithic Randomizer:
Produces a random binary bit
Stream which is endorsed for
use in communications security
equipment that requires a
randomizer in order to secure
U.S. Government information
classified TOP SECRET and
below.

SSP3110: Data Storage Enc-
ryptor to secure U.S. Govern-
ment information classified
TOP SECRET and below. Using
a government supplied algor-
ithm, the SSP3110 encrypts
information received over the
Small Computer Interface bus
from a host computer or file
server and writes and enc-
rypted information to a desig-
nated media storage device.

KI-1C: COMSEC unit for

Mark XII Identification
Friend or Foe system; com-
prises two major subsystems,
Interrogators and Transpon-
ders, KIR-1A/C and KIT-1lA/C,
respectively; the KI-1C is

a technological roll over of
the KI-1A, and utilizes Elec-
tronic Keying.




Baltimore, MD 2120

Teledyne Electronics Mr. Emmett Dunlap
649 Lawrence Dr. (805)498-3305
Newbury Park, CA 91320

TRW/EPI Mr. John Cramer
3650 N. Nevada Ave. (719)577-8152
Colorado Springs, CO 80907

Ultron Labs Corp. Mr. John Politis
1601 Research Boulevard (301)251-4960
Rockville, MD 20850

UNISYS Mr. Donald Wilson
P.O. Box 517 (215)648-2337
Paoli, PA 19301

UNISYS Mr. Donald Wilson
P.O. Box 517 (215)648-2337
Paoli, PA 19301

KIV-3: Designed to operate
in conjunction with a
combined Interrogator/Trans-
ponder to provide Mode 4
operation in the MARK XII
Identification Friend or Foe
System; incorporates 3-micron
LSI technology in combining
both the function of the
KIR-1C and KIT-1C into a
small, light weight module;
keyed via the common fill
devices, KOI-18 and KYK-13.

KL-43C, D and E: Off-line
alphanumeric encrypt/decrypt
device with challenge/reply
authentication. The KL-43E

is the large keyboard version.
The KL-43C is a small rugged-
ized version with two message
buffers and additional comm-
unications features.

Ultron Crypto-Engine: COMSEC
module for use in securing
TOP SECRET information and
below, and to protect
sensitive U.S. Government
information; designed to
facilitate the integration of
cryptography into end-item
devices designed for NSA
endorsement for use in various
data applications.

KOI-18: Fill device, light-
weight, general purpose tape
reader, accepts standard one-
inch wide tape.

KYK-13: Fill device, light-
weight, battery-operated,
digital data storage for six
keys; will transfer keys to
other equipment by direct
connection or by fill cable.



UNISYS Mr. Donald Wilson K¥X-15A: Fill device, net

P.0O. Box 517 (215)648-2337 control device; can provide

Paoli, PA 19301 remote keying distribution;
can store up to 16 keys.

Wang Laboratories Mr. Lewis Collins Trusted Interface Unit (TIU):
One Industrial Ave. (508)967-5661 The TIU-1 is a stand-alone
Mail Stop 013-390 device that protects infor-
Lowell, MA 01851 mation classified TOP SECRET

and below between hosts having
IEEE 802.3 or Ethernet inter-
faces to broadband, baseband,
or fiber-optic Local Area
Networks (LANs). The TIU-1
also protects classified
information for hosts across
Wide Area Networks (WANs) by
implementing DoD Internet
Protocols (IP) and accessing
commercial IP gateways based
on pairwise keying relation-
ships between TIU-ls.

Xerox Corp. Mr. Frank Presson XEU: Endorsed to secure U.S.
7900 W. Park Drive (703)442-6777 Government information

4th Floor classified through TOP SECRET
McLean, VA 22102 level on Local Area Networks.

Protects security of infor-
mation by acting as bridge
between processor it serves
and network. Using Govern-
ment supplied algorithm, XEU
encrypts information flowing
from network to processor.
The XEU can be used with
networks and equipment which
conform to the IEEE 802.3
standard.




TYPE 2 PRODUCTS:

AT&T Mrs.
Technologies Division (202)457-3613
1120 20th Street, N.W.

Washington, D.C. 20036

Cylink Corporation Mr.
3091 Holcomb Bridge
Road STE. Fl
Norcross, GA

David Hammond
(404)662-5627

30071

Allied Signal Corp. Mr. Allan Horning
Bendix Comm. Div. (301)859-4493
1300 E. Joppa RAd.

Baltimore, MD 21204

Racal-Guardata, Inc. Mr. Paul Jones

480 Spring Park Place (703)471-0892
Suite 900

Herndon, VA 22070

Pailen-Johnson Mr. William Pailen

1370 Piccard Drive
Rockville, MD 20850

(301)948-5726

Litronics Industries, Inc. Mr. Paul Johnson
2950 Redhill Ave. (714)545-6649
Costa Mesa, CA 92715

Kathleen O'Rourke DS-3 Encryptor:

Protects
security of voice, data, or
video channels in any stan-
dard DS-3 (44.736 Mbs) signal
carried over digital radio,
coaxial cable, satellite, or
lightwave transmission fac-
ility. In these applications,
the DS-3 encryptor will
protect sensitive U.S. Govern-
ment information.

ST-58: Test equipment for
VINSON, KG-84/84A/84C, and
Common Fill Devices; modular
in construction and consists
of three separate units; the
top section is the general
computer containing the main
memory, it is used in conj-
unction with two test
adapters: X-APA which tests
the VINSON and Common Fill
Devices and the Z-APD which
tests the KG-84/84A/84C and
Common Fill Devices. The
ST-58 designed for a con-
trolled, fixed plant
environment.

Low—-Cost Encryption/Authen-
tication Device (LEAD):

LEAD is endorsed for the
authentication of system
users and the protection of
sensitive unclassified U.S.
Government information on
terminal-to-host and terminal-
to-network access lines. A
DoD waiver of FIPS 46-1 and
FIPS 140 has been granted to
allow the use of LEAD to
protect sensitive unclass-
ified computer information on
DoD applications. The GSA
has offered to pursue such a
waiver on behalf of Civil
agencies if so requested.




Harris Corp.
Custom Integrated
Circuits Div.

(HCICD)
P.O. Box 9100

Melbourne, FL 32902

Rockwell International
Microelectronics
Research & Dev. Center
4311 Jamboree Road

M/S 501-377

Newport Beach, CA 92660

Simpact Associates, Inc.
12007 Sunrise Valley Dr.
Reston, VA 22091

Mr.

Steve Robillard

(407)729-5528

Mr.

Mr.

William Mavity
(714)833-4133

Michael Ulrich
(703)758-0190

Cypher I: CMOS data enc-
ryption integrated circuit.
NOTE: This item is avail-
able only to those companies
that intend to integrate
cryptography into an end-item
product, and have established
a formal working relationship
with NSA via a contract, the
Commercial COMSEC Endorsement
Program, or the User Partner-
ship Program.

Monolithic Randomizers:
Produces a random binary bit
stream which is endorsed for
use in communications security
equipment that requires a
randomizer in order to protect
sensitive U.S. Government
information.

BULLETPROOF: One of NSA's
standard embedded COMSEC
products. Fully compliant
with NSA's standard DS-72;
used for computer/data key
generator modules for use in
computer applications inc-
luding link, file protection,
network communications
security in host terminals,
workstations, and smart peri-
pherals. BULLETPROOF is a

highly flexible, .asynchronous
module with a microprocessor
style interface, endorsed for
integration in devices to be
used to protect sensitive,
unclassified U.S. Government
information.




POTENTIAL CRYPTOGRAPHIC PRODUCTS LIST

The NSA Potential Cryptographic Products List contains the names of those
companies and their respective products that have been accepted into the
Commercial COMSEC Endorsement Program (CCEP) through the signing of a
Memorandum of Understanding. This means the NSA and the company will be
working together on the successful development, evaluation, security
endorsement, and production of the company's product under the terms of the
CCEP. When a product achieves NSA security endorsement, it will then be

placed on the NSA Endorsed Cryptographic Products List.

Information beyond that contained in this list may be considered by the
company to be proprietary. Prospective customers for these products are
encouraged to contact the listed companies for additional details.

Comments and corrections regarding the Potential Cryptographic Products
List may be directed to:

DIRECTOR

National Security Agency

ATTN: ¥X51

Ft. George G. Meade, MD 20755-6000

COMPANY NAME

Allied Signal Corp.
Bendix Comm. Div.
1300 East Joppa Rd.
Baltimore, MD 21204

Allied Signal Corp.
Bendix Comm. Div.
1300 East Joppa Rd.
Baltimore, MD 21204

Aydin Vector Division
P.O. Box 328
Newtown, PA 18940

Base Ten Systems, Inc.
One Electronics Drive
P.0O. Box 3151

Trenton, NJ 0861

Boeing Aerospace
P.0O. Box 3999
Seattle, WA 98124-2499

General Electric Comp.
P.O. Box 8555
Philadelphia, PA 19101

GENERIC PRODUCT

Identification
Friend/Foe System

Personal Computer
Communication Link
Encryptor

Telemetry Encryption
Support Module

Embeddable COMSEC
Modules (TEPACHE
and TEPACHE PRIME)

MLS Local Area
Network with COMSEC

Embeddable KI-37 is
rad-hard space COMSEC

chip set.
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VENDOR POC & NUMBER

Mr. Richard Gonzales
(301)583-4497

Mr. Al Horning
(301)583-4493

Mr. Harold Gilje
(215)968-4271

Mr. Jack Kelly
(609)586-7010

Mr. Ken Takeuchi
(206)773-0628

Mr. Larry Newman
(215)354-5447



Harris Corp.,

Custom Integrated
Circuits Div.

P.O. Box 883
Melbourne, FL 32901

Harris Corp.,

1201 E. Abington Drive $#300

Alexandria, VA 22314

Harris Corp.,

RF Communications

1680 University Avenue
Rochester, NY 14610

Hughes Aircraft Co.,
Ground Systems Group
P.O0. Box 3310

Fullerton, CA 92634

Loral Conic
9020 Balboa Ave.
San Diego, CA 92123

Loral Conic
9020 Balboa Ave.
San Diego, CA 92123

McDonnell Douglas
1801 East St. Andrew Place
Santa Ana, CA 02705-6520

Microcom Corp., Aerospace
Telecommunications Div.

965 Thomas Dr.

Warminister, PA 18974

Motorola, Inc.

Gov. Electonics Group
8201 E. McDowell Rd.
Scottsdale, AZ 85252

Motorola, Inc.

Gov. Electronics Group
8201 E. McDhowell Rd.
Scottsdale, AZ 85252

Motorola, Inc.

Gov. Electronics Group
8201 E. McDowell Rd.
Scottsdale, AZ 85252

Monolithic
Randomizer

Standard Key
Management Module

Embeddable COMSEC
Module (WINDSTER)

Monolithic Randomigzer

Secure Pulse Code
Modfulation System
(SPMS-440)

KG-68 Telemetry
Support

IDOCS

Support Package for
KG-66 and KGV-68

Embeddable COMSEC
Module (WINDSTER)

Standard Key
Management Module

Single Chip Key
Generator

Mr. Stephen Robillard
(407)729~-5528

Mr. Jim Wellington

(703)739-1934

Mr. Chris Fedde
(716)244-5830

Mr. George Hume
(714)441-9987

Mr. Ron Bergfors
(619)279-0411

Mr. Ron Bergfors
(619)279-0411

Mr. James Kidd
(714)566-5912

Mr. Bill Barsby

(215) 672-6300

Ms. Vicki Beseke
(602)441-2185

Mr. David Kohler
(602)441-2756

Mr. Roger Curren
(602)732-2235




Science Applications
International Technology
4224 Campus Point Court
San Diego, CA 92121

TRW/EPI, Inc.
3650 N. Nevada Ave.
Colorado Springs, CO 80907

Ultron Labs
1601 Research Blvd.
Rockville, MD

Secure Computer

Data Encryption

{Embedded KI-23)

Serial Encryption Unit
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Mr. A. L. Dean, Jr.
(619)450-2288

Mr. John Cramer
(719)577-8152

Mr. John Politis
(301)251-4960



INTRODUCTION TO THE
NSA-ENDORSED DATA ENCRYPTION STANDARD (DES) PRODUCTS LIST

The Data Encryption Standard (DES) is a cryptographic algorithm
which NSA formally designated in 1978 as appropriate for protecting
"unclassified national security-related telecommunications." The DES
algorithm continues to be an acceptable means for protecting what is

now defined as "sensitive unclassified U.S. Government or government-
derived information."

Under the auspices of the DES Endorsement Program, NSA has
endorsed DES-based telecommunications protection equipment developed by
U.S. manufacturers at their expense to meet the general security
requirements specified by Federal Standard 1027. The DES Endorsement
Program has been successful in providing a variety of DES-based
equipment suitable for data link encryption, voice radio encryption and
satellite system protection.

This chapter contains a technical description of each NSA-
endorsed DES equipment along with requisite procurement data. Policies

and procedures governing DES key material usage and ordering are also
covered.



GOVERNMENT ENDORSED DATA ENCRYPTION STANDARD (DES) EQUIPMENT

THE INFORMATION COVERED HERE IS INTENDED TO MAKE YOUR SELECTION AND
IMPLEMENTATION OF DES-BASED COMMUNICATIONS PROTECTION EQUIPMENT AS EASY
AS POSSIBLE. THE LIST OF DATA ENCRYPTION STANDARD (DES) EQUIPMENTS
ENDORSED BY THE NATIONAL SECURITY AGENCY AS MEETING FEDERAL STANDARD
1027 (FS-1027) ALONG WITH DES KEY MATERIAL ORDERING PROCEDURES IS
PROVIDED FOR THAT PURPOSE.

TO VERIFY A VENDOR'S CLAIM THAT HIS DES EQUIPMENT IS "NSA ENDORSED," WE
RECOMMEND THAT YOU ASK THE MARKETING REPRESENTATIVE FOR A COPY OF THE
ENDORSEMENT CERTIFICATE THAT NSA PROVIDES THE MANUFACTURER. THIS
CERTIFICATE INCLUDES THE NAME AND MODEL NUMBER OF THE VENDOR'S ENDORSED
DES EQUIPMENT AND THE U.S. GOVERNMENT ENDORSEMENT IDENTIFICATION
(USGEID) NUMBER ASSIGNED TO THAT EQUIPMENT.

THE EQUIPMENTS ARE CATEGORIZED BY VOICE, LOW SPEED (64 Kbps or less),
HIGH SPEED (greater than 64 Kbps), SATELLITE, INFORMATION STORAGE AND
KEY MANAGEMENT.

THE NSA DES ENDORSEMENT PROGRAM OFFICIALLY ENDED 1 JANUARY 1988. NSA
WILL CONSIDER EVALUATING MODIFICATIONS TO PREVIOUSLY ENDORSED UNITS
ONLY IF THE PROPOSED MODIFICATIONS DO NOT AFFECT THE SECURITY
FUNCTIONALITY OF THE UNITS. ANY MODIFICATIONS TO ENDORSED DES UNITS
MUST BE EVALUATED BY NSA TO MAINTAIN THE ENDORSEMENT.

ENDORSED DES PRODUCTS CURRENTLY IN INVENTORY MAY STILL BE PROCURED AND
APPLIED AND WILL CONTINUE TO BE AN ACCEPTABLE MEANS OF PROTECTING
SENSITIVE UNCLASSIFIED U.S. GOVERNMENT INFORMATION. NSA WILL CONTINUE
TO PROVIDE KEY MATERIAL FOR EXISTING AND NEW GOVERNMENT APPLICATIONS OF
ENDORSED DES PRODUCTS.

NEW TELECOMMUNICATIONS PRODUCTS WHICH ARE ENDORSED FOR USE TO PROTECT
SENSITIVE UNCLASSIFIED U.S. GOVERNMENT INFORMATION ARE BEING DEVELOPED
UNDER THE NSA COMMERCIAL COMMUNICATIONS SECURITY (COMSEC) ENDORSEMENT
PROGRAM (CCEP). SUCH PRODUCTS WILL OFFER ALTERNATIVES TO THE USE OF
ENDORSED DES-BASED PRODUCTS FOR THIS LEVEL OF PROTECTION.

TECHNICAL INQUIRIES PERTAINING TO DES APPLICATIONS SHOULD BE DIRECTED
TO THE FOLLOWING TELEPHONE NUMBERS:

DES RADIO: (301) 859-4522
DES DATA : (301) 859-4471

NOTE: ANY DES EQUIPMENT THAT REQUIRES KEY LOADING VIA A KOI-18 FILL
DEVICE CAN ALSO BE LOADED UTILIZING A GENERAL PURPOSE TAPE READER,
WHICH IS A NONCONTROLLED CRYPTOGRAPHIC ITEM (CCI) VERSION OF THE
KOI-18.

2-2



NSA-PRODUCED DES KEY MATERIAL MUST BE USED ONLY IN ENDORSED EQUIPMENTS
WHICH ARE IMPLEMENTED IN COMMUNICATIONS SYSTEMS TO PROTECT SENSITIVE
UNCLASSIFIED U.S. GOVERNMENT INFORMATION. THE FOLLOWING INFORMATION IS
REQUIRED FOR ORDERING NSA-PRODUCED DES KEY MATERIAL FOR GOVERNMENT
APPROVED/ENDORSED EQUIPMENT. THE LEAD TIME NECESSARY TO PRODUCE THE
KEY IS ONE HUNDRED TWENTY (120) DAYS OR MORE PRIOR TO THE REQUIRED IN-
PLACE DATE.

DATA REQUIRED FOR ORDERING DES KEY MATERIAL

1. NATURE OF REQUEST (NEW REQUIREMENT, CHANGE IN REQUIREMENT, OR
RESUPPLY)

2. USE (OPERATIONAL, MAINTENANCE, TRAINING, TESTING, OR CONTINGENCY)

3. SYSTEM DESIGNATION AND NETWORK STRUCTURE

4. EQUIPMENT NOMENCLATURE TO INCLUDE "USGEID NUMBER"

5. KEY MANAGEMENT APPROACH (MANUAL, KEY INDEXING, DOWN-LINE LOADING)

6. KEY LOADING TECHNIQUE

7. KEY MATERIAL FORMAT (PRINTED/PUNCHED/FLOPPY DISKETTE)

8. CRYPTOPERIOD

9. NUMBER OF KEY SEGMENTS

10. COPIES PER KEY SEGMENT

11. NUMBER OF EDITIONS

12. COPIES PER EDITION .

13. POINT OF CONTACT: NAME, COMPLETE MAILING ADDRESS, AND COMPLETE
TELEPHONE NUMBER

14. COMSEC ACCOUNT NUMBER

15. DESIRED IN-PLACE DATE

16. CONTROLLING AUTHORITY

17. DEFENSE COURIER SERVICE ADDRESS (IF APPLICABLE)

ITEMS 1,2,4,11,12 AND 14 ARE MANDATORY ITEMS

REQUESTS FOR DES KEY MATERIAL FOR U.S. GOVERNMENT CONTRACTORS MUST
INCLUDE A STATEMENT CERTIFYING THAT THE KEY MATERIAL WILL BE USED TO
SUPPORT THE ENCRYPTION OF SENSITIVE UNCLASSIFIED U.S. GOVERNMENT AND
GOVERNMENT~-DERIVED INFORMATION AND THAT IT WILL BE SAFEGUARDED AND
CONTROLLED IN ACCORDANCE WITH NTISSI 3005.

REQUESTS FOR DES KEY MATERIAL SHOULD BE SUBMITTED TO:

NATIONAL SECURITY AGENCY
ATTN: Y13
FORT GEORGE G. MEADE, MD 20755-6000

NOTE: Y13, OFFICE OF COMSEC PRODUCTION AND CONTROL, MUST ALSO BE
NOTIFIED WHEN THE CRYPTONET IS INITIALLY IMPLEMENTED TO ENSURE
AUTOMATIC RESUPPLY OF KEY MATERIAL.
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POINTS OF CONTACT FOR NSA FS-1027 DES ENDORSED EQUIPMENTS

VOICE RADIO EQUIPMENT
(2 vendors in alphabetical order)

1. Mr. Dan Lynch
General Electric Company
1680 Mountain View Road
Lynchburg, VA 24502
Telephone: (804) 528-7458

2. Mr. Phil Lerner
Motorola Incorporated
1701 McCormick Drive
Landover, MD 20785
Telephone: (301) 386-5000

LOW SPEED DATA EQUIPMENT
(7 vendors in alphabetical order)

1. Mr. Phil Bender

Computer Sciences Corporation

4600 Powder Mill Road
Beltsville, MD 207052
Telephone: (301) 572-8443

2. Mr. David Hammond
CYLINK
P. O. Box 920459
Norcross, GA 30092
Telephone: (404) 662-5627

3. Mr. John Gindling
Datotek
3801 Realty Road
Dallas, TX 72544
Telephone: (214) 241-4491

4. Ms Suzanne Harper

Digitech Telecommunications, Inc.

342 Madison Avenue
New York, NY 10173
Telephone: (212) 557-7230

5. Mr. Frank Dolan
Paradyne Corporation
1577 Spring Hill Road
Vienna, VA 22180
Telephone: (703) 448-0062

USGEID NUMBER

00000021
00000022
00000026
00000030
00000033
00000034
00000036

00000001
thru
00000010
00000012
00000020
00000032

00000044

00000039

00000028

00000045

00000015

PAGE NO.

2-62
2-62
2-62
2-63
2-63
2-63
2-64

2-51
thru
2-58
2-59
2-59
2-63

\S}
|

16

\S]
|

22

34

[\S]
|



Mr. Wayne Braunstein
Racal-Milgo Incorporated
2000 M Street, NW
Washington, DC 20036
Telephone: (202) 466-3940

Mr. John Gill
Technical Communications Corporation
100 Domino Drive
Concord, MA 01742
Telephone: (617) 862-6035
*Includes Digital Voice Option

HIGH SPEED DATA EQUIPMENTS

(3 vendors in alphabetical order)

1.

Mr. Brent Grotz

California Microwave, Incorporated
990 Almanor Avenue

Sunnyvale, CA 94086

Telephone: (408) 720-6571

Mr. David Hammond

CYLINK

P. O. Box 920459
Norcross, GA 30092
Telephone: (404) 662-5627

Mr. Dave Lastrico

Hughes Network Systems

10790 Roselle Street

San Diego, CA 92121

Telephone: (619) 453-7007 Ext. 4301

SATELLITE EQUIPMENT

(2 vendors in alphabetical order)

1.

Mr. Keith Dunford

COMTEL

P. 0. Box 6005

Santa Maria, CA 93455
Telephone: (805) 928-2581

Mr. Donald Marcopulos
Fairchild Communications

& Electronics Co.
Fairchild Industries, Incorporated
Germantown, MD 20874-1182
Telephone: (301) 428-6904
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INFORMATION STORAGE

1. Atlantic Research Corporation
formerly Systematics General Corporation 00000024

Model Number FES-100 (ACORN)
has been discontinued.

KEY MANAGEMENT SYSTEM

1. Mr. Wayne Braunstein
Racal-Milgo Incorporated
2000 M Street NW
Washington, DC 20036
Telephone: (202) 466-3940

00000041

39



USGEID NUMBER

00000011

00000013

00000014

00000015

00000016

00000018

00000019

00000023

00000024

00000025

00000027

00000028

00000029

00000031

00000035

00000039

00000040

00000041

00000044

00000045

DATA EQUIPMENT INDEX BY USGEID NUMBER

COMPANY

CALIFORNIA MICROWAVE, INC.

HUGHES NETWORK SYSTEMS

HUGHES NETWORK SYSTEMS

PARADYNE CORPORATION

RACAL-MILGO INCORPORATED

HUGHES NETWORK SYSTEMS

(PRODUCT DISCONTINUED)

TECHNICAL COMMUNICATIONS CORPORATION
(PRODUCT DISCONTINUED)

CYLINK

TECHNICAL COMMUNICATIONS CORPORATION
DATOTEK

COMTEL (DIV. OF SPAR AEROSPACE LTD.)

FATRCHILD COMMUNICATIONS
& ELECTRONICS CO.

CYLINK

CYLINK

TECHNICAL COMMUNICATIONS CORPORATION
RACAL-MILGO INCORPORATED

COMPUTER SCIENCES CORPORATION

DIGITECH TELECOMMUNICATIONS, INC.




DATA EQUIPMENT INDEX BY COMPANY

CALIFORNIA MICROWAVE, INC.
00000011

COMPUTER SCIENCES CORPORATION
00000044

COMTEL (DIVISION OF SPAR AEROSPACE LTD.)
00000029

CYLINK

00000025
00000035
00000039

DATOTEK
00000028

DIGITECH TELECOMMUNICATIONS, INC.
00000045

FATRCHILD COMMUNICATIONS & ELECTRONICS CO.
00000031

HUGHES NETWORK SYSTEMS
00000013
00000014
00000018

PARADYNE CORPORATION
00000015

RACAL-MILGO INCORPORATED
00000016
00000041

TECHNICAL COMMUNICATIONS CORPORATION
00000023
00000027
00000040



1. Manufacturer Name

CALIFORNIA MICROWAVE, INC.

2. Manufacturer Address

990 ALMANOR AVENUE
SUNNYVALE, CA. 94086

3. United States Government Endorsement Identification Number

(USGEID)
00000011

4. Vendor Model Number

CALIFORNIA MICROWAVE VIDAR 5800 / CD-5800

5. Vendor Point of Contact

MR. BRENT GROTZ, (408) 720-6571

6. Equipment Characteristics

THE CD-5800 IS A BULK RATE ENCRYPTION DEVICE WHICH OPERATES AT
SPEEDS FROM 19.2 KILOBITS TO 3.152 MEGABITS AND INTERFACES AT
DS1/TARIFF 270 BELL FORMAT, CC1TT V.35, EIA RS422 OR EIA RS232C, AS
EQUIPPED WITH OPTIONAL PLUG-IN UNITS TO THE BASIC CD-5800 ASSEMBLY.

7. Testing
CALL VENDOR FOR INFORMATION

8. Alarm and Status Reporting

CALL VENDOR FOR INFORMATION

9. Key Management Features/Key Distribution

THE CALIFORNIA MICROWAVE CD-5800 REQUIRES FOR GOVERNMENT KEY
MANAGEMENT APPLICATIONS, A KOI-18 AND SPECIAL CABLES TO LOAD THE
DES KEY. THE DES KEY MUST BE ORDERED IN A PUNCHED PAPER TAPE
FORMAT. THE CD-5800 IS SWITCH SELECTABLE FOR GOVERNMENT OR
COMMERCIAL MODES OF KEY MANAGEMENT. QUESTIONS CONCERNING THE
SPECIAL CABLES FOR THE KOI-18 OR KEY MANAGEMENT SHOULD BE DIRECTED
TO CALIFORNIA MICROWAVE, BRENT GROTZ (408) 720-6571.

10. Key Loader

KOI-18 WITH CABLES




11.

12.

13.

14.

15.

l6.

Equipment Physical Security Features

CALL VENDOR FOR INFORMATION

Cost Range

$9,000 - $10,000

Availability

CALL VENDOR FOR INFORMATION

Leasing Option

CALL VENDOR FOR INFORMATION

Equipment Options

CALL VENDOR FOR INFORMATION

Misc. Descriptions

CALL VENDOR FOR INFORMATION

10



1. Manufacturer Name

COMPUTER SCIENCES CORPORATION

2. Manufacturer Address

4600 POWDER MILL ROAD
BELTSVILLE, MD 20705

3. United States Government Endorsement Identification Number

(USGEID)

00000044

4, Vendor Model Number

SECOM 2010

5. Vendor Point of Contact

SALES & GENERAL INFORMATION: PHIL BENDER (301) 572-8443
TECHNICAL INFORMATION: DEAN RABENSTINE (301) 572-8716

6. Equipment Characteristics

BIT RATE - SYNCHRONOUS UP TO 64 KBPS
ASYNCHRONOUS 110, 300, 600, 1200,
2400, 4800, 9600, 19200 BPS

SIZE - 8.5" W, 3.69" H, 9.25" D

WEIGHT - LESS THAN 7 LBS.

POWER - 120 VAC, 47-63 HZ, 0.05 AMPS
INTERFACES - RS-232C

PROTOCOLS - PROTOCOL TRANSPARENT (PHYSICAL LAYER)
ZEROIZE FEATURE - MANUAL AND AUTOMATIC

DIAGNOSTICS - DES S-BOX, DES CHECKWORD, ROM CHECKSUM,

- DISPLAY TEST
CIPHER FEEDBACK
SYNCHRONOUS 2 BITS PER DEVICE
ASYNCHRONOUS 1 BIT PER DEVICE

ENCRYPTION MODE
PROPAGATION DELAY

7. Testing

AUTOMATIC SELF-TEST ON POWER UP, MANUAL TEST, DES S-BOX, DES
CHECKWORD, KEY PARITY, ROM CHECKSUM, CONTINUOUS INPUT/OUTPUT
CORRELATION DURING SECURE OPERATION.

8. Alarm and Status Reporting

EXTERNAL ALARM OUTPUT
16 CHARACTER FRONT PANEL STATUS DISPLAY




10.

11.

12.

13.

14.

15.

16.

Key Management Features/Key Distribution

KEY INDEXING (ALSO SEE ITEM 16 BELOW).
NO KEY DISTRIBUTION CAPABILITIES

Key Loader

HEXADECIMAL KEY PAD
KOI-18 OR EQUIVALENT

Equipment Physical Security Features

MEETS FS 1027; TAMPER PROOFING, PICK RESISTANT LOCKS, INTEGRAL REAR

PANEL U-BOLT.

Cost Range

CALL VENDOR FOR INFORMATION

Availability

CALL VENDOR FOR INFORMATION

Leasing Option

NONE AT PRESENT

Equipment Options

NONE

Misc. Descriptions

UNITS OPERATE IN MASTER/SLAVE RELATIONSHIP ON PHYSICAL LINK.
FOR DIAL-UP CONFIGURATIONS, MASTER CAN ACCOMMODATE UP TO 32 SLAVES

WITH UNIQUE KEY SETS.



7.

Manufacturer Name

COMTEL (DIVISION OF SPAR AEROSPACE LTD.)

Manufacturer Address

2811 AIRPARK DRIVE

SANTA MARIA, CALIFORNIA 93455
TEL: (805) 928-2581

TELEX: 467575

FAX: (805) 925-2540

United States Government Endorsement Identification Number

(USGEID)
00000029

Vendor Model Number

CT-5000

Vendor Point of Contact

KEITH DUNFORD (805) 928-2581
DIRECTOR
MARKETING AND PROGRAMS

Equipment Characteristics

THE COMTEL CT-5000 DIGITAL ENCRYPTION SYSTEM PROVIDES EFFICIENT
ENCRYPTION/DECRYPTION OF FULL DUPLEX DATA LINKS OPERATING AT RATES
OF UP TO 64 MBPS. THE SINGLE 7 INCH X 19 INCH RACK MOUNTED UNIT
WEIGHS SOME 40 LBS AND IS COMPLETELY SELF CONTAINED. POWER
CONSUMPTION IS LESS THAN 100 WATTS TOTAL INCLUDING INTERNAL COOLING
FANS. THE CT-5000 IS PRIMARILY DESIGNED TO PROVIDE EFFICIENT
ENCRYPTION OF TIME DIVISION MULTIPLE ACCESS (TDMA) SATELLITE
COMMUNICATIONS NETWORKS. OTHER VERSIONS OF THE CT-5000 WILL
PROVIDE SIMILAR CAPABILITY FOR TERRESTRIAL (MICROWAVE) T3 DATA
NETWORKS. THE COMTEL CT-5000 STORES MASTER KEYS IN A SOFTWARE
CONTROLLED QUEUE, AND TO PREVENT ACCIDENTAL REUSE, EACH MASTER KEY
LOCATION IS AUTOMATICALLY ZEROED WHEN A KEY IS REMOVED FROM
STORAGE. THE KEYS ARE STORED IN A LIMITED VOLATILITY MEMORY WHICH
PROTECTS THE STORED KEYS DURING POWER FAILURES.

Testing

AUTOMATIC SELF TEST AT POWER-ON, OTHER SELF TEST PROCEDURES ARE
PROVIDED FOR THE CT-5000 SYSTEM THROUGH THE COMMON SIGNALING
CHANNEL OF THE DATA NETWORK.




10.

11.

12.

13.

Alarm and Status Reporting

THE CT-5000 DES SYSTEM PROVIDES FRONT PANEL LED STATUS AND ALARM
INDICATORS FOR: 1. POWER ON/OFF

2. BATTERY LOW

3. SYNCHRONIZATION

4. INTRUSION

5. KEY LOAD ERROR

6. PARITY
ALARM AND STATUS SIGNALING ARE ALSO PROVIDED FOR TRANSMISSION OVER
THE COMMON SIGNALING CHANNEL TO A REMOTE CONTROL CENTER.

Key Management Features/Key Distribution

THE CT-5000 EMPLOYS TWO CLASSES OF KEYS:

A) MASTER KEY WHICH IS DISTRIBUTED FROM THE
CENTRAL NSA SOURCE, MAINTAINED ON SITE IN SECURE
STORAGE.

B) RANDOM SEQUENCE SESSION KEYS GENERATED BY THE
PRIMARY NETWORK REFERENCE STATION AND TRANSMITTED TO
THE OTHER PARTICIPATING NODES VIA THE CRYPTO CONTROL
CHANNEL. THESE KEYS ARE REPLACED AT SHORT
INTERVALS.

Key Loader

MASTER KEYS ARE LOADED INTO THE CT-5000 VIA THE ELECTRONIC
INTERFACE SPECIFIED IN PARAGRAPH 3.2.1.2.0F FED-STD-1027. THE KEY
LOADER IS A KOI-18 USING A PUNCHED PAPER TAPE FORMAT.

Equipment Physical Security Features

THE CT-5000 ENCLOSURE IS SECURED IN A STANDARD 19 INCH RACK MOUNT,
WITH ALL REMOVABLE HARDWARE MADE INACCESSIBLE WHEN THE FRONT PANEL
IS CLOSED AND LOCKED. PICK RESISTANT LOCKS ARE USED TO PHYSICALLY
SECURE THE FRONT PANEL.

Cost Range

$25,000 PER UNIT NON-REDUNDANT CONFIGURATION

$50,000 REDUNDANT CONFIGURATION

THIS INDICATES A COST OF $100,000 PER FULL DUPLEX FULLY REDUNDANT
64 MBPS (OR T3) DATA LINK.

Availability

(ARO) - CURRENTLY 6 MONTHS



14. Leasing Option

UNDER REVIEW

15. Equipment Options

NONE

16. Misc. Descriptions

NONE




Manufacturer Name

CYLINK

Manufacturer Address

920 WEST FREMONT AVENUE
SUNNYVALE, CALIFORNIA 94087

United States Government Endorsement Identification Number

(USGEID)

00000039

Vendor Model Number

CIDEC-LS (LOW SPEED ENCRYPTOR)

Vendor Point of Contact

DAVID HAMMOND
(404) 662-5627

Equipment Characteristics

SYNCHRONOUS DATA RATES UP TO 128 KBPS
ASYNCHRONOUS DATA RATES UP TO 19.2 KBPS
SELF-SYNCHRONIZING ENCRYPTION PROCESS
FULL DUPLEX, HALF-DUPLEX, SIMPLEX
NON-SWITCHED, DIAL-UP, MULTIDROP APPLICATIONS
PROTOCOL TRANSPARENT

RS5232C, V.35, RS422, X.21/V.11

220 VAC, 115 VAC, 12 WATTS

2.5H 8.5 W 16 D

9 POUNDS

MENU DRIVEN ATTRIBUTE SELECTION

Testing
TEST MODE INCLUDES: DIAGNOSTICS, ENCRYPTION, AND LOOPING TESTS

Alarm and Status Reporting

TWO LINES OF 20 CHARACTER LCD DISPLAY USED FOR STATUS, ALARM, AND
PROGRAMMING MESSAGES

KEY LIST STATUS VIA FRONT PANEL DISPLAY

INTERNAL DATE/TIME STAMPED ALARM MESSAGES (99 EVENTS)

GENERAL ALARM LED INDICATES ACTIVE OR HISTORICAL ALARM EVENTS
AUXILIARY RS232 PORT ENABLES AN AUDIT OF ALL STATUS AND ALARM
MESSAGES FROM THE ENCRYPTOR



10.

11.

12.

13.

14.

15.

Key Management Features/Key Distribution

IN GOVERNMENT MODE USERS LOAD KEYS MANUALLY VIA THE KEYBOARD, OR
ELECTRONICALLY USING THE KOI-18 KEY LOADER. WHEN USING FULL OR
HALF DUPLEX MODES WITH A NONSWITCHED LINE, USERS CAN LOAD KKs AND
KDs. WHEN USING SIMPLEX MODE, THE UNIT AUTOMATICALLY USES KD ONLY.
MANUAL KEY ENTRY OFFERS AN ADDITIONAL SECURITY FEATURE: SPLIT KEY
KNOWLEDGE (FOR BOTH KK PAIRS AND KDs). THE CIDEC-LS CHECKS ALL
NEWLY ENTERED KEYS AND ACCEPTS THEM ONLY IF THEY ARE SUITABLE.
CONTACT FACTORY FOR FURTHER INFORMATION.

Key Loader

KOI-18 KEY LOADER

Equipment Physical Security Features

TAMPER PROOFING, DUAL PICK RESISTANT LOCKS, SECURE RACK MOUNT

Cost Range

CONTACT FACTORY (DEPENDENT ON QUANTITY)

Availability

DELIVERY: 30 DAYS ARO

Leasing Option

LEASING AVAILABLE (CONTACT FACTORY)

Equipment Options

SECURE DESK-TOP MOUNT, RACK MOUNTING KIT




Manufacturer Name

CYLINK

Manufacturer Address

920 WEST FREMONT AVENUE
SUNNYVALE, CALIFORNIA 94087

United States Government Endorsement Identification Number

(USGEID)

00000035

Vendor Model Number

CIDEC-MS (MEDIUM SPEED ENCRYPTOR)

Vendor Point of Contact

DAVID HAMMOND
(404) 662-5627

Equipment Characteristics

SYNCHRONOUS DATA RATES FROM 1.2 KBPS TO 112 KBPS
SELF-SYNCHRONIZING ENCRYPTION PROCESS
FULL DUPLEX, POINT TO POINT LINKS, PROTOCOL TRANSPARENT,
INTERFACES:
RS-232C
CCITT V.35
RS5-422
MENU DRIVEN ATTRIBUTES

Testing
TEST MODE INCLUDES: DIAGNOSTICS, ENCRYPTION, AND LOOPING TESTS

Alarm and Status Reporting

TWO LINE BY 40 CHARACTER LCD DISPLAY USED FOR STATUS, ALARM, AND
INSTRUCTIVE MESSAGES '

KEY LIST STATUS VIA FRONT PANEL DISPLAY

INTERNAL DATE/TIME STAMPED ALARM MESSAGES (99 EVENTS)

GENERAL ALARM LED INDICATES ACTIVE OR HISTORICAL ALARM EVENTS
AUXILIARY RS232 PORT ENABLES AN AUDIT OF ALL STATUS AND ALARM
MESSAGES FROM THE ENCRYPTOR

2-18



9. Key Management Features/Key Distribution

‘ KEY VARIABLE STORAGE VIA KOI-18 (INTERFACE CABLE AVAILABLE) OR

VIA FRONT PANEL KEYPAD ENTRY. KEY LIST INDEXING OVER THE NETWORK
IS ACCOMPLISHED BY AN NSA-APPROVED METHOD. THIS TECHNIQUE COUPLED
WITH AUTOMATIC PROGRAMMED TIME CHANGE OF THE KEYS, ALLOWS FOR MORE
FREQUENT KEY CHANGES IN A PRACTICAL MANNER.

10. Key Loader

KOI-18 KEY LOADER

11. Equipment Physical Security Features

TAMPER PROOFING, DUAL PICK RESISTANT LOCKS, SECURE-RACK MOUNT

12. Cost Range

CONTACT FACTORY (DEPENDENT ON QUANTITY)

13. Availability

DELIVERY: 30 - 60 DAYS ARO

14. Leasing Option

LEASING AVAILABLE (CONTACT FACTORY)

15. Equipment Options

STANDARD CIDEC-MS IS EQUIPPED FOR 19 INCH RACK MOUNT AND 115 VAC
OPERATION. OPTIONAL 23 INCH RACK MOUNT, 220 VAC OR -48 VDC AT NO
ADDITIONAL CHARGE.

16. Misc. Descriptions

3.5 INCH HEIGHT, 17 INCH WIDTH, 17 INCH DEPTH
30 WATTS APPROXIMATE DISSIPATION
22 POUNDS




Manufacturer Name

CYLINK

Manufacturer Address

920 WEST FREMONT AVENUE
SUNNYVALE, CALIFORNIA 94087

United States Government Endorsement Identification Number

(USGEID)

00000025

Vendor Model Number

CIDEC~HS (HIGH SPEED ENCRYPTOR)

Vendor Point of Contact

DAVID HAMMOND
ATLANTA, GA
(404) 662-5627

Equipment Characteristics

SYNCHRONOUS DATA RATES FROM 9.6 KBPS TO 7.0 MBPS
NO ERROR EXTENSION
FULL DUPLEX, POINT TO POINT LINKS, PROTOCOL TRANSPARENT INTERFACES:
DS2 (6.312 MBPS)

DS1 (1.544 MBPS)

CCITT V.35

RS-422, V.11, G.703(2.048MBPS)
(1 X 1) REDUNDANCY SWITCH CAPABILITY
MENU DRIVEN ATTRIBUTES

Testing
TEST MODE INCLUDES: DIAGNOSTICS, ENCRYPTION, AND LOOPING TESTS

Alarm and Status Reporting

TWO LINE BY 40 CHARACTER LCD DISPLAY USED FOR STATUS, ALARM, AND
INSTRUCTIVE MESSAGES

KEY LIST STATUS VIA FRONT PANEL DISPLAY

INTERNAL DATE/TIME STAMPED ALARM MESSAGES (99 EVENTS)

GENERAL ALARM LED INDICATES ACTIVE OR HISTORICAL ALARM EVENTS
AUXILIARY RS232 PORT ENABLES AN AUDIT OF ALL STATUS AND ALARM
MESSAGES FROM THE ENCRYPTOR



9. Key Management Features/Key Distribution

KEY VARIABLE STORAGE VIA KOI-18 (INTERFACE CABLE AVAILABLE) OR
VIA FRONT PANEL KEYPAD ENTRY. KEY LIST INDEXING OVER THE NETWORK
IS ACCOMPLISHED BY AN NSA-APPROVED METHOD. THIS TECHNIQUE COUPLED
WITH AUTOMATIC PROGRAMMED TIME CHANGE OF THE KEYS, ALLOWS FOR MORE
FREQUENT KEY CHANGES IN A PRACTICAL MANNER.

10. Key Loader

KOI-18 KEY LOADER

11. Equipment Physical Security Features

TAMPER PROOFING, DUAL PICK RESISTANT LOCKS, SECURE RACK MOUNT

12. Cost Range

CONTACT FACTORY (DEPENDENT ON QUANTITY)

13. Availability

DELIVERY: 30 - 60 DAYS ARO

14. Leasing Option

LEASING AVAILABLE (CONTACT FACTORY)

15. Equipment Options

STANDARD CIDEC-HS IS EQUIPPED FOR 19 INCH RACK MOUNT AND 115 VAC
OPERATION. OPTIONAL 23 INCH RACK MOUNT, 220 VAC OR -48 VDC AT NO
ADDITIONAL CHARGE.

16. Misc. Descriptions

3.5 INCH HEIGHT, 17 INCH WIDTH, 17 INCH DEPTH
50 WATTS APPROXIMATE DISSIPATION
32 POUNDS




10.

Manufacturer Name

DATOTEK

Manufacturer Address

3801 REALTY ROAD
DALLAS, TEXAS 72544
(214) 241-4491

United States Government Endorsement Identification Number

(USGEID)
00000028

Vendor Model Number

DATOTEK CIPHERBIT 1027-13

Vendor Point of Contact

JOHN GINDLING (214) 241-4491

Equipment Characteristics

THE DATOTEK CIPHERBIT 1027-13 IS A LINK ENCRYPTION DEVICE THAT IS
PROTOCOL TRANSPARENT AND CAN OPERATE IN POINT-TO-POINT OR
MULTIPOINT CIRCUITS. THIS EQUIPMENT CAN OPERATE IN THE SYNCHRONOUS
MODE UP TO 64 KBPS OR IN THE ASYNCHRONOUS MODE UP TO 19.6 KBPS. THE
CIPHERBIT 1027-13 CAN REMOTELY CHANGE KEYING VARIABLES THRU A
METHOD CALLED "KEY INDEXING".

Testing
CALL VENDOR FOR INFORMATION

Alarm and Status Reporting

CALL VENDOR FOR INFORMATION

Key Management Features/Key Distribution

KEYS CAN BE ENTERED INTO THE CIPHERBIT 1027-13 EITHER MANUALLY OR
VIA A KOI-18 OR A GENERAL PURPOSE TAPE READER. MANUAL ENTRY

REQUIRES A PRINTED DES KEY LIST. TQ ENTER A KEY VIA A KOI-18 OR A
GENERAL PURPOSE TAPE READER, SPECIAL CABLES AND A DES KEY TAPE IN
PUNCHED FORMAT ARE REQUIRED. CABLES CAN BE ORDERED FROM DATOTEK.

Key Loader

SEE ITEM 9 ABOVE



11. Equipment Physical Security Features

CALL VENDOR FOR INFORMATION

12. Cost Range

CALL VENDOR FOR INFORMATION

13. Availability

CALL VENDOR FOR INFORMATION

14. Leasing Option

CALL VENDOR FOR INFORMATION

15. Equipment Options

CALL VENDOR FOR INFORMATION

16. Misc. Descriptions

CALL VENDOR FOR INFORMATION




Manufacturer Name

DIGITECH TELECOMMUNICATIONS INC.

Manufacturer Address

342 MADISON AVENUE SUITE 2010
NEW YORK, NY 10173

United States Government Endorsement Identification Number

(USGEID)
00000045

Vendor Model Number

LS-1027

Vendor Point of Contact

MS. SUZANNE HARPER (212) 557-7230

Equipment Characteristics

PORTS: 2 - EIA RS-232C

DATA RATE: TWO UNIT CONFIGURATIONS -
1. ASYNCHRONOUS - UP TO 19,200 BAUD
2. SYNCHRONOUS UpP TO 9,600 BAUD

PROTOCOLS: 1. ASYNCHRONOUS - START/STOP
2. SYNCHRONOUS - SYNC/BISYNC
SDLC
X.25/HDLC
ZEROIZE: 1. MANUAL
2. AUTOMATIC
PHYSICAL:  10.5" W, 2.75" H, 11.5" D
20 LBS
POWER: 120 VAC



7.

8.

10.

11.

12.

13.

14.

15.

l6.

Testing
THE FOLLOWING TESTS ARE AVAILABLE:

1. AUTOMATIC SELF-TEST ON POWER-UP
2. MANUAL TEST

3. LAMP/ALARM TEST

4. DES S-BOX TEST

5. DES CHECKWORD

6. KEY PARITY
7. BATTERY-BACKED RAM CHECKSUM

Alarm and Status Reporting

1. POWER ON/OFF

2. BATTERY STATUS

3. PARITY CHECK

4. COMMAND AND KEY INPUT CHECK

5. VISUAL AND AUDIBLE ERROR REPORTING
6. TEST MODE

7. INTRUSION

Key Management Features/Key Distribution

CALL VENDOR FOR INFORMATION

Key Loader

HEXADECIMAL KEY PAD

Equipment Physical Security Features

THREE TAMPER-RESISTANT KEY LOCKS

Cost Range

PRICED COMPETITIVELY

Availability

CALL VENDOR FOR INFORMATION

Leasing Option

CALL VENDOR FOR INFORMATION

Equipment Options

DESK-TOP UNIT, DESIGNED FOR EASE OF USE

Misc. Descriptions

CALL VENDOR FOR INFORMATION




10.

Manufacturer Name

FAIRCHILD COMMUNICATIONS & ELECTRONICS CO.

Manufacturer Address

FAIRCHILD INDUSTRIES, INC.
GERMANTOWN, MARYLAND 20874-1182
(301) 428-6904

United States Government. Endorsement Identification Number

(USGEID)
00000031

Vendor Model Number

FAIRCHILD BURST ENCRYPTION UNIT (BEU)

Vendor Point of Contact

MR. DONALD MARCOPULOS (301) 428-6904

Equipment Characteristics

THE FAIRCHILD BURST ENCRYPTION UNIT IS DESIGNED TO OPERATE IN A
TDMA SATELLITE COMMUNICATIONS SYSTEM IN CONJUNCTION WITH THE
AMERICAN SATELLITE COMPANY'S INTEGRATED COMMUNICATIONS CONTROLLERS
(IcC). THE BEU PROVIDES BULK ENCRYPTION, UP TO 12.2 MBPS, OF USER
VOICE AND DATA CHANNELS WHICH HAVE BEEN MULTIPLIED AND FORMATTED BY
THE ICC.

Testing
CALL VENDOR FOR INFORMATION

Alarm and Status Reporting

CALL VENDOR FOR INFORMATION

Key Management Features/Key Distribution

CALL VENDOR FOR INFORMATION

Key Loader

CALL VENDOR FOR INFORMATION

[\e]
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11. Equipment Physical Security Features

CALL VENDOR FOR INFORMATION
12. Cost Range
CALL VENDOR FOR INFORMATION

13. Availability

CALL VENDOR FOR INFORMATION

14. Leasing Option

CALL VENDOR FOR INFORMATION

15. Equipment Options

CALL VENDOR FOR INFORMATION

16. Misc. Descriptions

CALL VENDOR FOR INFORMATION




Manufacturer Name

HUGHES NETWORK SYSTEMS

Manufacturer Address

10790 ROSELLE STREET
SAN DIEGO, CALIFORNIA 92121

United States Government Endorsement Identification Number

(USGEID)
00000018

Vendor Model Number

LC76CF DKD

Vendor Point of Contact

MR DAVE LASTRICO (619) 453-7007 EXT 4301

Equipment Characteristics

THE LC76CF DIRECT CIPHER KEY DISTRIBUTION (DKD) IS A FULL DUPLEX,
DIGITAL ENCRYPTION/DECRYPTION UNIT THAT CAN OPERATE AT DATA RATES
FROM 110 BPS TO 112.5 KBPS.

FOR GOVERNMENT APPLICATIONS, THE LC76CF DKD REQUIRES A KOI-18 KEY
FILL DEVICE WITH SPECIAL CABLES TO LOAD THE DES KEY. THE DES KEY
MUST BE ORDERED IN A PUNCHED PAPER TAPE FORMAT. QUESTIONS
CONCERNING THE SPECIAL CABLES FOR THE KOI-18 AND THE LC76CF SHOULD
BE DIRECTED TO BOB BERLIN (619) 457-2574.

MODEL INPUT ELEC SYNC POWER DEU
VOLTAGE INTERFACE FRAMING SUPPLY REDUNDANCY
REDUNDANCY
LC76CF 115VAC RS-442 GENERAL 1 POWER 1 CH=SINGLE
SUPPLY CHANNEL
230VAC V35 2 POWER 2 CH = DUAL
SUPPLIES CHANNEL
48VDC RS-232 RED =
REDUNDANT

THE LC76CF WITH ALL POSSIBLE CONFIGURATIONS IS ENDORSED AS MEETING
FS-1027.



7. Testing
CALL VENDOR FOR INFORMATION

8. Alarm and Status Reporting

CALL VENDOR FOR INFORMATION

9. Key Management Features/Key Distribution

CALL VENDOR FOR INFORMATION

10. Key Loader

SEE ITEM NUMBER 6 ABOVE.

11. Equipment Physical Security Features

CALL VENDOR FOR INFORMATION

12. Cost Range

COST FOR THE LC76CF DKD IS EXPECTED TO BE IN THE $6,000-$8,000
RANGE.

13. Availability

CALL VENDOR FOR INFORMATION

14. Leasing Option

CALL VENDOR FOR INFORMATION

15. Equipment Options

CALL VENDOR FOR INFORMATION

16. Misc. Descriptions

CALL VENDOR FOR INFORMATION




Manufacturer Name

HUGHES NETWORK SYSTEMS

Manufacturer Address

10790 ROSELLE STREET
SAN DIEGO, CALIFORNIA 92121

United States Government Endorsement Identification Number

(USGEID)
00000014

Vendor Model Number

LC76

Vendor Point of Contact

MR DAVE LASTRICO (619) 453-7007 EXT 4301

Equipment Characteristics

THE LC76 IS A BULK ENCRYPTION DEVICE WHICH CAN OPERATE AT 1.544
MBPS OR IT CAN BE CONFIGURED TO OPERATE ON DIGITAL DATA STREAMS
FROM 9600 BPS TO 6 MBPS. KEYING MATERIAL REQUIREMENTS AND SPECIAL
CABLE REQUIREMENTS ARE THE SAME AS IN USGEID 00000013 (PAGE 2-32).
THE LC76 CAN OPERATE AT VARIOUS INPUT VOLTAGES - 115VAC, 230VAC,
48VDC; IT CAN OPERATE WITH VARIOUS ELECTRICAL INTERFACES - RS442,
v35, T1; IT CAN BE EQUIPPED WITH ONE OR TWO POWER SUPPLIES, IT CAN
BE SINGLE CHANNEL, DUAL CHANNEL, OR 1:1 REDUNDANT

MODEL INPUT ELEC SYNC POWER DEU
VOLTAGE INTERFACE FRAMING SUPPLY REDUNDANCY
REDUNDANCY
LC-76 115VAC RS5442 DS1 1PS 1DEU
230VAC V35 GEN 2PS 2DEU
48VDC T1 REDUNDANT

THE LC76 WITH ALL POSSIBLE COMBINATIONS ABOVE IS ENDORSED AS
MEETING FS-1027.

Testing
CALL VENDOR FOR INFORMATION



8. Alarm and Status Reporting

CALL VENDOR FOR INFORMATION

9. Key Management Features/Key Distribution

CALL VENDOR FOR INFORMATION

10. Key Loader

KEYING MATERIAL REQUIREMENTS AND SPECIAL CABLE REQUIREMENTS ARE THE
SAME AS IN USGEID 00000013 (PAGE 2-32).

11. Equipment Physical Security Features

CALL VENDOR FOR INFORMATION

12. Cost Range

CALL VENDOR FOR INFORMATION

13. Availability

CALL VENDOR FOR INFORMATION

14. Leasing Option

CALL VENDOR FOR INFORMATION

15. Equipment Options

CALL VENDOR FOR INFORMATION

16. Misc. Descriptions

CALL VENDOR FOR INFORMATION




Manufacturer Name

HUGHES NETWORK SYSTEMS

Manufacturer Address

10790 ROSELLE STREET
SAN DIEGO, CALIFORNIA 92121

United States Government Endorsement Identification Number

(USGEID)
00000013

Vendor Model Number

LC76A-DS1

THE FOLLOWING MODELS ARE ENDORSED AS MEETING FS-1027.
LC76A-48VDC-T1-DS1-1PS-1DEU
LC76A-48VDC-T1-DS1-2PS~2DEU
LC76A-48VDC-T1-DS1-2PS-REDUNDANT
LC76A-115VAC-T1-DS1-1PS-1DEU
LC76A-115VAC-T1-DS1-2PS-2DEU
LC76A~115VAC~-T1-DS1-2PS-REDUNDANT
LC76A-230VAC-T1-DS1-1PS-1DEU
LC76A-230VAC-T1-DS1-2PS-2DEU
LC76A-230VAC-T1-DS1-2PS-REDUNDANT

ALL OF THE ABOVE MODELS ARE ASSIGNED USGEID 00000013.

Vendor Point of Contact

MR DAVE LASTRICO (619) 453-7007 EXT 4301

Equipment Characteristics

THE LC76A-DS1 WHICH MEETS FS-1027 IS A BULK ENCRYPTION DEVICE WITH
A TWINAX CONNECTOR WHICH OPERATES AT 1.544 MBPS IN A BELL DS1 DATA
FORMAT.

FOR GOVERNMENT APPLICATIONS, THE LC76A-DS1 REQUIRES A KOI-18 KEY
FILL DEVICE WITH SPECIAL CABLES TO LOAD THE DES KEY. THE DES KEY
MUST BE ORDERED IN A PUNCHED PAPER TAPE FORMAT.

Testing
CALL VENDOR FOR INFORMATION

Alarm and Status Reporting

CALL VENDOR FOR INFORMATION



9. Key Management Features/Key Distribution

CALL VENDOR FOR INFORMATION

10. Key Loader

SEE ITEM 6 ABOVE: QUESTIONS CONCERNING THE SPECIAL CABLES FOR THE
KOI-18 SHOULD BE DIRECTED TO KEN COHEN (619) 457-2340

11. Equipment Physical Security Features

CALL VENDOR FOR INFORMATION

12. Cost Range

COST FOR THE LC76A-DS1 IS EXPECTED TO BE IN THE $9,000-$10,000
RANGE.

13. Availability

CALL VENDOR FOR INFORMATION

1l4. Leasing Option

CALIL, VENDOR FOR INFORMATION

15. Equipment Options

CALL VENDOR FOR INFORMATION

16. Misc. Descriptions

CALL VENDOR FOR INFORMATION




Manufacturer Name

PARADYNE CORPORATION

Manufacturer Address

8550 ULMERTON ROAD
LARGO, FLORIDA 34641-3893

United States Government Endorsement Identification Number

(USGEID)
00000015

Vendor Model Number

INFOLOCK MODEL 2811-13

Vendor Point of Contact

MR. FRANK DOLAN
PARADYNE CORPORATION
1577 SPRING HILL ROAD
VIENNA, VIRGINIA 22180
(703) 448-0062

Equipment Characteristics

BIT RATE:SYNCHRONOUS - UP TO 64 KBPS (CFB 8)
- UP TO 9.6 KBPS (CFB 1)

ASYNCHRONOUS- 50, 75, 110, 134.5, 150, 300, 600, 1200,
2400, 3600, 4800, 7200, 9600, 19,200 BPS

SIZE: 3.5"H X 8.5"W X 17"L

WEIGHT: 21LBS

POWER: 100, 120, 220, 240 VAC; 47-62 HZ; 40 WATTS

INTERFACE: RS-232C

PROTOCOLS: ALL (OPERATION INDEPENDENT OF LINK PROTOCOL)

7EROIZE: MANUAL FROM FRONT PANEL; AUTOMATIC IF TAMPERING DETECTED;
WITH OR WITHOUT AC POWER _

DIAGNOSTICS: AUTOMATIC INTERNAL CHECKS, CONTINUOUS SELF TESTS,

DIAGNOSTIC TESTS, INDICATORS

Testing

LINK TEST, INTERNAL ALARMS TEST, UNIT FUNCTIONAL TEST, LAMP,
DISPLAY AND ANNUNCIATOR TEST, LOCAL CIPHER TEXT LOOPBACK TEST,
INPUT-OUTPUT COMPARATOR TEST

5]
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10.

11.

12.

13.

14.

15.

16.

Alarm and Status Reporting

EXTERNAL ALARM OUTPUT, REMOTE ALARM REPORTING, ERROR INDICATION

Key Management Features/Key Distribution

KEY INDEXING, DIAL KEY MANAGEMENT

Key Loader

INFOLOCK LOADS KEYS EITHER MANUALLY VIA A FRONT PANEL KEYPAD (FROM
A KEY LIST) OR FROM PAPER TAPE USING A KOI-18. THE KOI-18 IS
CONNECTED VIA A CABLE THAT CAN BE ORDERED FROM PARADYNE.

Equipment Physical Security Features

INFOLOCK MEETS THE PHYSICAL SECURITY REQUIREMENTS. OF FED-STD 1027.
THE INFOLOCK CASE IS STEEL. ACCESS TO THE INTERNAL CHASSIS CAN ONLY
BE OBTAINED BY REMOVING THE FRONT PANEL WHICH IS PROTECTED BY A
STEEL DOOR. THE STEEL DOOR, AS WELL AS ACCESS TO THE KEYPAD
FUNCTIONS, IS PROTECTED BY PICK RESISTANT LOCKS. THE REAR PANEL
HAS AN INTEGRAL U-BOLT FOR SECURING THE ENCRYPTOR AGAINST PHYSICAL
REMOVAL. :

Cost Range

PRICE OF INFOLOCK MODEL 2811-13 IS $1400 (QTY. 1)
QUANTITY DISCOUNTS AVAILABLE

Availability

AVAILABLE FROM STOCK. (ORDER "INFOLOCK MODEL 2811-13")

Leasing Option

AVAILABLE

Equipment Options

NONE

Misc. Descriptions

PRESET CONFIGURATIONS: INSTALLATION IS GREATLY SIMPLIFIED BY

PRESET CONFIGURATICONS. MOST COMMON NETWORK CONFIGURATIONS ARE
INCLUDED (SYNCHRONOUS/ASYNCHRONOUS; DIAL-UP/LEASED LINE;
MASTER/SLAVE; MULTIPOINT/POINT-TO-POINT, ETC.). UNIT CAN BE FULLY
CONFIGURED SIMPLY BY PRESSING THE PRESET KEY FOLLOWED BY THE NUMBER
OF THE DESIRED CONFIGURATION




Manufacturer Name

RACAL-MILGO

Manufacturer Address

1601 NORTH HARRISON PARKWAY
SUNRISE, FLORIDA 33323

United States Government Endorsement Identification Number

(USGEID) i
00000016

Vendor Model Number

DC64-1027, 10-02A00(RS232C), 10-02A01(V.35), 10-02A02(V.1l1).

Vendor Point of Contact

WAYNE E. BRAUNSTEIN, (202) 466-3940

Equipment Characteristics

BIT RATE - UP TO 19.2 KBPS ASYNCHRONOUS
- UP TO 64 KBPS SYNCHRONOUS
SIZE ' - 2.7"H X 8.0"W X 16.2"D
WEIGHT - 8 LBS
POWER - 100-240 VAC, 47-65 HZ, 19 WATTS
INTERFACES - RS232C, V.35, V.11
PROTOCOLS - PROTOCOL TRANSPARENT

ZEROIZE FEATURE
DIAGNOSTICS

MANUAL AND AUTOMATIC
DES S-BOX/CHECKWORD, PARITY CHECK
CIPHER TEXT INHIBIT, LOOP BACK TEST,
ROM/RAM TEST, LINK/KEYS TEST, MEMORY
TEST, CIPHER TEXT MONITOR, UNATTENDED
REMOTE DIAGNOSTICS
PROPAGATION DELAY- 3 BITS PER DEVICE (SYNCHRONOUS)

1.5 BITS PER DEVICE (ASYNCHRONOUS)
RTS/CTS - 56 DATA BITS MAX (SYNCHRONOUS)
50 DATA BITS MAX (ASYNCHRONOUS)

Testing

AUTOMATIC SELF TESTING UPON POWER UP, MANUAL UNATTENDED
REMOTE TESTING



8. Alarm and Status Reporting

LED ALARM INDICATION AND RELAY CONTACT LOCATED ON UNIT.

ALARM REPORTING INCLUDES: INADVERTENT TRANSMISSION OF

PLAIN TEXT, KEY PARITY ERROR, LOSS OF MEMORY DUE TO PHYSICAL
TAMPERING, FAILURE OF INTERNAL ENCRYPTION/DECRYPTION,

PHYSICAL FAILURE OF LOCKS, AND POWER FAILURE (ACTIVATES

RELAY CONTACT ONLY). STATUS OF KEY VARIABLES, MODE OF OPERATION,
ETC. REPORT STATUS AVAILABLE FROM THE CENTRAL SITE ENCRYPTOR.

9. Key Management Features/Key Distribution

A. TWO KEY SYSTEM
DOWNLINE LOADING OF KDs FROM CENTRAL TO REMOTE AS PER
ANSTI X9.17 (MANUAL OR PRE-TIMED)
KEY INDEXING OF KKs (MANUAL OR PRE-TIMED)
KDs AND KKs STORED IN CENTRAL SITE ENCRYPTOR, KKs
ONLY IN REMOTE SITE ENCRYPTORS

B. ONE KEY SYSTEM (FOR DIAL-UP APPLICATIONS)
KEY INDEXING OF KD'S (MANUAL OR PRE-TIMED)

C. KEY ENTRY WITH KEY LOADER-1027, KOI-18, OR GENERAL
PURPOSE TAPE READER (GPTR).
KEY LOADER-1027 REQUIRES PRINTED TAPE, KOI-18 AND GPTR REQUIRES
PUNCHED PAPER TAPE

10. Key Loader

THE KEY LOADER-1027 (USGEID NUMBER 00000016) IS AVAILABLE
FOR KEY VARIABLE ENTRY USING PRINTED PAPER TAPE.

11. Equipment Physical Security Features

MEETS PHYSICAL SECURITY REQUIREMENTS OF FED STD 1027.
TWO PICK RESISTANT LOCKS

WRAPAROUND (PROBE-PROOF) METAL ENCLOSURE

AUTOMATIC ERASURE OF KEY VARIABLES UPON FORCED ENTRY OR
MANUAL ZEROIZATION

AUDIBLE ALARM REPORTING CAPABILITY

SECURE DESK TOP MOUNTING ASSEMBLY

12. Cost Range

COMMERICAL PRICING STARTING AT $1,900.00, GSA PRICING
AVATILABLE




13.

14.

15.

16.

Availability

1 TO 2 WEEKS AFTER RECEIPT OF ORDER

Leasing Option

12, 24, 36, 60 MONTH LEASES AVAILABLE

Equipment Options

KEY LOADER-1027, SECURE DESK-TOP MOUNT, ADAPTOR CABLE FOR
KOI-18, GPTR, RACK-MOUNTING KIT

Misc. Descriptions

THE RACAL-MILGO DATACRYPTOR 64-1027 IS A LINK ENCRYPTION

DEVICE THAT CAN OPERATE UP TO 64 KBPS SYNCHRONOUS AND UP TO 19.2
KBPS ASYNCHRONOUS IN POINT-TO-POINT AND MULTIPOINT ENVIRONMENTS.
THE DC64-1027 ENCRYPTS DATA IN SINGLE-BIT CIPHER FEEDBACK MODE UP
TO 64 KBPS FOR PROTOCOL TRANSPARENT OPERATION AND AUTOMATIC
RESYNCHRONIZATION.

THE DC64-1027 OFFERS AN NSA APPROVED METHOD OF KEY MANAGEMENT USING
A TWO KEY SYSTEM OF KEY ENCRYPTING KEYS (KKs) AND DATA ENCRYPTING
KEYS (KDs). THIS METHOD USES DOWNLINE LOADING OF (KDs) TO
ELECTRONICALLY SEND KDs FROM CENTRAL TO REMOTE SITE UNITS IN
ACCORDANCE WITH THE PROTOCOLS SPECIFIED IN ANSI X9.17 KEY
MANAGEMENT STANDARD. KEY INDEXING IS USED TO INDEX (ADVANCE) THE
KKs IN THE UNIT'S KK LIST. THE CENTRAL SITE DC64-1027 CAN ACCEPT
BOTH KDs AND KKs WHILE THE REMOTE UNIT ONLY REQUIRES THE KKs. KEY
INDEXING AND DOWNLINE LOADING CAN BE PERFORMED MANUALLY BY THE
OPERATOR OR PROGRAMMED FOR AUTOMATIC (TIMED) OPERATION.

FOR DIAL-UP APPLICATIONS, A ONE KEY SYSTEM CAN BE USED. ALL UNITS
CAN BE LOADED WITH KDs AND CONFIGURED AS CENTRAL SITE UNITS. KEY
INDEXING CAN BE USED TO INDEX (ADVANCE) THE KD LIST AT EACH SITE ON
AN AUTOMATIC (TIMED) BASIS.

KEY VARIABLES MAY BE ENTERED INTO THE DC64-1027 VIA A KOI-18

OR GENERAL PURPOSE TAPE READER USING PUNCHED PAPER TAPE. KEY
VARIABLES MAY ALSO BE ENTERED VIA HAND-HELD KEY LOADER-1027 USING
PRINTED PAPER TAPE. TO ENTER KEYS VIA KOI-18 OR GENERAL PURPOSE
TAPE READER REQUIRES A SPECIAL CABLE (SUPPLIED BY RACAL-MILGO) AND
PUNCHED DES KEY TAPE.

COST FOR THE DC64-1027 STARTS AT $1,900.00. GSA PRICING IS
AVAILABLE. THE RACAL-MILGO DATACRYPTOR II MODEL 1027 AND THE
DATACRYPTOR 64-1027 ARE ASSIGNED USGEID 00000016.
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1. Manufacturer Name

RACAL-MILGO

2. Manufacturer Address

1601 NORTH HARRISON PARKWAY
SUNRISE, FLORIDA 33323

3. United States Government Endorsement Identification Number

(USGEID)

00000041

4. Vendor Model Number

RACAL-MILGO DATACRYPTOR 1027 KEY MANAGEMENT CENTER

10-02A30 (DC64-1027C, RS232C link encryptor)
10-02A31 (DC64-1027C, V.35 link encryptor)

10-02A32 (DC64-1027C, V.11 link encryptor)

10-02A50 (DC64-1027KC encryptor)

10-02A70 (Software Package, non X.25 version)
10-02A71 (Software Package, X.25 version)

10-02A100 (PC and related hardware, non X.25 version)
10-02A101 (PC and related hardware, X.25 version)

5. Vendor Point of Contact

WAYNE E. BRAUNSTEIN, (202) 466-3940

6. Egquipment Characteristics

DC64-1027C and DC64-1027KC

Bit Rate - Up to 19.2Kbps Asynchronous (DC64-1027C only)
Up to 64Kbps Synchronous (DC64-1027C only)
9.6Kbps Async (DC64-1027KC only)

Size - 2.7"H X 8.0"W X 16.2"D

Weight - 8 lbs.

Power - 100-240VAC, 47-65HZ, 19 Watts

Interfaces - RS232C, V.35 (DC64-1027C only), V.11 (DCé64-
1027 only)

Protocols - Protocol Transparent

Zeroize Feature - Manual and Automatic

Diagnostics - DES S-box/checkword, parity check, cipher

text inhibit, loopback test, ROM/RAM test,

link/keys test, memory test, cipher text

monitor, and unattended remote diagnostics.
Encryption Mode - Link Encryption, Cipher Feedback up

to 64Kbps (DC64-1027C only)




10.

Key Center PC

Centralized Network and Key Management Facility for Point to Point,
Multidrop, and Dial-Up Crypto Networks.
Sophisticated Database

High Speed, 20 MHZ Performance

Multi-tasking Transaction Processing

Audit Trail

Menu-driven User Interface

2Mb Memory and 60Mb Hard Disk

Color Display Monitor

500 Watts Standby Power System

Hard Copy Event Logging, Report Generation, and
Label Printing via external printers.

X.25 Network Adapter Card (X.25 networks only)

Testing

The Datacryptor 1027 Key Management Center allows all testing
functions to be performed from a single location. These functions
include Key Verification, Operating Mode Verification, and
Diagnostics Testing.

Alarm and Status Reporting

All cryptographic alarms, error messages, key changes, operating
mode changes, diagnostics testing results, and other significant
events are reported to the Datacryptor 1027 Key Management Center.
These events are automatically logged into the Key Center's
database and externally printed for hard copy retrieval. An
optional backup Key Center can maintain a duplicate database and
record all events reported from the primary Key Center for disaster
recovery purposes.

Key Management Features/Key Distribution

The Datacryptor 1027 Key Management Center offers centralized key
management/distribution for the entire crypto network. Key
management includes ANSI X9.17 Key Distribution plus an extension
of ANSI X9.17 referred to as Racal-Milgo Key Transfer. Key
distribution techniques such as key indexing and downline loading
can be initiated manually by the Key Center operator or programmed
for automatic, pre-timed operation. Key verifications, key
changes, key translations, and key zeroization functions can all be
performed from one central location.

Key Loader

All keying material is supplied by NSA in paper tape and floppy
disk form. Floppy disks contain encrypted Data Encrypting Keys
(KDs) and "first layer" Key Encrypting Keys (KKs) which are
encrypted under Facility Keys (KCs). Paper tapes contain
unencrypted KKCs ("second layer" Key Encrypting Keys) and KCs. The
KDs and KKs are distributed electronically from the Key Center
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11.

12.

13.

14.

15.

while KKCs are distributed manually via KOI-18, General Purpose
Tape Reader, or Key Loader-1027. The KCs are loaded from paper
tape into the DC64-1027KC unit which is attached to the Key
Center's PC.

Contact vendor for key storage capabilities of the Key Management
Center system components.

Equipment Physical Security Features

DC64-1027C and DC64-1027KC

Two pick resistant locks

Wraparound (probe-proof) metal enclosure

Automatic zeroization (erasure) of key variables upon forced
entry and manual zeroization by the operator.

Audible alarm reporting capability

Secure desk top mounting assembly (optional)

Key Center PC

Two Level User Authorization

User Name and Password Protection

Lockout on Maximum Failed Logon Attempts (user defined)
Physical Lock Access Control

Optional Secure Mounting (Anchor Pad)

Cost Range

Contact Vendor

Availability (after receipt of equipment order)

Contact Vendor

Leasing Option

Contact Vendor

Equipment Options

Backup Key Center

40 Mb Backup Tape Drive for Key Center PC

Anchor Pad Computer Security System for Key Center PC

Desk Top Mounting Assembly for DC64-1027KC or C encryptors

Rack Mount Assembly for DC64-1027/c encryptors

Interface Cable for KOI-18 or General Purpose Tape Reader

Key Loader-1027 for external key variable entry from printed tape




16. Misc. Descriptions

The Racal-Milgo Datacryptor 1027 Key Management Center provides
Network and Key Management for an entire network of Datacryptor
encryption devices. Key Center hardware components consist of a
customized Personal Computer, two Printers, and a Datacryptor 64-
1027KC. The PC stores all information pertaining to the crypto
network such as key variables, unit addresses, unit serial numbers,
alarm and error messages, and other significant information. The
printers provide continuous event logging, hard copy report
generation, and label printing. The DC64-1027KC performs all the
cryptographic functions for the Key Center and is a peripheral
device to the PC.

Datacryptor 64-1027C's are used for encryption/decryption of user
data on a link by link basis. A central site DC64-1027C
communicates with the Key Center to perform downline loading and
key indexing functions through commands from the Key Center. A
typical cryptographic service message flow is Key Center to central
site DC64-1027C to remote site DC64-1027C.



1. Manufacturer Name

TECHNICAL COMMUNICATIONS CORPORATION

2. Manufacturer Address

100 DOMINO DRIVE
CONCORD, MA 01742
(617) 862-6035

3. United States Government Endorsement Identification Number

(USGEID)
00000027

4. Vendor Model Number

CIPHER X 5000-1027-X.25

5. Vendor Point of Contact

JOHN GILL (617) 862-6035

6. Equipment Characteristics

THE TCC CIPHER X 5000-1027 X.25 PROVIDES END-TO-END ENCRYPTION
THROUGH AN X.25 PUBLIC OR PRIVATE DATA NETWORK. THE CIPHER X 5000-
1027 X.25 PROVIDES SECURITY IN A NETWORK-TRANSPARENT MANNER BY
ENCRYPTING ONLY THE USER DATA PORTION OF EACH PACKET AND ALLOWING
THE REMAINING CONTROL FIELDS TO PASS IN THE CLEAR. THE CIPHER X
5000-1027 X.25 CAN OPERATE AT LINE SPEEDS UP TO 9600 BPS AND IS
ABLE TO SUPPORT UP TO 127 SIMULTANEOUS SWITCHED VIRTUAL CIRCUITS.
INDIVIDUAL CIRCUITS CAN BE ASSIGNED PLAIN OR CIPHER MODE BASED ON
NETWORK ADDRESS. THE STANDARD INTERFACE IS RS-232C.

7. Testing

THE CIPHER X 5000 X.25 RUNS THE FOLLOWING TESTS AUTOMATICALLY ON
POWER UP: S-BOX, CHECKWORD, KEY PARITY CHECK, CIPHER TEXT INHIBIT,
CONTROL FIELD RECOGNITION, KEYFAIL, ROM/RAM, AND LAMP. EACH TEST
CAN ALSO BE INITIATED MANUALLY.

8. Alarm and Status Reporting

A FAILURE ON THESE TESTS, OR A KEY MANAGEMENT OR OPERATION ERROR,
WILL PRODUCE A VISIBLE ALARM INDICATION AND INHIBIT USE UNTIL THE
ALARM IS CLEARED WITH A PICK RESISTANT KEYLOCK.




10.

11.

12.

13.

14.

15.

l6.

Key Management Features/Key Distribution

THE CIPHER X 5000-1027 X.25 SUPPORTS AN EXPANDED KEY DATABASE.
THESE KEYS CAN BE CHANGED THROUGH THE FRONT PANEL SELECTION OF A
KEY INDEX. FOR THE CIPHER X 5000-1027 X.25, NSA HAS APPROVED THE
MANUAL AND AUTOMATIC KEY INDEXING METHOD WHERE THE KEY INDEX IS
SENT TO THE REMOTE CIPHER X 5000 X.25 AS PART OF AN ENCRYPTION
HEADER. THE HEADER IS MAC'ED PER ANSI X9.9 TO ASSURE ITS
INTEGRITY. BATTERY BACKUP RETAINS KEYS WITHOUT AC POWER FOR UP TO
THREE YEARS.

Key Loader

KEYING VARIABLES ARE LOADED VIA A KOI-18 OR OTHER APPROVED DES KEY
LOADER. THE KOI-18 TO CIPHER X 5000-1027 X.25 INTERFACE CABLE MAY
BE ORDERED FROM TCC.

Equipment Physical Security Features

THE CIPHER X 5000 X.25 FEATURES A STEEL ENCLOSURE WITH NO VENT
HOLES AND DUAL PICK RESISTANT LOCKS. THE ENCLOSURE HAS A SECURE
ANTI-THEFT MOUNTING. CONTACT THE VENDOR FOR FURTHER INFORMATION.

Cost Range

THE GSA SCHEDULE PRICE FOR THE CIPHER X 5000-1027 X.25 LINK
ENCRYPTOR IS $2,995 UNDER GSA CONTRACT GSOOK86AGS0508.

Availability

THE CIPHER X 5000 X.25 IS AVAILABLE FROM STOCK.

Leasing Option

ARRANGEMENTS MADE ON A CASE-BY-CASE BASIS.

Equipment Options

THE CIPHER X 5000 X.25 USES AN EXTERNAL POWER SUPPLY AVAILABLE AT
120 OR 240 VOLTS, 50-60 HZ. A RACK MOUNT KIT FOR A 19" RACK IS
AVATLABLE AS AN OPTION. '

Misc. Descriptions

POWER CONSUMPTION IS 15 WATTS INCLUDING THE EXTERNAL POWER SUPPLY.
OPERATING TEMPERATURE RANGE IS 0 TO +50 DEGREES C.



Manufacturer Name

TECHNICAL COMMUNICATIONS CORPORATION

Manufacturer Address

100 DOMINO DRIVE
CONCORD, MA 01742
(617) 862-6035

United States Government Endorsement Identification Number

(USGEID)
00000023

Vendor Model Number

CIPHER X 5000-1027

Vendor Point of Contact

JOHN GILL (617) 862-6035

Equipment Characteristics

THE TCC CIPHER X 5000-1027 IS A LINK ENCRYPTION DEVICE THAT IS
PROTOCOL TRANSPARENT AND CAN OPERATE IN A POINT-TO-POINT OR
MULTIPOINT ENVIRONMENT. THE CIPHER X 5000-1027 CAN OPERATE IN A
SYNCHRONOUS OR ASYNCHRONOUS MODE, HALF OR FULL DUPLEX, UP TO 9600
BPS. THE STANDARD INTERFACE IS RS-232C.

Testing

THE CIPHER X 5000-1027 RUNS THE FOLLOWING TESTS AUTOMATICALLY ON
POWERUP: S-BOX, CHECKWORD, KEY PARITY CHECK, CIPHER TEXT INHIBIT,
CONTROL FIELD RECOGNITION, KEYFAIL, ROM/RAM, AND LAMP. EACH TEST
CAN ALSO BE INITIATED MANUALLY.

Alarm and Status Reporting

A FAILURE ON THESE TEST, OR A KEY MANAGEMENT OR OPERATION ERROR,
WILL PRODUCE A VISIBLE ALARM INDICATION AND INHIBIT USE OF THE
EQUIPMENT UNTIL THE ALARM IS CLEARED WITH A PICK RESISTANT KEYLOCK.




10.

11.

12.

13.

14.

15.

le.

Key Management Features/Key Distribution

THE CIPHER X 5000-1027 SUPPORTS AN EXPANDED KEY DATABASE. THESE
KEYS CAN BE CHANGED THROUGH THE FRONT PANEL SELECTION OF A KEY
INDEX. FOR THE CIPHER X 5000-1027, NSA HAS APPROVED THE MANUAL AND
AUTOMATIC KEY INDEXING METHOD WHERE THE KEY INDEX IS SENT TO THE
REMOTE CIPHER X 5000-1027 AS PART OF AN ENCRYPTION HEADER. THE
HEADER IS MAC'ED PER ANSI X9.9 TO ASSURE ITS INTEGRITY. BATTERY
BACKUP RETAINS KEYS WITHOUT AC POWER FOR UP TO THREE YEARS.

Key Loader

KEY VARIABLES ARE LOADED VIA A KOI-18 OR OTHER APPROVED DES KEY
LOADER. THE KOI-18-TO-CIPHER X 5000-1027 INTERFACE CABLE MAY BE
ORDERED FROM TCC.

Equipment Physical Security Features

THE CIPHER X 5000-1027 FEATURES A STEEL ENCLOSURE WITH NO VENT
HOLES AND DUAL PICK RESISTANT LOCKS. THE ENCLOSURE HAS A SECURE
ANTI-TAMPER MOUNTING. CONTACT THE VENDOR FOR FURTHER INFORMATION.

Cost Range

THE GSA SCHEDULE PRICE FOR THE CIPHER X 5000-1027 LINK ENCRYPTOR IS
$2,195 UNDER GSA CONTRACT GSO0K86AGS0508.

Availability

THE CIPHER X 5000-1027 IS AVAILABLE FROM STOCK.

Leasing Option

ARRANGEMENTS MADE ON A CASE~BY-CASE BASIS.

Equipment Options

THE CIPHER X 5000-1027 USES AN EXTERNAL POWER SUPPLY AVAILABLE AT
120 OR 240 VOLTS, 50-60 HZ. A RACK MOUNT KIT FOR A 19" RACK IS
AVAILABLE AS AN OPTION. =

Misc. Descriptions

POWER CONSUMPTION IS 15 WATTS INCLUDING THE EXTERNAL POWER SUPPLY.
OPERATING TEMPERATURE RANGE IS 0 TO +50 DEGREES C.



1. Manufacturer Name

TECHNICAL COMMUNICATIONS CORPORATION

2. Manufacturer Address

100 DOMINO DRIVE
CONCORD, MA 01742
(617) 862-6035

3. United States Government Endorsement Identification Number

(USGEID)

00000023

4. Vendor Model Number

SYNC 64 CIPHER X 5000-1027

5. Vendor Point of Contact

JOHN GILL (617) 862-6035

6. Equipment Characteristics

THE TCC SYNC 64 CIPHER X 5000-1027 IS A SYNCHRONOUS LINK ENCRYPTION
DEVICE THAT IS PROTOCOL TRANSPARENT AND CAN OPERATE IN A POINT-TO-
POINT OR A MULTIPOINT ENVIRONMENT, HALF OR FULL DUPLEX, AT DATA
RATES UP TO 64 KBPS. THE STANDARD INTERFACE IS RS-232C. CONTACT
THE MANUFACTURER FOR OTHER INTERFACE OPTIONS.

7. Testing

THE SYNC 64 CIPHER X 5000-1027 RUNS THE FOLLOWING TESTS
AUTOMATICALLY ON POWER UP: S-BOX, CHECKWORD, KEY PARITY CHECK,
CIPHER TEXT INHIBIT, CONTROL FIELD RECOGNITION, KEYFAIL, ROM/RAM,
AND LAMP. THESE TESTS CAN ALSO BE INITIATED MANUALLY.

8. Alarm and Status Reporting

A FAILURE ON THESE TESTS, OR A KEY MANAGEMENT OR OPERATION ERROR,
WILL PRODUCE A VISIBLE ALARM INDICATION AND INHIBIT EQUIPMENT USE
UNTIL THE ALARM IS CLEARED WITH A PICK RESISTANT KEYLOCK.




10.

11.

12.

13.

14.

15.

l6.

Key Management Features/Key Distribution

THE SYNC 64 CIPHER X 5000-1027 SUPPORTS SEVERAL KEY MANAGEMENT
OPTIONS. THE KEYS CAN BE CHANGED THROUGH THE FRONT PANEL SELECTION
OF A KEY INDEX. DOWNLINE KEY INDEXING OR DOWNLINE KEY LOADING IS
ALSO AVAILABLE FOR THIS OPERATION. A KEY INDEX OR AN ENCRYPTED
DATA KEY IS SENT VIA THE NETWORK TO THE REMOTE SYNC 64 CIPHER X
5000-1027 AS PART OF A CRYPTOGRAPHIC SERVICE MESSAGE. THE MESSAGE
IS MAC'ED PER ANSI X9.9 TO ASSURE ITS INTEGRITY. BATTERY BACKUP
RETAINS KEYS WITHOUT AC POWER FOR UP TO THREE YEARS.

Key Loader

KEY VARIABLES ARE LOADED VIA KOI-18 OR OTHER APPROVED DES KEY
LOADER. THE KOI-18-TO-SYNC 64 CIPHER X 5000-1027 INTERFACE CABLE
MAY BE ORDERED FROM TCC.

Equipment Physical Security Features

THE SYNC 64 CIPHER X 5000-1027 FEATURES A STEEL ENCLOSURE WITH NO
VENT HOLES AND DUAL PICK RESISTANT LOCKS. THE ENCLOSURE HAS A
SECURE ANTI-THEFT MOUNTING. CONTACT THE VENDOR FOR FURTHER
INFORMATION.

Cost Range

CONTACT MANUFACTURER FOR INFORMATION

Availability

CONTACT MANUFACTURER FOR INFORMATION

Leasing Option

ARRANGEMENTS MADE ON A CASE-BY-CASE BASIS.

Equipment Options

THE SYNC 64 CIPHER X 5000-1027 USES AN EXTERNAL POWER SUPPLY
AVAILABLE AT 120 OR 240 VOLTS, 50-60 HZ. A RACK MOUNT KIT FOR A
19" RACK IS AVAILABLE AS AN OPTION.

Misc. Descriptions

POWER CONSUMPTION IS 15 WATTS INCLUDING THE EXTERNAL POWER SUPPLY.
OPERATING TEMPERATURE RANGE IS 0 TO +50 DEGREES C.




Manufacturer Name

TECHNICAL COMMUNICATION CORPORATION

Manufacturer Address

100 DOMINO DRIVE
CONCORD, MA 01742
(617) 862-6035

United States Government Endorsement Identification Number

(USGEID)
00000040

Vendor Model Number

CSD 3324A-1027

Vendor Point of Contact

JOHN GILL (617) 862-6035

Equipment Characteristics

THE TCC CSD 3324A-1027 IS A DIGITAL VOICE AND DATA ENCRYPTION
DEVICE WHICH ENSURES THE PRIVACY OF INFORMATION TRANSMITTED OVER A
STANDARD FULL-DUPLEX VOICE-GRADE COMMUNICATIONS CHANNEL. THE UNIT
IS A COMPLETE SYSTEM COMBINING A FULL-DUPLEX LPC VOICE DIGITIZER,
CIPHER UNIT, CONTROL CIRCUITS AND MODEM IN A SINGLE COMPLETE
PACKAGE. THE STANDARD CONFIGURATION FOR TELEPHONE USE INCLUDES THE
TCC SECURE PHONE FOR DIRECT CONNECTION TO THE PSTN. THE CSD 3324A
MAY ALSO BE INTERFACED TO SATELLITE CHANNELS OR MOBILE TELEPHONE.
THE STANDARD DATA INTERFACE SUPPORTS RS-232C FOR TERMINAL, FAX, OR
TELETYPEWRITER COMMUNICATIONS.

Testing

THE TCC CSD 3324A RUNS THE FOLLOWING TESTS AUTOMATICALLY ON POWER
UP: S-BOX, CHECKWORD, KEY PARITY CHECK, CIPHER TEXT INHIBIT,
CONTROL FIELD RECOGNITION, KEYFAIL, ROM/RAM, AND LAMP. THESE TESTS
CAN ALSO BE INITIATED MANUALLY. IN ADDITION, A SELF-LOOPBACK TEST
MAY BE MANUALLY INITIATED.

Alarm and Status Reporting

A FAILURE ON THESE TESTS, OR A KEY MANAGEMENT OR OPERATION ERROR,
WILL PRODUCE A VISABLE ALARM INDICATION AND INHIBIT USE OF THE
EQUIPMENT UNTIL THE ALARM IS CLEARED.




10.

11.

12.

13.

14.

15.

ls6.

Key Management Features/Key Distribution

THE CSD 3324A UTILIZES A KEY DATABASE. THESE KEYS CAN BE CHANGED
THROUGH THE FRONT PANEL SELECTION OF A KEY INDEX. DURING THE "GO
SECURE" HANDSHAKE PROCEDURE, THE KEY INDEX IS SENT TO THE REMOTE
CSD 3324A AS PART OF AN ENCRYPTION HEADER. THE HEADER IS MAC'ED
PER ANSI X9.9 TO ASSURE ITS INTEGRITY. BATTERY BACKUP RETAINS KEYS
WITHOUT AC POWER FOR UP TO THREE YEARS.

Key Loader

KEY VARIABLES FOR THE FS-1027 VERSION ARE LOADED VIA A KOI-18 OR
OTHER APPROVED DES KEY LOADER. THE KOI-18-TO-CSD 3324A INTERFACE
CABLE MAY BE ORDERED FROM TCC.

Equipment Physical Security Features

THE CSD 3324A MEETS FED STD 1027 PHYSICAL SECURITY REQUIREMENTS.
IT FEATURES A STEEL ENCLOSURE WITH NO VENT HOLES AND DUAL PICK
RESISTANT LOCKS. THE ENCLOSURE HAS A SECURE ANTI-THEFT MOUNTING.
CONTACT THE VENDOR FOR FURTHER INFORMATION.

Cost Range

THE GSA SCHEDULE FOR THE CSD 3324A-1027 NARROWBAND DIGITAL VOICE OR
DATA ENCRYPTOR IS $11,930 UNDER GSA CONTRACT GSOOK86AGS0508.

Availability

THE CSD 3324A IS AVAILABLE FROM STOCK.

Leasing Option

ARRANGEMENTS MADE ON A CASE-BY-CASE BASIS.

Equipment Options

THE CSD 3324A USES AN EXTERNAL POWER SUPPLY WHICH OPERATES FROM
90-260 VAC, 50-60 HZ. OPTIONALLY, A DC POWER SUPPLY MAY BE ORDERED
AT 12, 24, OR 48 VDC. A RACK MOUNT KIT FOR A 19" RACK IS ALSO
AVATILABLE AS AN OPTION.

Misc. Descriptions

POWER CONSUMPTION IS LESS THAN 20 WATTS INCLUDING THE EXTERNAL
POWER SUPPLY. OPERATING TEMPERATURE RANGE IS 0 TO +50 DEGREES C.



DES Voice Equipment
Endorsed by the NSA as Meeting Federal Standard 1027

1. The Motorola DES Key Variable Loader (KVL), T3020-X, does not
support the new Motorola DES-XL Module and is no longer in

production.

The new replacement DES KVL, T3011, will support both

the old DES Modules and DES~XL Modules. Contact Motorola for

pricing information on the new DES-XL KVL Model T301l.

The new Motorola DES-XL KVL, T3011,

and the old Motorola

DES Key Loader, T3020-X are identified as United States Government
Endorsement Identification Number (USGEID) 00000001*.

2. Motorola DES Handheld Radios (MX-300 series with individual
channel elements).

H23AXU1120 N
H23AXU1160 N
H23AXU3120 N
H23AXU3140_N
H23AXU3160 N

H24AXU1120-N
H24AXU1140 N
H24AXU1160 N
H24AXU1180 N
H24AXU3120 N
H24AXU3140 N
H24AXU3160 N
H24AXU3180 N

H33AXU1120 N
H33AXU1160 N
H33AXU3120 N
H33AXU3140 N
H33AXU3160 N

H34AXU1120 N
H34AXU1140 N
H34AXU1160 N
H34AXU1190 N
H34AXU3120 N
H34AXU3140 N
H34AXU3160 N
H34AXU3180 N

H43AXU1120 N

H43AXU3120 N
H43AXU3140 N

H44AXU1120 N
H44AXU1140 N
H44AXU1160 N
H44AXU1180 N
H44AXU3120 N
H44AXU3140 N
H44AXU3160 N
H44AXU3180 N

This item has

has been discontin-
ued by Motorola
effective

1 January 1984.

The handheld radios must have been purchased with the H388 Option.

The DES Module, ordered under the H388 Option,
Motorola proprietary DVP Module.
the new Motorola DES-XL Module.

replaces the

This product will not support

The Motorola MX-300 DES Handheld Radios are Identified as
USGEID 00000002.

* Every DES equipment that NSA endorses is identified by the

term "USGEID" and an eight digit code.

This equipment designator

shall be permanently affixed to the equipment by the manufacturer
and be readily visible to the purchaser at the time of purchase.




Motorola DES Mobile Radios

T43TXA1200 K
T43TXA1D0O0 K
T43TXA1J00 K
T43TXA3200 K
T43TXA3D00 K
T43TXA3J00 K

T34TXA1200 K
T34TXA1D00 K
T34TXA1J00 K
T34TXA3200 K
T34TXA3D00 K
T34TXA3J00 K

T83TXA1200 K
T83TXA1DO0 K
T83TXA1J00 K
T83TXA3200 K
T83TXA3D00_K
T83TXA3J00 K

T44TXA1200 K
T44TXA1D00 K
T44TXA1J00 K
T44TXA3200 K
T44TXA3D00 K
T44TXA3J00 K

T74TXA1200 K
T74TXA1D00 K
T74TXA1J00 K
T74TXA3200 K
T74TXA3D00 K
T74TXA3J00 K

This item has

been discontin -
ued by Motorola

effective

31 March 1986.

Motorola DES Mobile Radios must have been purchased with the W388
Option and the W391 Security Option. This product will not support
the new Motorola DES-XL Module.

The Motorola DES Mobile Radios are identified as USGEID 00000003.

4. Motorola DES Base Stations/Fixed Repeaters
C53RXB1106 T C73RXB1106 T C53RXB3106 T  C73RXB3106 T
C53RXB1126 C73R¥B1126 C53RXB3126 C73RXB3126
C53RXB1196 C73RXB1196 C53RXB3196 C73RXB3196
C34RXB1106_T C64RXB1106 T C34RXB3106_T C64RXB3106 T
C34RXB1126 C64RXB1126 C34RXB3126 C64RXB3126
C34RXB1196 C64RXB1196 C34RXB3196 C64RXB3196

B84RXB1106_SP
B84RXB1106_ TSP
B84RXB3106 SP
B84RXB3106 TSP

B93RXB1106_TSP
B93RXB11265P
B93RXB1196SP

B93RXB3106 TSP
B93RXB3126SP
B93RXB3196SP

The Motorola DES Base Stations must be purchased with the Option (388
(old DES Module), or Option C795 (DES-XL Module), C557 Security Option,
and the TLN2477 Cabinet Security Kit, the TLN2478 Cabinet Security Kit or
the TRN5669 Cabinet Security Kit.

The DES Module, ordered under the C388 Option is provided at no extra
charge, contact Motorola for pricing information on the DES-XL Option
C795. The C557 Security Option costs $9.42. The TLN2477 Cabinet Security
Kit costs $216.75. The TLN2478 Cabinet Security Kit costs $216.75. The
TRN5669 Cabinet Security Kit costs $59.50.

The Motorola DES Base Statjons/Fixed Repeaters range in cost from
$7,000.00 for the C53RXB1106 T to $8,500.00 for the C64RXB3196 T.
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Motorola has modified versions of standard 100 watt DES MICOR Base and
repeater stations, which provide for the Interconnection of base stations
or repeaters to the Telephone Network using the Microprocessor Radio-
Telephone Interface (MRTI) Telephone Patch. The SP75, SP76, and SP77
Stations are Encode/Decode type containing all the standard control
functions plus the MRTI.

The stations types are as follows:
- SP75 Encode/Decode Repeater with Wireline Control
- SP76 Encode/Decode Repeater with Monitor Receiver
- SP77 Encode/Decode Base Station

The Motorola DES Base Station/Fixed Repeater is identified
as USGEID 00000004.

5. Motorola Synthesized DES Handheld Radios (MX-300-S,
PX-300-S)

MX-300-S

H23SXU1140 N/H99SX + 001lH H24SXU1140 N/H99SX + 010H
H23SXU3140 N/H99SX + 002H H24SXU3140 N/H99SX + 011H

H33SXU1140 N/H99SX + 004H H34SXU1140 N/H99SX + 013H
H33SXU3140 N/H99SX + 005H H34SXU3140 N/H99SX + 014H

H43SXU1140 N/H99SX + 007H H44SXU1140 N/H99SX + 0l6H
H43SXU3140 N/H99SX + 008H H44SXU3140 N/H99SX + 017H

PX-300-~S

P1334 X P1336_X P1599
P1335 X P1337X

P1338_X P1340 X

P1339 X P1341°X

P1346 X P1348 X

P1347 X P1349 X

P1351 X P1353°X

P1352” X P1354 X

P1560AX P1350AX

The Motorola Synthesized DES Handheld radios must be purchased with Option
H388 (old DES Module) or with Option H795 (DES-XL Module). The DES
Module, ordered under the H388 Option costs $425.00 (UHF and VHF) at time
of ordering the radio. For pricing information on Option H795, DES-XL,
contact Motorola.

The Motorola Synthesized DES Handheld radios range in cost from $2,750.00
for the H23SXU1140 N/H99SX + 001H to $3,250.00 for the ‘
H44SXU3140 N/H99SX + 017H.
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The MX-300-R is the exact same radio as the MX-300-S except that it has a
housing that meets Mil-Spec-810C. The cost of this Mil-Spec-810C housing
is $206.00. Request Option "H499" if the ruggedized housing is desired.

The Motorola Portable DES Base Station, P1350AX is a two-way FM radio that
incorporates the radio chassis components of two MX- 300-S portable radios
(one for transmit, the other for receive) interfaced to a control panel in
a self-contained unit housed in an aluminum suitcase. The station
utilizes a power amplifier that is capable of providing up to 30 watts of
power for long range communications, or can draw as low as one watt to
conserve power and transmit over shorter distances.

The Motorola Portable DES Receiver Station, P1599, is similar to the
Motorola Portable DES Base Station except that there is no transmit
capability, only receive.

For pricing information on the Motorola Portable DES Receiver Station and
Portable DES Base Station, contact Motorola.

The PX-300-S ranges in cost from $3,212.00 for the P1334 X to
$3,749.00 for the P1354 X. There is no additional charge for DES.

The Motorola DES MX-300-S, MX-300-R, PX-300-S, P1350AX, and P1599 are
identified as USGEID 00000005.

6. Motorola DES SYNTOR-X Mobile Radio
VHF DES SYNTOR-X Radio

T43VXJ7204_K/T99VX + 004W T73VXJI7204_K/TI99VX + 007W
T43VXJ7DO4 K/T99VX + 005W T73VXJ7D04_K/T99VX + 008W
T43VXJ7J04 K/T99VX + 006W T73VXJ7J04_K/T99VX + 009W

UHF DES SYNTOR-X Radio

T74VXJ7204_K/T99VX + 016W
T74VXJ7D04_K/T99VX + O017W
T74VXJ7J04_K/T99VX + 018W

T64VXJ7204 K/T99VX + OL3W
T64VXJITD04 K/T99VX + 014W
T64VXJ7J04 K/T99VX + 015W

T34VXJ7204_K/T99VX + 010W
T34VXJ7D04 K/T99VX + 011W
T34VXJ7J04 K/T99VX + 012W

Low Band DES SYNTOR-X
T71VXJ7204 K/T99VX + 001W

T71VXJ7D04 K/T99VX + 002W.
T71VXJ7J04 K/T99VX + 003W




DES SYNTOR-X 9000

Low Band
T71KXJ704AK/T99KX + 035W
VHF

T43KXJ7J04AK/T99KX + 036W
T73KXJ7J04AK/T99KX + 037W

UHF

T34KXJ7J04AK/T99KX + 038W
T64KXJ7J04AK/TI9KX + 039W
T74KXJ7J04AK/TI9KX + 040W

DES SYNTOR-X 9000E Trunked

T45FXJ7J04AK/T99FX + 051W 800 MHz Trunked high power
T35FXJ7J04AK/T99FX + 052W 800 MHz Trunked low power

DES SYNTOR-X 9000E UHF
T74FXJ7J04BK/T99FX + 050W

The Motorola Low Band DES SYNTOR-X Mobile Radio operates in the 33-50 Mhz
low band range. Prices range from $2,840.00 for the
T71VXJ7204_K/T99VX + 001W to $2,951.00 for the T71VXJ7J04 K/T99VX + O003W.

Motorola DES SYNTOR-X Mobile Radios must be purchased with Option W388
(old DES Module) or Option W795 (DES-XL), and the W391 Security Option.
The DES Module, ordered under the W388 Option, costs $425.00, at time of
ordering the radio. Contact Motorola for pricing information on Option
W795 DES-XL. The W391 Security Option, which protects the DES and related
electronics in a lockable security enclosure, costs $153.35. Option
W303AFSP is a dual code DES equipped SYNTOR X. For pricing information on
this option contact Motorola.

The Motorola VHF DES SYNTOR-X Mobile Radios range in cost from $2,380.00
for the T43VXJ7204 K/T99VX + 004W to $2,951.00 for the
T73VXJ7J04 K/T99VX + 009W.

The Motorola UHF DES SYNTOR-X Mobile Radio range in cost from $2,480.00
for the T34VXJ7204 K/T99VX + 01l0W to $3,171.00 for the
T74VXJ7J04 K/T99VX + 018W.

The Motorola DES SYNTOR-X 9000E, UHF version encompasses the UHF range
(406-420 MHZ).

For pricing information on the Motorola DES SYNTOR-X 9000, 9000E and 9000E
(UHF) version, contact your Motorola representative.




The Motorola DES SYNTOR-X, SYNTOR-X 9000 and SYNTOR-X 9000E and 9000E
(UHF) version Mobile Radios are assigned USGEID 00000006.

Motorola DES 9000 Consolette Base Station Radio Package.

L35FXB5174AMSP09/L99KX + 155L
L35KXB7174AMSP09/L99KX + 156L
L64FXB5170AMSP09/L99KX + 445L
L64KXB7170AMSP09/L99KX + 446L
L64FXB5174AMSP09/L99KX + 445L
L64KXB7174AMSP09/L99KX + 446L
L44FXB5174AMSP09/L99KX + 345L
L44KXB7174AMSP09/L99KX + 346L
L63KXB7174AMSP09/L99KX + 436L

The Motorola DES 9000 Consolette Station Radio Package is a SYNTOR-X
9000/9000E Mobile Radio mounted intact within a desktop style cabinet and
mated to an appropriately sized AC to DC power supply also mounted in the
cabinet.

For pricing information on the Consolette Base Station Radio Package,
contact Motorola.

The Motorola DES 9000 Consolette Base Station Radio Package is identified
as USGEID 00000006.

7. Motorola MX-300 DES "Midband" Handheld Radio

H32AXU1120_ NSP H42AXU1120 NSP
H32AXU1140 NSP H42AXU3120 NSP
H32AXU3120 NSP
H32AXU3140 NSP

The Motorola MX-300 DES "Midband" Handheld Radio must be purchased with
Option H388 (old DES Module) or Option H795, (DES-XL). The H388 DES
Module, which replaces the Motorola proprietary DVP algorithm, costs
$500.00. Contact Motorola for pricing information on Option H795 DES-XL.

The Motorola MX-300 DES "Mjidband" Handheld radios are identifiedas USGEID
Number 00000007.

8. Motorola DES Coded/Clear Portable Repeater

P43SXS1180 T
P43SXS3180 T
P44SXS1180 T
P44SXS3180 T
P42SXS1180_ TSP
P42SXS3180 TSP

The Motorola DES Coded/Clear Portable Repeater must be purchased with
Option H388 (old DES Module) which is provided at no extra cost, or Option
H795 (DES-XL) and the PLN-6809A Security Option which costs $265.00.
Contact Motorola for pricing information on Option H795, DES-XL.
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The Portable Repeater ranges in cost from $8,000.00 to $11,000.00.

Motorola also builds a "clear/transparent” portable repeater which cannot
be modified for DES operation. These equipments are identified as
P43sSYS1180_T, P43SYS3180 T, P44SYS1180 T and the P44SYS3180 T. These

"clear/transparent" Portable Repeaters do not require FS-1027, NSA
Endorsement.

The Motorola DES Coded/Clear Portable Repeater is Identified as USGEID
00000008.

9. Motorola DES Console Interface Unit (CIU)

Q2209CAa Q2209CE Q2209CJ The DES CIU has been replaced
Q2209CB Q2209CF Q2209CK by Motorola with the DES
Q2209CC 0Q2209CG Q2209CL Series II CIU listed below.
©2209CD Q2209CH Q2209CM

Motorola DES Series II CIU

T5007AX

The Motorola DES CIUs must be purchased with the C388AA Option, the C557AA
or the C557AB Security Anti-Tamper Option,and either the TLN2477A, the
TLN2478A, the TRNS5669A, or the TRN5670A Cabinet Security Kit Option
depending upon the cabinet size or configuration. Only the Series II CIU
is capable of supporting the new DES-XL Module, which is Option C795.
Option SP701 is the Trunking feature to the Series II CIU that has been
endorsed. Option Cl03ABSP, is the translator, conventional-to-trunked
feature that has also been endorsed. For pricing information on both

options, contact Motorola. Also contact Motorola for pricing information
on Option C795.

The DES Module, ordered under Option C388AA (0ld DES Module), is provided
at no additional cost. The Security-Anti Tamper Option costs $77.25. The
TLN2477A Cabinet Security Kit costs $216.75 each, the TLN2478A Cabinet

Security Kit costs $216.75 the TRN5669A Cabinet Security Kit costs $59.50.
The Motorola DES Series II CIU costs $3,451.00.

The Motorola DES Console Interface Unit plus the options mentioned above,
are identified as USGEID 00000009.

10. Motorola DES Spectra-TAC Comparator
Q2208C
Motorola DES Comparator

Q2605



The Motorola DES Spectra-TAC Comparator and Q2605 DES Comparator must be
purchased with the C388ABSP Option, the C557ACSP Security Anti-Tamper
Option and either TLN2477A, the TLN2478A, the TRN5669A or the TRN5670A
Cabinet Security Kit Option depending upon the cabinet size or
configuration.

The Motorola Q2605 DES Comparator has a hardware kit added for remote
connections to a phone patch device for signalling purposes.

The DES Module, ordered under the C388ABSP Option, is provided at no extra
charge at time of ordering the CIU. The C557ACSP Security Anti-Tamper
Option costs $9.42. The TLN2477A Cabinet Security Kit costs $216.75 the
TLN2478A Cabinet Security Kit costs $216.75, the TRN5669A costs $59.50 and
the TRN5670A costs $59.50. This product will not support the new Motorola
DES-XL Module.

The Motorola DES Spectra-TAC Comparator and DES Q2605 Comparator are
identified as USGEID 00000010.

11.

Motorola DES MCX-100 Mobile Radio
MCX-100 VHF DES Radio

Dash Mounted Models
MBD23EXA1JO00K MBD43EXA1J00K_
MBD23EXA7J00K_ MBD43EXA7J00K_

Trunk Mounted Models
MBT23EXA1JO0K_ MBT43EXA1JO0K_
MBT23EXA7JOOK_ MBT43EXA7JO0K_
MCX-100 UHF DES Radio

Dash Mounted Models

MBD24EXA1J00K_ MBD44EXA1J00K _
MBD24EXA7J00K_ MBD44EXA7J00K_

Trunk Mounted Models

MBT24EXA1J00K_ MBD44EXA1J00K _
MBT24EXA7J00K _ MBT44EXA7J00K

Motorola DES MCX-1000 Mobile Radio
VHF Dash Mounted Model
MBD43UXA7HO00 K/M99UX + 054W
VHF Trunk Mounted Model

MBT43UXA7H00 K/M99UX + 056W
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UHF Dash Mounted Model
MBD44UXA7HO00 K/M9SUX + 058W
UHF Trunk Mounted Model
MBT44UXA7HO0 K/M99UX + 060W

The Motorola DES MCX-100/1000 Mobile radios must be purchased with the
Option MBB388 (old DES Module) and the MBB391 Security Option. The DES
Module, ordered under the Option MBB388, is provided at no extra cost at
time of ordering the radio. The DES-XL Module will be field added only
for the MCX-100 products; the customer should contact their Motorola
representative in such instances. 1In addition, the customer should
contact Motorola for pricing information on the DES-XL Option. The MBB391
Security Option, the MBB391AA for the dash mount model and the MBB391AB
for the trunk mount model, protects the DES and related electronics in a
lockable security enclosure and it costs $240.55. Another option endorsed
for the MCX-100/1000 is the VLN1156A, base tray. Contact Motorola for
pricing information on this feature

The DES MCX-100 dash mounted mobile radios range in cost from $2,615.00 to
$2,895.00. The DES MCX-100 trunk mounted mobile radios range in cost from
$2,810.00 to $3,090.00.

For pricing information on the Motorola DES MCX-1000 Mobile Radio, contact
your Motorola representative.

The Motorola MCX-100 and MCX-1000 DES Mobile Radios are identified as
USGEID 00000012,

12. Motorola DES Handheld Radios (SECURENET-EXPO with individual
channel elements.)

VHF
Standard Models

Z33BXU11l1l0 N

H33BXU111l0 N

Z33BXU1120 N

H33BXU1120 N

VHF Private Line (PL) Models
SECURENET-EXPO with PL function

H33BXU3120 N/H99BX + 019H (2 frequency)
H33BXU3110 N (1 frequency)

The Motorola SECURENET-EXPO DES Handheld Radios must be purchased with
Option H388 (old DES Module) or with Option H795 (DES-XL).




The H388 DES coding algorithm Module, which replaces the Motorola
Proprietary DVP algorithm, ranges from $50.00 - $100.00. Contact Motorola
for pricing information on Option H795 DES-XL.

Two Options which will be offered but are not specifically listed on the
EXPO price pages are:

Option H934 - change the 2 watt RF amplifier to a 1 watt amplifier.
Option H700 - allows the audio level on the radio to be turned all the way
off. Without this Option, when the volume switch is at its lowest
setting, some audio can still be heard from the speaker.

UHF Standard Model 2 Frequency with PL

H24BXU3120 N/H99BX + 020H

Option H801 - Omits PL

Option H501 - Omits one transmit frequency

Option H521 - Omits one receive frequency
The Motorola UHF SECURENET EXPO DES Handheld Radio
H24BXU3120 N/H99BX + 020H costs $2,300.00.

The Motorola VHF SECURENET EXPO DES Handheld Radios range in cost from
$1,900.00 for the Z33BXUl1l1l0 N and H33BXUlll0 N to $2,300.00 for the

Z33BXU1120 N and H33BXU1l120_N.

The Motorola VHF & UHF SECURENET-EXPO DES Handheld Radios are identified
as USGEID 00000020.

13. GE DES Mobile Radios:

DELTA SX MOBILES

N3Al113 N3A135 N3B134
N3B113 N3B135 N3Al136
N3Al1l5 N3All4 N3B136
N3B115 N3Bl1l14 N3A137
N3Al1l7 N3All6 N3A138
N3Al18 N3Bl1é6 N3B137
N3Al133 N3B117 N3B138
N3B133 N3B118 N3A134




RANGR MOBILES

NOG11 N9P12 N9R11
NOH11 N9S12 N9T11
N9HO2 NOU12 NOV1l
N9UO1 NO9W12 N9X11
NOP11 N9HO1 N9R12
N9S11 NOG12 NOT12
N9U1ll N9H12 NOV12
NOW11l NSUO02 NOX12

DELTA S MOBILES

N3Al07 N3A108 N3Al123 N3A129
N3B107 N3B108 N3Al124 N3B127
N3Al09 N3Al110 N3Al125 N3B128
N3B10S N3B110O N3Al26 N3B129
N3Alll N3B111 N3B123 N3A130
N3Al1l2 N3Bl1l2 N3B124 N3Al31
N3Al1l9 N3Al120 N3B125 N3Al132
N3Al21 N3Al22 N3B126 N3B130
N3B119 N3B120 N3A127 N3B131
N3B121 N3B122 N3A128 N3B132

MVS MOBILES

NPH10VG1027~SP NPUL1OVG1l027-SPNPU30VG1027-SP
NPH20VG1027-SP NPU20VG1027-SP

S-990 Mobile Radio Control Unit used with the VG9600S Voice Guard Module:

.59G990

S-550 Mobile Radio Control Unit used with the VG9600S Voice Guard Module:

The

The

The

For

The
The

S6AG10 S6AG11 S6BG10 S6BG11 S6BG12
DELTA SX radio ranges in price from $1,730.00 to $2,555.00.
RANGR radio ranges in price from $1,250.00 to $1,740.00.
DELTA S radio ranges in price from $1,500.00 to $2,375.00.
pricing information on the MVS, Contact GE.

S-990 control unit with the VG9600S Module is priced at $2,235.00.
five models of the S-550 control unit with the VG9600S Module are

priced from $1,675.00 to $1,895.00. The above mentioned control units
with the VG9600S Modules are interchangeable with either the RANGR, DELTA
or MVS mobile radios.



The mobile radio, control unit and VG9600S Module are normally ordered
together for DES applications. However, the control units (S-550/5990)
with the Voice Guard Module can be purchased separately to upgrade
existing clear voice RANGR, DELTA and MVS Mobiles. The model number is
S6VG01l and the price is $1,370.00. The VG9600 is identified as USGEID
00000021.

i3a. GE DES End-To-End MASTR Controller:

64G32
64G33

The GE DES End-To-End MASTR Controller includes the VG9600C Voice Guard
Module, modem, and interface assembly. Prices range from $9,350.00 to
$9,465.00. The VG9600C is identified as USGEID 00000021.

14. GE DES Key Variable Loader V4025:

The DES Key Variable Loader costs $1,875.00. The key variable loader is
identified as USGEID 00000022.

The GE DES Key Loader requires a printed DES Key List.
15. GE DES Voice Guard equipped MPS Personal Radio

MPS Series VHF

POHMAG PO9JMAG POKMAG
PIO9HMBG PO9JIMBG P9KMBG
PO9HMCG POIMCG PIKMCG
PO9HMDG P9JIMDG PYKMDG
PY9HMEG PSJIMEG PO9KMEG
POHMFG PO9JIMFG PYKMFG
POHMTG PO9JIMTG POKMTG

MPS Series UHF

POMMAG PO9RMAG POSMAG PYTMAG
POMMBG PIRMBG PI9SMBG POTMBG
POMMCG PORMCG PO9SMCG P9TMCG
POMMDG PO9RMDG P9SMDG P9TMDG
POMMEG PO9RMEG PI9SMEG PO9TMEG
POMMFG PORMFG PO9SMFG POTMFG
POMMTG PORMTG POSMTG POTMTG

The GE DES Voice Guard equipped MPS Personal Radio is a modularized,
frequency synthesized, two-way FM communications system.

The prices of the GE DES Voice Guard equipped MPS Personal Radios range
from $3,260.00 to $3,540.00 depending on model number.

The GE Voice Guard equipped MPS Personal Radio is identified as USGEID
00000026.
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16. GE DES Voice Guard MASTR II Encrypt/Decrypt Station,
VG9600SR including options as follows:

9785 - Remote only 1 frequency
9788 - Remote/Repeat 1 frequency
9797 - Remote 2 frequencies

The GE DES Voice Guard equipped MASTR II encode/decode station utilizes
the VG9600SR DES Module mounted to a steel shelf located in a protective
cabinet, whose front and rear panels are secured by MEDECO anti-tamper
locks. The unencrypted information is transferred between the remote
controller and the station, the information is then encrypted at the
station prior to transmission. The GE DES Voice Guard MASTR II
encrypt/decrypt station, VG9600SR is identified as USGEID 00000030.

The price of the DES option ranges from $1,745.00 to $3 365 00, depending
on model type ordered.

17. Motorola DES SVX-1000* Telephone Voice Security Terminal,
T5125 X

The Motorola SVX-1000 Terminal incorporates the DES algorithm into a
desktop terminal that can be used with an ordinary telephone to provide
voice encryption/decryption for calls that originate or are answered at
that phone. The SVX-1000 is intended for the protection of unclassified
voice messages over public telephone networks. The SVX-1000 incorporating
DES must be purchased with Option C388 (old DES Module) or with Option
C795 (DES-XL). The Motorola DES SVX-1000 Telephone Voice Security
Terminal is identified as USGEID 00000032.

For pricing information on the SVX-1000, and the Option C795 DES-XL,
please contact Motorola.

18. GE DES DELTA/RANGR Desktop Station with VG9600S model numbers
N8G201 and N8G202

The GE DES DELTA Desktop Station utilizes GE's previously NSA DES Endorsed
DELTA Mobile Radio inside a stylized control panel box along with the
previously endorsed GE VG9600S DES Module, in a fixed configuration. This
product provides encrypted/decrypted two-way radio communications at the
operator's location for unclassified voice traffic. The price for the
model N8G20l1 is $2,345.00 and the price for the model N8G202 is $3,140.00.
The GE DES DELTA Desktop Station with VG9600S is identified as USGEID
00000033.

19. GE DES Seven Key Voice Guard VG9600S/C Modulex*

The GE seven key version Voice Guard VG9600S/C DES Module is capable of
supporting up to seven cryptographic keys. This multiple-key product
utilizes the previously NSA DES Endorsed GE VG9600 DES single key Module,
the only hardware difference being the addition of a multiple key
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selection switch. The GE DES Voice Guard VG9600S/C seven key version is
identified as USGEID 00000034.

Contact General Electric for pricing information.

20. GE DES CIU Equipped with VG9600R models CCDGl, CCDG2, CCDG3 and
CCDG4

The GE DES CIU must be purchased with the DES Voice Guard VG9600SR Module.
The GE DES CIU provides for encryption/decryption of unclassified voice
communications. The CIU is intended to be located in a central
dispatching point and interconnect with one or more dispatching consoles.
The DES VG9600SR Module is mounted in a 30-in. station cabinet that is
secured by MEDECO anti-tamper locks. There is a trunking version of this
item that is also endorsed. This option encompasses a modification to the
software in the previously endorsed VG9600 Module which permits
compatability with the GE 16 Plus trunking products. The GE DES CIU
equipped with the VG9600SR Module and the modified GE DES CIU that is
compatabile with the 16 Plus trunked products are identified as USGEID
00000036. Prices for the CIU range from $9,115.00 to $32,825.00. For
option numbers and pricing information on the trunking feature, contact
GE.

21. GE DES M-PD Voice Guard Personal Radios

M-PD Series VHF

PVGESG PVGF5G
PVHESG PVHF5G
PVJESG PVJF5G

M-PD Series UHF

PVPESG PVPF5G
PVRESG PVRF5G
PVSESG PVSF5G
PVTESG PVTF5G
PVUESG PVUF5G
PVVESG PVVF5G
PVWESG PVWF5G
PVXESG PVXF5G

M-PD/PST/VG
400 MHz
PVPJIS5G PVPK5G
M-PD/PST/VG
800 MHz

PVZJ2G PVZK2G
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The GE DES M-PD Voice Guard Personal Radio is a two-way, FM,
communications system consisting of transmit and receive circuitry with a
frequency synthesizer controlled by a microprocessor.

The prices of the GE DES M-PD Voice Guard Personal Radio range from
$2,998.00 to $3,348.00 depending on the model ordered. For pricing
information on the 400 MHz and 800 MHz PST versions contact GE.

The GE DES M-PD Voice Guard equipped Personal Radio is identified as
USGEID 00000037.

22. Motorola DES SABER Handheld Radios

Secure SABER VHF

H43QXN7139 N/H99QX + 053H
H430QXJ7139 N/H99QX + 059H
H430QXK7139 N/H99QX + 063H
H43YXN7139 N/H99QX + 052H Sub.
H33QXN7139 N/H99QX + 051H
H33QXJ7139 N/H99QX + 058H
H33QXK7139 N/H99QX + 062H
H33YXN7139 N/H99QX + 050H

Secure SABER UHF

H44QXN7139 N/H99QX + 057H
H44QXJ7139 N/H99QX + 061H
H44QXK7139 N/H99QX + 065H
H44YXN7139 N/H99QX + 056H Sub.
H34QXN7139 N/H99QX + 055H
H340QXJ7139 N/H99QX + 060H
H340QXK7139 N/H99QX + 064H
H34YXN7139 N/H99QX + 054H Sub.

Secure Saber Mid-Band
H420XN7139 N/H99QX + 076H
H42YXN7139_N/H99QX + 077H Sub.
H42QXJ7139 N/H99QX + 078H
H420XK7139 N/HO9QX + 079H

Secure Systems Saber

~

+ 4+ + + +°

H44TUA5170 N/H99QX
H44TUK5170_N/H99QX
H34TUK5170 N/H99QX
H43TUK5170 N/H99QX
H33TUK5170_N/H99QX

067H
080H
081H
099H
100H

The Motorola DES SABER handheld radio is a two-way, FM, synthesized
handheld radio system that utilizes digital synthesis techniques to
provide up to 120 channels of transceiver capability. In addition, there
have been three other versions of the Saber Radio endorsed. Two
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submersible VHF and UHF models are now endorsed as well as a Mid-Band
version. These models are identified by the "YKN" portion of the factory
reference number as well as the abbreviation "Sub.". The VHF Mid-Band
Saber has had the RF Module adapted so the radio can operate in the

66-88 MHz frequency band. Also endorsed are the five models of the
Systems Saber products. This family of Saber radios has been modified by
the addition of a more powerful microprocessor to accomodate a trunking
feature for these particular models.

For pricing information on all of the Motorola DES SABER Handheld Radios,
contact your Motorola representative.

The Motorola DES SABER Handheld Radios are identified as USGEID 00000038.
23. GE DES VGT-9600 Voice Guard Module

The GE DES VGT-9600 Voice Guard Module employs DES to provide
encyption/decryption for trunked mobile radios. The VGT-9600 can also be
utilized in a fixed station application. In addition, the product can

also operate with GE conventional mode DES radios.

For pricing information on the GE DES VGT-9600 Voice Guard Module contact
GE.

The GE DES VGT-9600 Voice Guard Module is assigned USGEID 00000042.
24. Motorola DES SSTX Trunked Portable Radio.

H35LXC5170AN/H99LX + 071H
H35LXD5170AN/H99LX + 073H

* H25WKA5170 N/H99LX + 082H
* H35WKA5170 N/H99LX + 083H
* H35WKQ5170 N/H99LX + 084H
* H35WGA5170 N/H99LX + 085H
* H25WPA5170 N/H99LX + 086H
* H35WPAS5170 N H99LX + 087H
* H35WPQ5170 N/H99LX + 088H
* H35WNA5170 N/H99LX + 089H
* H25WPQ5170 N/H99LX + 090H

The Motorola DES SSTX is a frequency synthesized commercial two-way FM
trunked portable radio employing DES encyption/decryption for voice
traffic. The SSTX can also operate in the conventional mode. The SSTX
must be purchased with option H795AA (DES-XL).

* These models have also been endorsed and are available with either a
rotary switch on the top of the radio to select coded/clear mode or via
the keypad button on the front of the radio.

For pricing information on the Motorola DES SSTX Trunked Portable Radio,
contact Motorola.

The Motorola DES SSTX Trunked Portable Radio is identified as USGEID
00000043.




NOTE: The Motorola DES radios and the GE DES radios are not
interoperable in the cipher mode. 1In addition, Motorola DES products
equipped with new DES-XL Modules are not interoperable with Motorola
DES products that utilize the o0ld DES Modules. This is a result of a
new encryption scheme employed in the DES-XL Module.




POINTS OF CONTACT FOR NSA FS-1027 DES ENDORSED EQUIPMENTS

Voice Radio Equipment (2 vendors in alphabetical order)

1. Mr. Dan Lynch
General Electric Company
1680 Mountain View Road
Lynchburg, VA 24502
Telephone: (804) 528-7458

2. Mr. Paul Tinney
Motorola Incorporated
1701 McCormick Drive
Landover, MD 20785
Telephone: (301) 925-2490




INTRODUCTION TO THE PROTECTED NETWORK SERVICES LIST

"Protected Network Services” - Telecommunications systems, approved by NSA
for the transmission of Sensitive but Unclassified U.S. Government information of
U.S. Government departments, agencies, and their contractors involving intelligence
activities related to the national security, the command and control of military
forces, equipment thatis integral to a weapons system, or matters critical to the
direct fulfillment of military or intelligence missions, that are available from
commercial communications companies. The term "sensitive information” means
any information, the loss, misuse, or unauthorized access to or modification of which
could adversely affect the national interest or the conduct of Federal programs, or
the privacy to which individuals are entitled under section 552a of Title 5, United
States Code (the Privacy Act), but which has not been specifically authorized under
criteria established by an Executive Order or an Act of Congress to be kept secretin
the interest of national defense and foreign policy. There are three types of
Protected Network Services; Private Line (PL), Flexibly Defined Network (FDN), and
Switched Protected Routing Service (SPRS).

PRIVATE LINE (PL): A Private Line is a full-period circuit leased by a customer for
its exclusive use, connected by two or more terminal equipments only to each other
and operated independently of any central office switched interconnections.
Approved Private Line service requires the use of encryption or unencrypted cable
circuits, and computer security.

FLEXIBLY DEFINED NETWORK (FDN): A Flexibly Defined Network is a logical
association of sequential links in each direction of transmission between two or
more terminals. Such networks may exist as an adjunct to, but independent of, both
full-period private line service and non-private commercial switched service. No
permanent physical circuit is maintained between the two terminations. Approved
Flexibly Defined Network service MAY INCLUDE an appropriate mix of encrypted
radio, unencrypted radio, unencrypted cable circuits, and computer security in
consideration of the areas traversed by the network.

SWITCHED PROTECTED ROUTING SERVICE (SPRS): SPRS s currently in the
development stages with initial implementation tentatively scheduled for FY 92.
SPRS will be a tariffed offering provided by the commercial carriers for the
protection of Sensitive but Unclassified data through the Public Switched Telephone
Network nationwide.

PURPOSE

The purpose of this chapter is to provide information on where to acquire the
"approved" Protected Network Services. The carrier points of contact listed'in this
chapter will provide guidance on the types of Protected Network Services available.
Agreements have been made with these carriers to provide NSA approved Protected
Network Services. All services may not be provided in all areas by all companies
listed. The carrier points of contact listed in this chapter will provide guidance on
the types of Protected Network Services available. Agreements have been made
with these carriers to provide NSA approved Protected Network Services. Working in
conjunction with the carriers, NSA has formally reviewed and approved the
techniques and services in the offerings as meeting the requirements needed to
protect Sensitive but Unclassified information. This approval provides assurance to
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the customer that a criteria has been met sufficient for the protection of this level of
data commensurate with a perceived threat. For additional information, please
contact V33, Systems Protection Division, (301) 684-7057.




PROTECTED NETWORK SERVICES LIST

Company Name
(Listed In Alphabetical Order)

AT&T Communications
Bell Atlantic
CONTEL AS.C.

' Metromedia/ITT
MCI Telecommunications

PACIFIC BELL

US SPRINT

Point of Contact

Mr. David Johnson

8403 Colesville Road
Attn: 15ND18

Silver Spring, MD 20910

Ms. Camille Mazzan
1600 Wilson Blvd.
Suite 600

Arlington, VA 22209

Mr. Don Nowakoski
Government Network Division
7916 Westpark Drive

McLean, VA 22102

Mr. Leonard Plotkin
1901 N. Moore St.
Rosslyn, VA 22209

Mr. Tom Will
8003 Westpark Drive
MclLean, VA 22102

Gail Hutchens

2600 Camino Ramon Blvd.
Room 2E200

San Ramon, CA 94583

Mal Ziegler

2600 Camino Ramon Blvd.
Room 25950

San Ramon, CA 94583

Mr. Jay Nelson
13221 Woodland Park Rd.
Herndon, VA 22071

Mr. Allen Wild
13221 Woodland Park Rd.
Herndon, VA 22071

Phone No.

(301)608-4905

(703)974-2273

(703)790-2158

(202)276-1544

(703)749-7070

(415)823-5013

(415)823-3088

(703)904-2099

(703)904-2104
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INTRODUCTION TO NATIONAL COMPUTER SECURITY CENTER

The primary goal of the National Computer Security Center (NCSC) is to encourage the
widespread availability of trusted systems. This goal is realized, in large measure, through
the NCSC’s Trusted Product Evaluation Program. This program focuses on the technical
evaluation of the protection capabilities of commercially produced and supported systems.
The standards against which products are evaluated are the Department of Defense Trusted
Computer System Evaluation Criteria (TCSEC), the Trusted Network Interpretation of the
Trusted Computer System Evaluation Criteria (TNI), the Computer Security Subsystem
Interpretation of the Trusted Computer System Evaluation Criteria (CSSI), the Trusted

Database Management System Interpretation of the Trusted Computer System Evaluation
Criteria (TDI). :

In reading the information contained in this chapter, the following definitions will be helpful
to the reader.

Accreditation - a political and/or business decision relatite to the acceptability of a system.
The Accreditor is the authority who makes the final decision on the disposition of the system
for which he is responsible. He may decide to either:

(a) accept the system, with any attendant security risks;

(b) choose to operate the system under some set of constraints (e.g., limited operations,
limited user set, test and repair mode);

(c) reject the system as being unfit for its intended use.

The Accreditation authority is responsible for certification (e.g., detailed technical analyses)
performed. While his decision is expected to take into account the results and recommen-
dations of any such certification activities, his decision need not be in conformance with
any specific set of recommendations (i.e., his decision is not based entirely upon technical
considerations).

Certification - A technical analysis of a system relative to a set of system requirements.
Results in a determination as to whether or not the system, as implemented, is capable of
delivering the services or characteristics (e.g., security) specified in the system requirements
definition. The Certification Authority is responsible to the Accreditor, and provides him the
results of the analysis, along with any identifiable risks in operating the system as originally
specified, as well as any recommendations which will influence the Accreditor’s final decision.
The recommendations may be of the form:

(a) accept the system as is;
(b) operate the system in constrained mode until appropriate remedial action(s) is(are) taken;

(c) operate the system under conditions different from those specified in original require-
ments;

d) reject the system as incapable of meeting the specified operational requirements.
y g




Endorse - To sanction; to approve for use.

Authentication - The determination of conformance with fact or reality, of being actu-
ally and exactly what is claimed. Commonly used in connection with establishing identity
(Identification and Authentication, or I&A), a process whereby an identity is claimed and
the validity of the claim established (e.g., via a password unique to the claimed identity).

Evaluation - The assessment for conformance with a pre-established metric, criteria, or
standard.

We are interested in hearing any suggestions that you have to improve Chapter 4 of this
publication. We want to provide accurate and useful data. Please address suggestions to:

National Computer Security Center

ATTN: LT Charles G. Menk III, C716

Fort George G. Meade, MD
20755-6000




INTRODUCTION TO THE EVALUATED PRODUCTS LIST (EPL)

The National Computer Security Center (NCSC) was created to study and implement Trust
Technology for computers and to encourage the widespread availability and use of trusted
computer security products. One way in which we encourage the development and use of
trusted computer security products is through the Trusted Product Evaluation Program.
Under this program, the NCSC evaluates the technical protection capabilities of computer
security products against well-defined, published evaluation criteria.

The NCSC’s Product Evaluation Program is focused on the technical evaluation of the
protection capabilities of off-the-shelf, commercially produced and supported systems that
meet the computer security needs of government departments and agencies. This product
evaluation culminates in the publication of an Evaluated Products List (EPL) report and
is independent of any consideration of overall system performance, potential applications or
particular processing environment.

The primary standard against which products are evaluated is the Department of Defense
Trusted Computer System Evaluation Criteria (DOD 5200.28-STD), hereafter referenced as
the ”Criteria.” The Criteria classifies systems into seven hierarchical classes based on fea-
tures and assurances to support three types of security requirements — policy, accountability,
and assurance. Assurance requirements contribute to confidence that the required features
are present and are functioning as intended. Other standards applied to products, when
appropriate, are the Trusted NETWORK Interpretation of the Trusted Computer System
Evaluation Criteria (NCSC-TG-005, Version 1) and the Computer Security Subsystem In-
terpretation of the Trusted Computer System Evaluation Criteria (NCSC-TG-009, Version
1). A characterization of each of the classes is contained in the Appendix.

PURPOSE

The aim of the EPL is to provide ADP system developers, managers and users an authori-
tative evaluation of a system’s relative suitability for use in processing sensitive information.
The products on the EPL have been evaluated against the Criteria and assigned an Overall
Evaluation Class rating. The security evaluation of a product is contained in a formal re-
port that is available from either the Government Printing Office or the National Technical
Information Service (NTIS) of the Department of Commerce.

The rating given to the product is the highest class for which all the requirements in the
Criteria have been met. The Overall Evaluation Class ratings given in the EPL apply
only to the specific hardware/software configurations listed in the EPL entry. As such, the
rating indicates that the product met or exceeded each of the requirements for the Overall
Evaluation Class. Although the product was subjected to the detailed testing specified in
the Criteria Guidelines, it must be emphasized that such testing is not sufficient to guarantee
the absence of flaws in the product. Rather, the EPL entry indicates that the features and
assurances of the product appear to provide the classes of protection characterized by the
Overall Evaluation Class.
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The EPL entry does not constitute any general or overall endorsement of the product by
the NCSC, nor does it constitute any DoD certification or accreditation of the product
for use in classified or sensitive processing environments. Rather, the evaluation provides
an essential part of the technical evidence required for such certification and accreditation.
Ultimate responsibility for the continuing integrity provided by the security mechanisms of
any product evaluated by the NCSC rests solely with the vendor. The EPL is available to
vendors of evaluated products to actively market and advertise the Overall Evaluation Class
achieved by their products to procurement authorities and the general public.

Products are separated into general-purpose operating systems, add-on packages, and sub-
systems. An add-on package is a facility that runs in conjunction with a specific operating
system and is not, by itself, a system that performs all the functions traditionally ascribed
to an operating system. Initially, the evaluation of an add-on package did not include a
complete evaluation of the underlying operating system for which the add-on package was
designed. The evaluations which were performed in that manner are identified in the add-on
package section of this document. Evaluations of add-on systems now include an equally
thorough analysis of the security-relevant mechanisms contained in the underlying operating
system because the integrity of the add-on package ultimately depends upon the integrity of
the operating system. These systems are identified in the operating systems section of this
document.

Subsystems are special-purpose products that can be added to existing computer systems
to increase security and implement only a subset of the security features identified in the
Criteria. Features we evaluate are identification and authentication, audit, access control,
and object reuse. Subsystems are evaluated against the Computer Security Subsystem Inter-
pretation of the Trusted Computer System Evaluation Criteria (Subsystem Interpretation).
The ratings assigned use a special nomenclature to distinguish them from complete system
ratings.

Subsystem ratings are based on the Evaluation Criteria Division D, which is reserved for
products that do not meet all of the requirements of a higher Evaluation Class. A character-
ization of the subsystem ratings within Division D is contained in Appendix A. Before the
Subsystem Interpretation was published, subsystem evaluations were based only on the Cri-
teria, and ratings were not given to evaluated subsystems. A computer security subsystem
evaluation does not address or attempt to rate the overall security of the total processing
environment.

A subsystem evaluation is concerned only with the subsystem product, and not any host
system that it may support. Because of this, the users of evaluated subsystems must be
aware of the implicit dangers inherent in assuming too much about the degree of protection
provided by many subsystem products. One area that the user must be aware of is his
own responsibility for the proper installation and maintenance of the interface between the
subsystem and the host computer. A second concern for the user is that any subversion of
a host computer by means not protected by a subsystem product may invalidate the use of
the subsystem product, even though the subsystem continues to function correctly.

4-iv




PRODUCT BULLETINS

The Product Bulletins are synopses of systems currently undergoing formal evaluation by the
'NCSC. They include the candidate rating for the system. Candidate ratings in the Product
Bulletins are not an official evaluation by the NCSC, but are an estimate of the highest
class for which the product has displayed some evidence for each of the requirements in the
Criteria. The evaluation and testing requirements from the Criteria for the specified candi-
date rating class will be used to evaluate the product and establish an Overall Evaluation
Class rating and EPL entry. Product Bulletins are superseded when the formal evaluation
is complete and the EPL rating is issued.

R‘ATING MAINTENANCE PHASE (RAMP)

The NCSC has developed the Rating Maintenance Phase (RAMP) to keep its EPL current.
One of the primary functions of the NCSC is the evaluation of commercial products using the
Criteria, followed by publication of the resulting ratings in the EPL. Experience shows that a
full evaluation requires significant resources and time, and the NCSC has been hard-pressed
to keep pace with the release cycle of the evaluated products. As a result, the "rated” version
is almost never the ”current” version of the product.

,The.Trusted Product Evaluation Program has become so successful that the resources needed
to re-evaluate each new version of a product are simply not available. Thus, the NCSC has
initiated RAMP. Limited to maintenance of a specific rating, RAMP provides a mechanism
that will permit the vendor to maintian the security rating of an evaluated product on
subsequent releases or versions, as long as the program defined by the NCSC is adhered to
by the developer. A re-evaluation will be required if the product is a cante for a higher

rating. Additional information may be found in the Rating Maintenance Phase: Program
Document (NCSC-TG-013, Version 1).

POLICY ON EVALUATION OF DATA REMANENCE PRODUCTS
POLICY

Effective immediately, the NCSC will no longer evaluate the class of products known variously
as overwrite, data remanence, magnetic remanence, data sanitization, or media clearance
products.

RATIONALE

With advances in technology, research is required to determine the extent to which overwrite
or erasure operations must be conducted to purge or erase magnetic media for declassification.
Furthermore, because most of these products are utility programs with little or no integra-
tion into the trusted base of the operating system, we are unable to make general statements
about product behavior independent of the specific operational environment. Additionally,
products are now emerging in the marketplace that are based not on applications-level soft-
ware or operating system utilities but on actual physical devices that perform the erasure
function electromagnetlcally



At this time, we do not know enough about the physics of these devices to comment on them
and advise our customers concerning the characteristics of this new hardware approach to
solving the sanitization problem.

FUTURE

Because of the need for these products, we plan to initiate a program to research the overwrite
parameters required to ensure information is no longer retrievable from magnetic media. We
anticipate revisions to our publication Department of Defense Magnetic Remanence Security

Guideline, CSC-STD-005-85, (the ”Blue Book”) upon completion of the research into these
issues. Until these efforts are complete, system accreditors must prudently manage risk.

If you have questions concerning this matter, please contact the NCSC at (301) 859-4463,
or by writing to: '

National Computer Security Center

ATTN: C81

Fort George G. Meade, MD
20755-6000
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The National Computer Security Center Trusted Product Evaluation Program
Process Phases:
Definitions of Evaluation Phases

Vendor Assistance Phase (VAP) - This is the first of the three phases of a typical
evaluation of a system, network or network component. (Subsystems move directly into
Formal Evaluation). During VAP, the NCSC serves primarily in an advisory capacity. The
majority of the work done in this phase is conducted by the vendor, who thus controls
the schedule. Because this phase is vendor-driven, vendors with considerable experience or
understanding of trust technology may be able to expedite the completion of their product
development.

While inclusion in this phase of an evaluation represents a vendor’s commitment to trust
technology, it should not be taken as a guarantee that the product will successfully complete
evaluation or become commercially available. Both the development and the evaluation of
trusted products can be a considerable challenge to vendors, and this phase is intended to
ensure that only those products which can reasonably be expected to proceed through a
complete evaluation continue into the Design Analysis phase.

During VAP the vendor completes the development of the product, designs security test pro-
cedures, and drafts documentation while the NCSC ensures that the vendor’s documentation
of these efforts reflects an understanding of trust technology and evaluation requirements as
they are articulated in the Trusted Computer System Evaluation Criteria (TCSEC). Upon
satisfactory completion of this effort, the evaluation team will recommend to NCSC man-
agement that the product begin Design Analysis, the second phase of the evaluation process.

POCs for products in the Vendor Assistance Phase are listed in the green section of the
Evaluated Products List for Trusted Computer Systems.

Design Analysis Phase (DAP) - In this second phase of evaluation, the product is largely
completed and the evaluation team develops a detailed understanding of the system, its secu-
rity features and its assurances. In this phase, the evaluation team is augmented, undergoes
system internals training to gain an understanding of the product’s details, and performs
analysis of the product’s design. This is accomplished through vendor documentation and
team-vendor interaction. The goal of this analysis is to gain assurance that the system,
if implemented as designed, is likely to meet the product’s candidate level of trust. This
phase culminates with an Initial Product Assessment Report (IPAR), which documents the
evaluation team’s understanding of the system based on the information the vendor has
provided.

The NCSC Technical Review Board (TRB) reviews this report to ensure that the evaluation
team has not omitted any aspect of the product analysis and can substantiate that the prod-
uct should enter the formal phase. Products in Design Analysis must become commercially
available within twelve months of the start of this phase (if not already available).




POCs for products in the Design Analysis Phase are listed in the tan section of the Evaluated
Products List for Trusted Computer Systems.

Formal Evaluation (FE) - In this final phase of evaluation, the evaluation team analyzes
and tests the implementation’s compliance with the TCSEC requirements for the candidate
level of trust (or the requirements of an appropriate interpretation of the TCSEC, such as
the Trusted Network Interpretation). The next step of the evaluation is the generation of
the Final Evaluation Report. As with the IPAR, this report is reviewed by the NCSC TRB,
which ensures that the team has verified that the product meets the candidate level of trust.

Product Bulletins, issued when product enter the Formal Evaluation Phase, are printed in
the blue section of the Evaluated Products List for Trusted Computer Systems.

Evaluated product entries are listed in the white section of the Evaluated Products List for
Trusted Computer Systems.

Rating Maintenance (RAMP) - Products evaluated at the C2 or Bl level of trust then
continue with the Rating Maintenance Phase. The purpose of this phase is to provide
currently available trusted products. Without RAMP, only the initial evaluated version
is a trusted system with an Orange Book rating. RAMP builds cumulatively upon the
evidence and assurance established by a product evaluation, with the primary responsibility
for maintaining product trust lying with the vendor. The vendor follows strict procedures
that integrate security analysis, configuration control, and evidence accumulation into the
development process. The NCSC then extends the product rating to each successive release
by ascertaining that the vendor has executed all rating maintenance responsibilities fully
and correctly.

Changes in the EPL - Changes in the Evaluated Products List since its most recent
publication are highlighted in the orange section of the chapter. These changes include dele-
tions, additions, schedule changes (most notably for those products in the Formal Evaluation
phase), and phase changes (e.g., as a product advances from VAP to DA, this progress will
be highlighted on the Change pages).

NOTE: The National Computer Security Center is committed to protecting vendor propri-
etary information, including both marketing and technical data. This is considered to be a
serious responsibility and will not, under any circumstances, be neglected in order to provide
additional information about products under evaluation or their progress through the evalu-
ation program. For additional information about products under evaluation by the National
Computer Security Center, users of the Evaluated Products List are invited to contact the
vendor POCs provided within this list.
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Trusted Computer System Evaluation Criteria Divisions and Classes
Division D: Minimal Protection

This division is reserved for those systems that have been evaluated but fail to meet all of
the requirements for a higher evaluation division. This division is divided into classes only
for subsystems as described below in ”Subsystem Evaluations”.

Division C: Discretionary Protection

Classes in this division provide for discretionary (need-to-know) protection and, through the
inclusion of audit capabilities, for accountability of subjects and the actions they initiate.

Class C1: Discretionary Security Protection

The Trusted Computing Base (TCB) of a class C1 system nominally satisfies the discre-
tionary access security requirements by providing separation of users and data. It incorpo-
rates some form of credible controls capable of enforcing access limitations on an individual
basis, i.e., ostensibly suitable for allowing users to be able to protect project or private in-
formation and to keep other users from accidentally reading or destroying their data. The
class C1 environment is expected to be one of cooperating users processing data at the same
level(s) of security.

Class C2: Controlled Access Protection

Systems in this class enforce a more finely grained discretionary access control than C1
systems, making users individually accountable for their actions through login procedures,
auditing of security-relevant events, and resource isolation.

Division B: . Mandatory Protection

The notion of a TCB that preserves the integrity of sensitivity labels and uses them to enforce
a set of mandatory access control rules is a major requirement in this division. Systems in
this division must carry the sensitivity labels with major data structures in the system. The
system developer also provides the security policy model on which the TCB is based and
furnishes a specification of the TCB. Evidence must be provided to demonstrate that the
reference monitor concept has been implemented.




Class B1: Labeled Security Protection

Class Bl systems require all the features required for a class C2. In addition, an informal
statement of the security policy model, data labeling, and mandatory access control over
named subjects and objects must be present. The capability must exist for accurately
labelling exported information. Any flaws identified by testing must be removed.

Class B2: Structured Protection

In class B2 systems, the TCB is based on a clearly defined and documented formal security
model that requires the discretionary and mandatory access control enforcement found in
class Bl systems be extended to all subjects and objects in the ADP system. In addition,
covert channels are addressed. The TCB must be carefully structured into protection-critical
and non-protection-critical elements. The TCB interface is well-defined and the TCB design
and implementation enable it to be subjected to more thorough testing and more complete
review. Authentication mechanisms are strengthened, trusted facility management is pro-
vided in the form of support for system administrator and operator functions, and stringent
configuration management controls are imposed. The system is relatively resistant to pene-
tration.

Class B3: Security Domains

The class B3 TCB must satisfy the reference monitor requirements that it mediate all accesses
of subjects to objects, be tamper-proof, and be small enough to be subjected to analysis and
tests. To this end, the TCB is structured to exclude code not essential to security policy
enforcement, with significant system engineering during the TCB design and implementation
directed toward minimizing its complexity. A security administrator is supported, audit
mechanisms are expanded to signal security-relevant events, and system recovery procedures
are required. The system is highly resistant to penetration.

Division A: Verified Protection

This division is characterized by the use of formal security verification methods to assure
that the mandatory and discretionary security controls employed in the system can effectively
protect classified or other sensitive information stored or processed by the system. Extensive
documentation is required to demonstrate that the TCB meets the security requirements in
all aspects of design, development and implementation.




Class Al: Verified Design

Systems in Al are functionally equivalent to those in class B3 in that no additional archi- ‘
tectural features or policy requirements are added. The distinguishing feature of systems in

this class is the analysis derived from formal design specification and verification techniques .
and the resulting high degree of assurance that the TCB is correctly implemented. This as-

surance is developmental in nature, starting with a formal model of the security policy and a

Formal Top-Level Specification (FTLS) of the design. In keeping with the extensive design

and development analysis of the TCB required of systems in class A1, more stringent con-

figuration management is required and procedures are established for securely distributing

the system to sites. A system security administrator is supported.

Subsystem Evaluations:

Although the requirements for subsystems are derived from the TCSEC, the ratings for
subsystems do not directly reflect the TCSEC class from which they are derived. Since
subsystems do not meet all of the requirements for a class Cl or higher computer system,
it is most appropriate to associate subsystem ratings with the D division of the TCSEC.
Subsystem ratings are applied to each subsystem function evaluated (e.g., Audit). A sub-
system may be awarded a rating under one or more fuctions. Possible ratings for individual
functions are:

SUBSYSTEM FUNCTION POSSIBLE RATING

Discretionary Access Control DAC/D
DAC/D
DAC/D1
DAC/D2
DAC/D3

Object Reuse OR/D
OR/D2

Identification and Authentication I&A/D
1&A/D1
I&A/D2

Audit AUD/D

AUD/D2
AUD/D3
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The D1 class is assigned to subsystems that meet the interpretations for requirements drawn
from the C1 TCSEC class. Likewise, the D2 class consists of requirements and interpretations
that are drawn from the C2 TCSEC class. The D3 subystem class is reserved for DAC
subsystems and audit subsystems that meet the B3 functionality requirements for those

functions.
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LIST OF COMPANIES WORKING WITH THE NCSC

The following companies are working with the National Computer Security Center in the
development of Trusted Computing Products:

Addamax
Amdahl
American Computer Security Industries
A T & T UNIX System Laboratories
Aerospace
Boeing
Concurrent Computer Corporation
Convex Computer Corporation
Cray Research Inc.
Digital Equipment Corporation
Gemini Computers, Inc.
Harris Corporation
Hewlett Packard Computer Systems Div.
HFSI, Inc.
International Business Machines Corp.
Informix
Loral Command and Control Systems
Oracle Corporation Sequent Computer Systems
Silicon Graphics Inc.

Sun Microsystems Federal, Inc.
Tandem Computers Inc.
Trusted Information Systems, Inc.
Unisys Corporation
Wang Laboratories, Inc.




EVALUATED PRODUCTS LIST

for

TRUSTED COMPUTER SYSTEMS

As of 5 December 1991
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INDEX OF EVALUATED PRODUCTS AND PRODUCTS IN EVALUATION

Vendor

Addamax Corp.
Amdahl Corp.

ALC Stealth Group
American Computer

Security Ind., Inc.

American Telephone

and Telegraph Co.
American Telephone
and Telegraph Co.
UNIX Systems Labs

Boeing Aerospace

Clyde Digital Systems
Codercard, Inc.

Computer
Accessories, Inc.

Computer Associates
International

Computer Security
Corporation

BY VENDOR

Product/Product Type

Compartmented Mode
Workstation

Network Component

UTS/MLS

Tigersafe
Tigersafe 3.03.1 En

COMPSEC-II, Release B3.1

System V/MLS, Release 1.1.2
System V/MLS, Release 1.2.0

UNIX System V, Release 4.1
SNS

SNS + NM

Dialback

CPP-300

Private Access

ACF2/MVS

acf2/VM

Top Secret

Op Sys ADD-ON PACKAGE

Citadel
Sentinel

4-A.1

Evaluation
Status

DAP
VAP
DAP

Completed
Completed

Completed

Completed
Complete RAMP

Formal
Completed
DAP
Completed
Completed
Completed
Completed
Completed
Completed

VAP

Completed
Completed

Page
4-2b.1
4-2a.2
4-2h.1

4-3d.18
4-3b.27

4-3d.35

4-3b.24
4-3t.4

4-3a.5
4-3e.5
4-2b.3
4-3d.12
4-3d.2
4-34.14
4-3c.3
4-3b.11
4-3c.5

4-2a.1

4-3d.13
4-3d.7




Vendor

Concurrent Computer
Corporation

Control Data
Corporation

Convex Computer Corp.
Cortana Systems Corp.
Cray Research Inc.

Data General Corp
Digital Equipment
Corporation

Enigma Logic., Inc
E-X-E Softwa;*e Security

Eyedentify International
Systems Corp.

Fischer International

Gemini Computers, Inc.
Gordian Systems, Inc.

Gould, Inc., Computer
Systems Division

Product/Product Type

08S-32

NOS

Convex Unix

PC Security
Network Component
AOS/VS
VAX/VMS 4.3
ULTRIX 1.0
SE-VMS

Safeword

OnGuard

Eyedentify Information Security

System (EIS)

Watchdog
Watchdog Armor

Gemini Trusted Network Processor

Access Key

UTX /328

4-A.2

Evaluation
Status

Formal
Completed

DAP
Completed
VAP

Completed

Complete RAMP
DAP

DAP

Completed
Completed
Completed
Completed
Completed

DAP

Completed

Completed

Page

4-3a.8

4-3b.5

4-2b.1
4-3d.10
4-2a.2
4-3b.21
4-3f.1
4-2b.1
4-2b.2
4-3d.6
4-3d.26
4-3d.29
4-3d.3
4-3d.31
4-2b.3

4-3d.1

4-3b.7




Vendor
Harris Corporation

Hewlett Packard Computer
Systems Div.

Honeywell Information
Systems, Inc.

HFSI Inc.

International Business
Machines Corp.

IDENTIX Corp.
+“Infosafe Corp.
Infotron
Informix
Key Concepts,Inc.

Loral Command and
Control Systems

Micronyx, Inc.

Oracle Corporation

Product/Product Type
CX/SX

MPE V/E
HP-UX BLS

Multics
SCOMP

XTS-200

MVS/RACF

MVS/XA with RACF
VM/SP with RACF
MVS-ESA

AIX Compartmented Mode
Workstation

Proprietary Operating System
IDX-50

X-LOCK-50

INX 4400

Database Management System

SureKey

MLS 100

TriSpan

Database Management System

4-A.3

Evaluation

Status

DAP

Completed
DAP

Completed
Completed

Formal
Completed
Completed
Completed
Completed
DAP

VAP
Completed
Completed
Completed
VAP

Completed

DAP

Completed

VAP

Pagﬁe_
4-2b‘.1

4-3b.19
4-2b.1

4-3b.3
4-3b.1

4-3a.3
4-3c.1
4-3b.14
4-3b.30
4-3b.33
4-21‘),1.1
4-2a.1
4-3d.9
4-3d.15
4-3d.16
4-2a.2
4-3d.8

4-2a.2

4-3d.20
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Vendor
Prime Computer,Inc.
Pyramid Development Corp.

Secureware, Inc.

Security Dynamics, Inc.

Security Microsystems
Incorporated

Sequent Computer Systems
Silicon Graphics Inc.
Spectrum Manufacturing, Inc.

Sun Microsystems
Federal,Inc.

Sytek, Inc.
Tandem Computers Inc.
Trusted Information

Systems, Inc.

Unisys Corp.

Verdix Corp.

Wang Laboratories., Inc.

Product/Product Type
Primos
PC/DACS

Compartmented Mode
Workstation Plus

ACE

LOCKIT Professional 2.10

Unix Operating System
Unix operating system
DPS 800/12

SunOS

PFX Passport

Guardian-90

Trusted XENIX

Trusted XENIX running on
286/386 Clones

A Series

OS 1100

0S 1100/2200 Release SB3R6
VSLAN 5.0

SVS/0OS CAP 1.0

MicroControl
SVS/0S CAP 1.01

4-A4

Evaluation
Status

Completed
Completed

Completed

Completed

Completed

VAP
VAP

Completed

DAP

Completed

DAP

Completed

DAP

Completed
Completed
Complete RAMP
Completed
Completed

Completed
Complete RAMP

Page
4-3b.17
4-3d.24

4-3b.40

4-3d.5

4-3d.33

4-2a.1
4-2a.1
4-3d.11

4-2b.1

4-3d.4
4-2b.2
4-3b.38
4-2b.1
4-3b.9
4-3b.27
4-3£.7
4.3e.1
4-3b.36

4-3d.22
4-3£.10
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INDEX OF COMPLETED AND FORMAL EVALUATIONS
BY LEVEL OF TRUST

Subsystems:

Vendor
ALC Stealth Group

ASCI

Clyde Digital Systems
Codercard, Inc.

Computer Accessories, Inc.
Computer Security Corp.

Cortana Systems Corp.
Enigma Logic, Inc.
E-X-E Software Security
Eyedentify Inc.
FischerInternational

Gordian Systems, Inc.
IDENTIX Corp.
Infosafe Corp.
Infotron

Key Concepts, Inc.
Micronyx, Inc.

Pyramid Development Corp.

Security Dynamics, Inc.
Security Microsystems, Inc.

Spectrum Manufacturing, Inc.

Sytek, Inc.
Wang Laboratories

Product/Product Type

Tigersafe
Tigersafe 3.03.1EN
COMPSEC-II Release B3.1
Dialback

CPP-300

Private Access
Citadel

Sentinel

PC Security
Safeword
OnGuard

EIS

Watchdog
Watchdog Armor
Access Key
IDX-50

X-LOCK 50

INX 4400

SureKey

TriSpan
PC/DACS

ACE

LOCKIT Professional 2.10
DPS 800/12

PFX Passport
MicroControl

4-B.1

Evaluation
Status

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Page

4-3d.18
4-3d.27
4-3d.35
4-3d.12
4-3d.2
4-3d.14
4-3d.13
4-3d.7
4-3d.10
4-3d.6
4-3d.26
4-3d.29
4-3d.3
4-3d.31
4-3d.1
4-3d.9
4-3d.15
4-3d.16
4-3d.8
4-3d.20
4-3d.24
4-3d.5
4-3d.33
4-3d.11
4-3d.4
4-3d.22



Cl:

Vendor

International Business
Machines Corp.

C2:

Computer Associates
International

Concurrent Computer Corp.

Control Data Corporation
Data General Corp.
Digital Equipment Corp.

Gould, Inc., Computer
Systems Division

Hewlett Packard Computer
Systems Division

International Business
Machines Corp.

Prime Computer, Inc.
Unisys Corp.

Wang Laboratories, Inc.

Product/Product Type

MVS/RACF

ACF2/MVS
acf2/VM

Top Secret
0S-32

NOS

AOS/VS
VAX/VMS 4.3

UTX /328

MPE V/E

MVS/XA with RACF
VM/SP with RACF
Primos

A Series

SVS/0S CAP 1.0
SVS/0S CAP 1.01

4-B.2

Evaluation
Status

Completed

Completed
Completed
Completed
Formal

Completed
Completed

Completed

Completed
Completed
Completed
Completed
Completed

Completed

Completed

Complete RAMP

Page

4-3c.1

4-3c.3
4-3b.11
4-3c.5
4-3a.8
4-3b.5°
4-3b.21
4-3f.1

4-3b.7

4-3b.19
4-3b.14
4-3b.30
4-3b.17

4-3b.9

4-3b.36
4-3£.10




Vendor

American Telephone and
Telegraph Co.

International Business
Machines Corp.

Secureware, Inc.

Unisys Corp.

AT&T
Unix System Laboratory Inc.

Honeywell Information
Systems, Inc.

Trusted Information Systems

Verdix Corp.

HFSI

Product/Product Type

Systerﬁ V/MLS Re: 1.1.2
System V/MLS Re: 1.2.0

MVS-ESA
Compartmented Mode
Workstation Plus

0S 1100
0S 1100/2200 Re: SB3R6

* Unix System V

Release 4.1

Multics

Trusted XENIX
Trusted XENIX running on
286/386 Clones

VSLAN 5.0

XTS-200

4-B.3

Evaluation
Status

Completed
Complete RAMP
Completed

Completed

Completed
Complete RAMP

Formal

Completed

Completed
DAP

Completed

Formal

Page
4-3b.24
4-3f4
4-3b.33

4-3b.40

4-3b.27
4-3£.7

4-3a.5

4-3b.3

4-3b.38
4-2b.1

4-3e.1

4-3a.3



Vendor

Boeing Aerospace

Honeywell Information
Systems, Inc.

Product/Product Type

SNS

SNS + NM

SCOMP

4-B4

Evaluation
Status

Completed
DAP

Completed

Page

4-3e.5
4-2b.3

4-3b.1
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CHANGES TO THE EVALUATED PRODUCTS LIST

Level
Vendor ' Product/Product Type of Trust Page

Additional Products in the Vendor Assistance Phase:

NONE

Products Transitioning from Vendor Assistance Phase to Design Analysis Phase:
NONE

Additional Products in the Design Analysis Phase:

NONE

Products Transitioning from Design Analysis Phase to Formal Evaluation Phase:

Concurrent Computer Corp.  0S-32 C2 ” 4-3a.8




Level
Vendor Product/Product Type of Trust -~ Page

Completed Systems Evaluations:

NONE

Completed Subsystem Evaluations:

NONE

Completed RAMP Evaluations:

Wang Laboratories, Inc. SVS/0S CAP 1.01 02 4-3£.10
Products No Longer Under Evaluation:

Microsoft Corporation Proprietary operating system
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4-2a
PRODUCTS IN THE VENDOR ASSISTANCE PHASE




VENDOR ASSISTANCE PHASE POTENTIAL PRODUCTS LIST
POINTS OF CONTACT

I. Trusted Systems and Operating Systems (UNIX-like Systems)

Vendor ' POC and # Product Description
Sequent Computer David Aucsmith Unix based Operating System
Systems Inc. ' (503) 578-4436 » ‘
Silicon Graphics Inc. Linda Jo Dolny Unix based Operating System

(415) 335-1021

IL. Trusted Systems and Operating Systems (Proprietary Systems)

Vendor POC and # Product Description
International Business Bill Vance Proprietary Operating System
Machines Corp. (914) 766-1900

Computer Associates Lynn Grant Proprietary Operating System

International (312) 714-7639




III. Network Systems and Network Components

Vendor - POC and # Product Description

Amdahl Corporation Bill O’Connel - Network Component
- ' (408) 746-6891 '

Cray Research, Inc. Paul Falde Network Component
(612) 683-5467 |

IV. Data Base Management Systems

Vendor ' * POC and # Product Description

Informix Candice Novbakhtian DBMS
» i (415) 926-6776

Oracle Corporation Linda Vetter RDBMS
(415) 506-6380
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DESIGN ANALYSIS PHASE POTENTIAL EVALUATED PRODUCTS LIST
POINTS OF CONTACT

I. Trusted Systems and Operating Systems (UNIX-like Systems)

Vender POC and # Product and Candidate Division

Addamax Corp. Randall J. Sandone Compartmented Mode Workstation - B
(217) 359-0700

Amdahl Corporation Bill O’Connell UTS/MLS
(408) 746-6891

Convex Computer Corp Blair Baker Convex Unix - C
(214) 497-4536

Digital Equipment Paul T. Cummings Compartmented Mode Workstation - B
Corporation (508) 264-5026 ULTRIX 1.0
Harris Corporation Wendell Norton CX/SX - Bl
(305) 973-5201
Hewlett Packard : Wayne Caccamo HP-UX B Level System - B
(408) 447-4020
International Business Tom Jackson AIX Compartmented Mode
Machines Corp. (301) 240-7306 Workstation -B
Sun Microsystems Larry Baron Compartmented Mode Workstation -B
(408) 276-3414 Sun-0S
Trusted Information George Mundy Trusted XENIX
Systems (301) 854-6889 Running on 286/386 clones - B
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IL. Trusted Systems and Operating Systems (Proprietary Systems)

Vendor

Digital Equipment
Corporation

Tandem Computers Inc.

POC and #

Dennis McMann
(508) 486-6579

William J. Buer
(408) 725-6000

4-2b.2

Product Description

Security Enhanced VMS - C/B

Guardian-90 - C




III. Network Systems and Network Components

Vendor

Boeing Aerospace

Gemini Computers Inc.

Loral Command and
Control Systems

POC

Ken Takeuchi
(202) 773-0628

Dr. Tien F. Tao
(408) 373-8500

Larry Megalo
(719) 594-1012

IV. Data Base Management Systems

Vendor

NONE

POC and #

4-2b.3

Product and Candidate Division
SNS +NM - A
Gemini Trusted Network

Processor -A

MLS 100 - B

Product Description
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PRODUCTS IN FORMAL EVALUATION

Vendor

XTS-200/STOP
HFSI, Inc.
CSC-PB-90/003

Unix System V Release 4.1
(Enhanced Security)

AT&T Unix System Laboratory Inc.

CSC-PB-91/001

0S-32
Concurrent Computer Corporation
CSC-PB-91/002

POC and #

Dr. George E. Webber
(703) 827-3639

Jeanne M. Baccash
(201) 522-6345

Chris Kirschman
(908) 758-7000
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COMPLETED EVALUATIONS

ORDERING INFORMATION:

Single copies of Final Evaluation Reports may be obtained by calling the INFOSEC Aware-
ness Division at (301) 766-8729, or by sending a request to:

DIRECTOR

National Security Agency

ATTN: X71

Fort George G. Meade MD 20755-6000

Final Evaluation Reports may also be obtained through NTIS by calling (703) 487-4650, or
by sending a request to:

U.S. Department of Commerce
NTIS

5285 Port Royal Road
Springfield, VA 22161

GENERAL-PURPOSE OPERATING SYSTEMS:

Level
System Name of Trust POC and #
Secure Communications Processor (SCOMP) Al Chuck Bonneau
STOP Release 2.1 (703) 827-3346
Honeywell Information Systems (HIS)
GPO #: 008-000-00438-2
NTIS #: AD-A166-895
NCSC Final Report #: CSC-EPL-85/001
Multics B2 | Gary Kaiser
MR11.0 (602) 862-4634
Honeywell Information Systems (HIS)
NTIS #: TBD
NCSC Final Report #: CSC-EPL-85/003
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GENERAL-PURPOSE OPERATING SYSTEMS (Continued):

Level
System Name of Trust POC and #
Network Operating System (NOS) C2 Paul Smith
Security Evaluation Package Version 2.2 (612) 482-2776
Control Data Corporation (CDC)
NTIS #: AD-A208-003
NCSC Final Report #: CSC-EPL-86/003
UTX/328 C2 Tom Latterner
Release 1.0 (301) 220-3400
Gould, Inc., Computer Systems Division
NTIS #: AD-A208-006
NCSC Final Report #: CSC-EPL-86/007
A Series MCP/AS with InfoGuard Security C2 Jeffrey S. Bell
Enhancement, Release 3.7 (215) 986-6864
UNISYS Corporation
NTIS #: AD-A221-812
NCSC Final Report #: CSC-EPL-87/003
Access Control Facility 2 (acf2) C2 John Haggard
Release 3.1 (312) 714-7604
Computer Associates International
NTIS #: AD-A207-926
NCSC Final Report #: - CSC-EPL-87/007

4-2d.2




GENERAL-PURPOSE OPERATING SYSTEMS (Continued):

System Name

MVS/XA with RACF
Version 1.8
IBM Corporation

NTIS #: TBD
NCSC Final Report #: CSC-EPL-88/003
Primos

Revision 2.1.0.1 DODC2A
Prime Computer, Inc.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-88/009
MPE V/E

Release G.03.04 with patch AV92
Hewlett Packard Company

 NTIS #: TBD
NCSC Final Report #: CSC-EPL-88/0010

AOS/VS Rev. 7.60
Data General Corp.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-89/001

System V/MLS;
Release 1.1
American Telephone and Telegraph (AT&T)

NTIS #: TBD
NCSC Final Report #: CSC-EPL-89/003

4-2d.3

Level
of Trust

C2

C2

C2

C2

B1

POC and #

David M. Frayne
(914) 288-2612

John Jones
(508) 620-2800ext 4188

Jim Schindler
(408) 725-8900

Rick Strom
(508) 898-4382

William Leighton
(201) 386-7049




GENERAL-PURPOSE OPERATING SYSTEMS (Continued):

System Name

OS 1100
UNISYS Corp.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-89/004

IBM VM/SP with RACF

International Business Machines

NTIS #: TBD
NCSC Final Report #£: CSC-EPL-89/005

VSLAN 5.0
Verdix Corporation

NTIS #: TBD
NCSC Final Report#: CSC-EPL-90/001

IBM MVS/ESA

International Business Machines

NTIS #: TBD
NCSC Final Report #: CSC-EPL-90/002

SVS;/0OS CAP 1.0
Wang Laboratories, Inc.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-90/004

Trusted XENIX Version 1.1
Trusted Information Systems, Inc.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-91/001

4-2d.4

Level
of Trust

C2

C2

B2

Bl

C2

B2

POC and #

Alan C. Roochvarg
(215) 986-5209

David M. Frayne
(914) 288-2612

Gaurang G. Shah
(914) 378-7600

Peter Calloway
(914)432-1504

Steve Kane
(508)459-5000

Russ Munday
(301) 852-6885




GENERAL-PURPOSE OPERATING SYSTEMS (Continued):

Level
System Name of Trust POC and #
Compartmented Mode Workstation Plus B1 Michael C. McChesney
SecureWare Inc. | (404) 876-4840

NTIS #: TBD
NCSC Final Report #: CSC-EPL-91/002




ADD-ON PACKAGES:

Level
System Name of Trust POC and #
Resource Access Control Facility (RACF) C1l- David M. Frayne
Version 1 Release 5 (914) 288-2612
International Business Machines (IBM)
NTIS #: AD-A150-625
NCSC Final Report #: CSC-EPL-84/001
Access Control Facility 2 (ACF2) C2 Computer Associates
Release 3.1.3 John Haggard
SKK, Inc. (312) 714-7604
NTIS #: AD-A150-234
NCSC Final Report #: CSC-EPL-84/002
Top Secret C2 Computer Associates
Version 3.0 John Haggard
CGA Software Products Group (312) 714-7604
NTIS #: AD-A157-600
NCSC Final Report #: CSC-EPL-85/002
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B |

SUBSYSTEMS:

System Name

Gordian Systems Access Key
Release Version A.00
Gordian Systems

NTIS #:
NCSC Final Report #:

AD-A170-814

Codercard CPP-300 Port Protector
CPP-300
Codercard Inc.

NTIS #:
NCSC Final Report #:

AD-A170-542
CSC-EPL-86/002

Watchdog PC Data Security
Version 4.1
Fischer International

NTIS #:
NCSC Final Report #:

AD-A208-005
CSC-EPL-86/005

Sytek PFX Racal-Guardata
A2000/A2100

Sytek

NTIS #: AD-A208-048

NCSC Final Report #: CSC-EPL-86/006
Access Control Encryption (ACE) System
1986 16 port hardware version

Security Dynamics, Inc.

NTIS #:
NCSC Final Report #:

AD-A221-814
CSC-EPL-87/001

4-2d.7

CSC-EPL-86/001

Level
of Trust

POC and #

Thumbscan
Peter Dignan
(312) 954-2336

Robert Gray
(714) 557-3444

Deborah Peterson
(800) 237-4510

Robert S. DiNatale
(212) 551-1443

David Hammond
(617) 547-7820



System Name

Safeword UNIX-Safe
Version 3.1
Enigma Logic, Inc.

NTIS #:
NCSC Final Report #:

Sentinel
Version 3.13

SUBSYSTEMS (Continued):

Level
of Trust

AD-A221-811
CSC-EPL-87/002

Computer Security Corporation

NTIS #:
NCSC Final Report #:

Triad Plus
Version 1.3
Micronyx, Inc.

NTIS #:
NCSC Final Report #:

SureKey
Key Concepts, Inc.

NTIS #:
NCSC Final Report #:

IDX-50
Version 7
IDENTIX, Inc.

NTIS#:
NCSC Final Report #:

AD-A221-813
CSC-EPL-87/004

AD-A208-002
CSC-EPL-87/006

AD-A208-030
CSC-EPL-87/008

AD-A208-008
CSC-EPL-88/001

4-2d.8

POC and #

Robert Bosen
(415) 827-5707

Polaris, Inc.
Don Pfister
(703) 845-5600

Mark Goode
(214) 690-0595

Edward Levy
(219) 234-0069

Linda Rolandol
(202) 244-2980




SUBSYSTEMS (Continued):

Level
System Name of Trust

Cortana Personal Computer Security System
Version 1.21
Cortana Systems Corporation

NTIS #: AD-A208-047
NCSC Final Report #: CSC-EPL-88/002
DPS-800/12

Spectrum Manufacturing, Inc.

NTIS #: AD-A208-029
NCSC Final Report #: CSC-EPL-88/004
DIALBACK

Version 1.5
Clyde Digitial Systems

NTIS #: . TBD
NCSC Final Report #: CSC-EPL-88/005

Citadel Security Subsystem
Computer Security Corporation

NTIS #: | TBD
NCSC Final Report #: CSC-EPL-88/006

Private Access
Model L20
Computer Accessories, Inc.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-88/007

4-2d.9

POC and #

Computer Associates
Kimberly Bell
(516) 227-3300

Clint Rogers
(203) 786-5200

Jerry Cox
(301) 760-2822

Polaris, Inc.
Don Pfister
(703) 845-5600)

Alyssa Levinson
(619) 457-5500



System Name

X-Lock-50
Infosafe Corporation

NTIS #:

NCSC Final Report #:

INX-4400
INFOTRON Inc

NTIS #:

NCSC Final Report #:

Tigersafe
ALC Stealth Group

NTIS #:

NCSC Final Report #:

TriSpan
Micronyx, Inc.

NTIS #:
NCSC Final Report#:

MicroControl
Wang Laboratories

NTIS #:

NCSC Final Report #:

SUBSYSTEMS (Continued):

TBD
CSC-EPL-88/008

TBD
CSC-EPL-89/002

TBD
CSC-EPL-89/006

TBD
CSC-EPL-89/007

TBD
CSC-EPL-89/008

4-2d.10

Level
of Trust

1&A / D

1&A/ D
OR /D

1&A / D
DAC /D
AUD / D

I&A /D
DAC /D
AUD /D

POC and #

A. H. Jorgensen
(404) 491-8044

Dennis Biederman

(703) 790-3500

Robert M. Wainwright
(619) 437-4419

Mark Goode
(214) 690-0595

Eileen Smith
(508) 967-4275




SUBSYSTEMS (Continued):

System Name

PC/DACS
Pyramid Development Corp.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-89-009

OnGuard
E-X-E Software Security Inc.

NTIS #: TBD
NCSC Final Report #: CSC-EPL-89/010

Tigersafe 3.03.1EN
ALC Group

NTIS #: TBD
NCSC Final Report #: CSC-EPL-90/005

Eyedentify Information Security System
Eyedentify Incorporated

NTIS #: TBD
NCSC Final Report #: CSC-EPL-90/006

WATCHDOG Armor
Fischer International Systems Corp

NTIS #: TBD
NCSC Final Report #: CSC-EPL-90/007

4-2d.11

Level
of Trust

I&A / D
DAC /D
AUD / D
OR /D

I&A / D1
DAC /D1

1&A/D
OR/D

1&A/D1

1&A/D2
DAC/D2
AUD/D2
OR/D

POC and #

Todd G. Sun
(203) 953-9832

Stephen Hicks
(703) 556-0007

Robert M. Wainwright
(619)790-3500

Steve Flego
(503)645-6666

Paul Palmer
(800)237-4510



SUBSYSTEMS (Continued):

Level
System Name of Trust

LOCKIT Professional 2.10
Security Microsystems Incorporated

NTIS #: TBD

NCSC Final Report #: CSC-EPL-91/001
COMPSEC II

American Computer Security Industries Inc.
NTIS #: TBD

NCSC Final Report #: CSC-EPL-91/002

4-2d.12

POC and #

Ralph C. J. Ferrara
(800) 345-7390

Wynn Schwartau
(615) 883-6741




NETWORK COMPONENTS

Level
System Name of Trust

MLS LAN Secure Network Server System
Boeing Aerospace

NTIS #: TBD
NCSC Final Reort #: CSC-EPL-91/005

POC and #

Ken Takeuchi
(202) 773-0628
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RATING MAINTENANCE PRODUCTS
POINTS OF CONTACT

_ Level
System Name of Trust POC and #
VAX/VMS Version 4.3 C2 Dennis McMann
with September Systems Dispatch (508) 486-6579

article 95.5.8, V4 Security Update and accompanying letter
Digital Equipment Corporation (DEC)

NTIS #: AD-A208-004

NCSC Final Report #: CSC-EPL-86/004

System V/MLS Release 1.2.0 B1 William J. Leighton II
American Telephone and (201) 386-3000
Telegraph Company

NTIS #: TBD

NCSC Final Report #-: CSC-EPL-90/003

OS 1100/2200 Release SB3R6 B1 James L. Murtaugh
Unisys Corporation (612) 635-7777

NTIS #: TBD

NCSC Final Report #: TBD

SVS/0OS CAP 1.01 C2 Gaetano T. Gangemi
Wang Laboratories, Inc. (508) 459-5000

NTIS #: TBD

NCSC Final Report #: TBD

4-2e.1
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PRODUCT EVALUATION BULLETIN

REPORT NO. ~ CSC-PB-88/003

AS OF: | | 14 Sept. 1988

PRODUCT: Boeing MLS LAN
VENDOR: Boeing Aerospace
CANDIDATE CLASS: A1 MI Network Component

PRODUCT DESCRIPTION:

Boeing Aerospace’s Multi-Level Secure Local Area Network (MLS LAN) is a network compo-
nent providing multilevel secure communications between attached devices. These devices
include, for this evaluation, terminals, host computers, serial devices, video devices, and
stream devices. Within limits, a site is free to choose how many of each type of device to
attach.

The NCSC considers that the Boeing MLS LAN is a candidate for A1 MI network com-
ponent and is capable (when properly supported by a special Network Management node
and attached devices) of supporting a network system with Mandatory Access Control, Dis-
cretionary Access Control, Identifivcation and Authentication, and Auditing commensurate
with the Al requirements.

The MLS LAN consists of a set of one or more nodes called Secure Network Servers (SNSs).
Each SNS may support physical interfaces for terminals, host computers, serial devices,
video devices, or stream devices. A group of SNSs may be connected to one another by a
transmission medium (either fiber optic or coaxial cable}), enabling devices on separate SNSs
to communicate. The SNS provides the following services:

1) host-to-host communication
2) terminal-to-host communication
3) terminal-to-terminal communication
4) terminal/host-to-serial-device communication
5) video and stream circuit-switched communication
Host-to-host communication is supported by TELNET, Transmission Control Protocol (TCP),

and User Datagram Protocol (UDP) service. Terminals may communicate with hosts and se-
rial devices through TELNET and with other terminals through an Inter-Terminal Message




service. Serial devices are supported with TELNET service. Video and stream circuit-
switching is controlled through the terminal interface. All of these communications services
are governed by a mandatory security policy. The MLS LAN maintains sensitivity labels for
devices and data that include both secrecy and integrity components at the granularity of 8
hierarchical levels and 256 non-hierarchical categories. In addition, the MLS LAN requires
all network terminal users to identify and authenticate before allowing them to use any
netwotk resources. End-to-end user identity and network addresses are provided to hosts.

PRODUCT STATUS:

The MLS LAN is developed and supported by Boeing Aerospace, a division of The Boeing
Company.

SECURITY EVALUATION STATUS:

A formal evaluation of the MLS LAN will commence in October 1988 and is scheduled for
completion in 1991. At the completion of the formal evaluation, the National Computer
Security Centerv will produce a final evaluation report, and place the MLS LAN on the
Evaluated Products List. The MLS LAN will be evaluated against Appendix A of the
Trusted Network Interpretation of the Trusted Computer System Ewvaluation Criteria, as a
candidate A1-MI network component. It can potentially be incorporated into a network
system that can meet the TNI part 1 requirements for class Al.

A Product Bulletin does not assign any rating to a product. It merely establishes the
candidate class which is the highest class the system could attain should formal evaluation
be completed. As with all evaluations, a system must complete the formal evaluation phase
before being assigned any rating.
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PRODUCT EVALUATION BULLETIN

REPORT NO. CSC-PB-90/003

AS OF: 13 June 1990

PRODUCT: XTs-200 1/STOP

VENDOR: Honeywell Federal Systems Inc. (HFSI)
CANDIDATE CLASS: B3

PRODUCT DESCRIPTION:

The XTS-200 is a superminicomputer, based on the Bull HN Information Systems Inc. DPS
6 PLUS and DPS 6000. STOP is a multi-level secure operating system that runs on the
XTS-200 hardware. The XTS-200 is a multiprocessing system capable of supporting up to
four independent processors. It provides a two gigabyte virtual memory, and uses a hardware
ring mechanism for protection. STOP is a multi-tasking system which can support multiple
users. It supports much of the UNIX System V interface for application software.

"STOP consists of four components: the Security Kernel, which operates in the most priv-
ileged ring and provides all mandatory access control, as well as discretionary access con-
trol for devices and processes; the TCB System Services, which operates in the next-most-
privileged ring, and implements a hierarchical file system, supports user I/O, and implements
the discretionary access control for file system objects; Trusted Processes, which provide the
remaining security services and the user command interface to the TCB; and Commodity
Application Services System (CASS), which operates in a less privileged ring and provides
the UNIX-like interface. CASS is not a part of the Trusted Computing Base.

PRODUCT STATUS:

XTS-200 uses the DPS 6 PLUS and DPS 6000 hardware, with firmware modifications de-
veloped by HFSI. STOP was developed by HFSL XTS-200/STOP and is marketed and
supported by HFSI. STOP Version 3.1 was released in September 1989.

EVALUATION STATUS:

A formal evaluation of XTS-200/STOP began in July 1990 and is scheduled for completion
during the third quarter of 1991. XTS-200/STOP will be evaluated against the DoD Trusted
Computer System Ewvaluation Criteria, DoD 5200.28-STD, December 1985.

The National Computer Security Center considers XTS-200/STOP a candidate for the class
of products which provide security domains (i.e., class B3). At the completion of the evalu-

ation, a final evaluation report will be produced by the National Computer Security Center
and XTS-200/STOP will be placed on the Evaluated Products List with its assigned rating.

1XTS-200 is a registered trademark of Honeywell Federal Systems Inc.




A Product Bulletin does not assign any rating to a product. It merely establishes the
candidate class which is the highest class the system could attain should the formal evaluation
be completed. As with all evaluations, a system must complete the formal evaluation phase
before being assigned any rating.

ENVIRONMENTAL STRENGTHS:

XTS-200/STOP is designed to provide a high level of security for many kinds of environ- -
ments, including office automation applications and those with specialized applications (such
as message guards). The processor enforces a ring mechanism similar to that found in the
Honeywell Multics system, that isolates the security mechanisms, and a virtual memory
system based on segments. The system also supports a hierarchical file system similar to
that of UNIX. Access control is provided by user-specified controls (i.e., discretionary access
controls) through access control lists, with additional controls provided to properly separate
sensitive information from unauthorized users (i.e., mandatory access controls). It provides
for user identification and authentication through user IDs and passwords, and individual
accountability through its auditing capability.
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PRODUCT EVALUATION BULLETIN

REPORT NO. CSC-PB-91/001
AS OF: 15 March 1991
PRODUCT: Unix System V Release 4.1
: Enhanced Security
VENDOR: AT&T Unix System Laboratory Inc.
CANDIDATE CLASS: B2

PRODUCT DESCRIPTION:

AT&T UNIX System Laboratories’ UNIX System V Release 4.1 Enhanced Security, (here-
after referred to as SVR4.1ES) is a multi-level secure version of UNIX System V for the
AT&T 3B2/1000 Model 60 minicomputer. This multi-user, multi-tasking operating system,
based on UNIX System V Release 4.0, maintains System V application compatibility, pro-
vides BSD and Xenix compatibility, is compatible with the System V Application Binary
Interface (ABI) and the System V Interface Definition (SVID), passes the System V Ver-
ification Suite (SVVS). Applications are source and binary code compatible with existing
programs, provided those programs do not require modifications to the SVR4.1ES Trusted
Computing Base (TCB) or violate the system security policy. Additionally, SVR4.1ES con-
forms to the XPG3, IEEE-P1003.1, FIPS151-1, and ANSI C standards.

In addition to using the traditional protection mechanism of the UNIX operating system to
provide discretionary access control, SVR4.1ES also provides extended discretionary access
controls through the use of access control lists (ACLs) which provide users a mechanism
to provide different types of access for each user or group with allowed access. In addition
to this discretionary access mechanism, SVR4.1ES provides mandatory access controls to
limit the distribution of information to only those users who have been authorized for it.
The mandatory security policy is consistent with the Bell-LaPadula model and conforms
with DoD policy. SVR4.1ES provides a flexible labeling scheme that supports up to 246 site
selectable hierarchical classification levels and 992 nonhierarchical categories.

The administrator has the capability to restrict users and login ports to selectable classifi-
cation ranges. A multi-level mail capability allows users to communicate with each other at
classifications defined by the administrator. SVR4.1ES enforces a security policy that pre-
vents both the unauthorized declassification of information and unauthorized modification
of trusted code. '




SVRA4.1ES provides considerable assurance that the system security features work as spec-
ified. Significant effort has been applied to the UNIX System V to create a structured,
modular, secure system. Commands have been added to provide security features, and all
commands execute with the minimum privilege.

SVRA4.1ES also provides some features and assurances beyond those required for a class B2
system. These include the use of ACLs to enforce discretionary access controls and a covert
channel analysis which provides a thorough search for all covert channels. All of the security
features and assurances designed into SVR4.1ES will be evaluated by the Trusted Product
and Network Security Evaluation Team.

PRODUCT STATUS:

SVRA4.1ES is developed, marketed and supported by UNIX System Laboratories Incorpo-
rated. The supporting 3B2/1000 Model 60 hardware is developed and manufactured by the
American Telegraph and Telephone Corporation. SVR4.1ES is an enhancement to UNIX
System V Release 4.0, which is currently marketed. The evaluated SVR4.1ES is projected
to be available in December 1992.

SECURITY EVALUATION STATUS:

A formal evaluation of SVR4.1ES will begin in March 1991 and is scheduled for completion
in December 1992. SVR4.1ES will be evaluated against the Department of Defense Trusted
Computer System Evaluation Criteria, DOD 5200.28-STD, December 1985.

The Trusted Product and Network Security Division of the National Security Agency consid-
ers SVR4.1ES a candidate for the class of products which provide labeled security protection
(i.e., class B2). At the completion of the evaluation, a final evaluation report will be pro-
duced by the Trusted Product and Network Security Division and SVR4.1ES will be placed

on the Evaluated Products List (EPL). |

A Product Bulletin does not assign any rating to a product. It establishes the candidate class
which is the highest class the system could attain should the formal evaluation be completed.
As with all evaluations, a system. must complete the formal evaluation phase before being
assigned any rating. '

ENVIRONMENTAL STRENGTHS:

SVR4.1ES provides isolation of the operating system through its use of the 3B2/1000 hard-
ware protection mechanisms. The hardware supports the two states of the operating system,
which are kernel and user level. Kernel level is a privileged level of operation whereby the
operating system can protect itself from user intervention. A specific user interface is pro-
vided into the kernel, so that operating system services are available to user-level application
programs. All memory access is at the kernel level and mandatory as well as discretionary
access controls are in force.

Process isolation is guaranteed by the use of per-process virtual address space, memory
structures unique to a process and the concept of an active process which has access to
controlled kernel resources.
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SVRA4.1ES provides an auditing facility to ensure user accountability. All security-relevant
events are auditable. This facility includes collection, reduction, backup, and data recovery
capabilities.

Identification and authentication is accomplished by the trusted login facilities. This mecha-
nism provides for user identification and authentication, and the specification of classification
level and categories which determine access to the system itself as well as to application re-
sources. Information about the users (user profiles) is stored in a protected database in

SVR4.1ES.

The system also enforces the principle of least privilege for each of the defined privileged user
roles (i.e., users should have no more authorization than what is required to perform their
functions). The privileged users are assigned to one of the following roles: System Adminis-
trator and Trusted System Programmer. Additionally, separate roles can be supported for
individuals who require a limited trusted role. This separation is achieved by strictly limiting
role activity to predefined operations. In addition, all security-relevant actions performed by
privileged users will be audited.




PRODUCT EVALUATION BULLETIN

REPORT NO. CSC-PB-91/002

AS OF: | 12 Feruary 1991
PRODUCT: 0S/32 and 0S/32 MTM
VENDOR: | Concurrent Computer Corp.
CANDIDATE CLASS: C2

PRODUCT DESCRIPTION:

0S/32 is Concurrent’s microsecond responsive real-time operating system that runs on all of
its single and multiprocessing Series 3200 systems and 8/32 systems. OS/32 Multi-Terminal
Monitor (0S/32 MTM) is Concurrent’s timesharing and program development environment
that runs on OS/32. Together they provide a trusted development and real-time environment

for small scale dedicated systems to large scale multiprocessing systems. These products will
be evaluated on Concurrent’s 3280SP, 3280MPS, 3280EMPS, and all members of Concur-
rent’s Micro3200 family.

PRODUCT STATUS:

0S/32 and 0S/32 MTM are developed, marketed and supported by Concurrent Computer
Corporation.

SECURITY EVALUATION STATUS:

A formal evaluation of 0S/32 and 0S/32 MTM commenced in March 1991 and is scheduled
for completion by the end of the third calendar quarter of 1991. 0S/32 and OS/32 MTM
are being evaluated against the DoD Trusted Computer Systems Evaluation Criteria, DoD
5200.28-STD, dated December, 1985.

The National Computer Security Center considers 0S/32 and OS/32 MTM a candidate for
the class of products which provide controlled access protection (i.e., C2). Upon completion
of the evaluation, a final evaluation report will be produced by the National Computer
Security Center in which 0S/32 and 0S/32 MTM will be place on the Evaluated Products
List (EPL). '

A Product Bulletin does not assign any rating to a product. It establishes the candidate class
which is the highest class the system could attain should the formal evaluation be completed.
As with all evaluations, a system must complete the formal evaluation phase before being
assigned any rating.




ENVIRONMENTAL STRENGTHS:

0S/32 and 0S/32 MTM provide discretionary access control to its file system via read and
write privileges to user accounts, thereby maintaining control over the dissemination and in-
tegrity of individual’s files. In addition, Concurrent’s restricted disks capability limits access
to selected disks to users only with appropriate access privileges. The system administrator
can go one step further by ”cloaking” certain devices from selected users, thereby preventing
the user from accessing or even knowing that a given device is available.

0S/32 and 0S/32 MTM also provide user identification and authentication through user
account numbers and passwords. Tailorable site-specific security measures or system admin-
istration procedures can be executed during logon and logoff by command files established by
the system/security administrator. Individual accountability is obtained through its ability
to audit each user’s security relevant events.

Compliance with the object reuse requirement is accomplished by overwriting physical mem-
ory before it is allocated to another user. Disk blocks are overwritten upon deletion of a file
or optionally overwritten when a file is allocated.
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Serial No. CSC-EPL-85/001

EVALUATED PRODUCT: Secure Communications Processor (SCOMP)
VENDOR: HONEYWELL Information Systems, Inc.
. VERSIONS: STOP Release 2.1
DATE: 24 December 1984
OVERALL EVALUATION CLASS: Al

PRODUCT DESCRIPTION:

The SCOMP hardware consists of a standard HONEYWELL Level 6/DPS 6 16 bit mini-
computer with a modified CPU, to which a Security Protection Module (SPM) has been
added. The SPM provides segmentation, paging, protection rings similar to the HONEY-
WELL Level 68 Multics, with argument validation, and virtual address translation. The
virtual environment includes virtual I/O as well as virtual memory.

The primary software security mechanism of the SCOMP system is the security kernel, based
on the Center-approved Bell-LaPadula model of the software portion of the reference monitor
implementation. As such, it controls access to objects in accordance with its embedded
security policy. The security kernel supports both mandatory and discretionary controls,
and provides a strong foundaticon on which to build secure applications programs.

The Trusted Software (a set of security-relevant, non-kernel code) provides a basic terminal-
oriented operating system interface that runs on, and derives its security from, the security
kernel and the SCOMP system architecture. Trusted user services provide the interface to
the SCOMP system for the user, trusted operations services provide the system operator
with the capabilities necessary to run the system, and trusted maintenance services allow
the system administrator to build and maintain the SCOMP system.

SCOMP software is supported by Honeywell Federal Systems Division in McLean, VA, and

the hardware is supported by Honeywell Custom and Special Products Operation in Billerica,
MA.

EVALUATION SUMMARY:

The security protection provided by the Security Communications Processor (SCOMP) run-
ning STOP release 2.1 has been evaluated by the Department of Defense Computer Security
Center (DoDCSC) against the requirements specified by the DoD Trusted Computer System
Evaluation Criteria (the Criteria), dated 15 August 1983.




The DoDCSC has determined that the SCOMP satisfies all the requirements of the Criteria at
class Al. In particular, the system was deemed to be especially strong in areas such as trusted
software verification, mandatory access control, trusted path, and system architecture.

Trusted Computer System Evaluation Summary Chart

Security Policy Accountability Assurance Daocumentation

D Does Not Satisfy the Requirement For This Class
System Name:

Honeywell Information Systems, Inc.

No Additional Requirements For This Class Secure Communications Processor (SCOMP)
STOP Release 2.1

N No Requirements For This Class

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 24 December 1984
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The SCOMP system is composed of special purpose hardware, (SPM), a software security
kernel, and trusted software. This rating applies to the STOP Release 2.1 software (kernel
and trusted) and its special purpose hardware (hardware base marketing identifier CPU9101).

For a complete description of how SCOMP satisfies each requirement of the Criteria, see
Final Evaluation Report, Secure Communications Processor (SCOMP), STOP Release 2.1
(Report No. CSC-EPL-85/001).
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Serial No. CSC-EPL-85/003

EVALUATED PRODUCT: Multics

VENDOR: Honeywell Information Systems (HIS)
VERSIONS: MRI11.0

DATE: 1 September 1985

OVERALL EVALUATION CLASS: B2

PRODUCT DESCRIPTION:

The Honeywell Multics system consists of the Multics operating system running on Honeywell
Level 68 and DPS-8M mainframes. These systems include Multics-specific hardware to
support the Multics system architecture and protection mechanisms. A large Multics system
may be configured with several processors and can support several hundred users. Multics
can be used in a wide variety of environments.

The Multics operating system is a general-purpose time-sharing system with strong security
features. Multics has three basic security mechanisms. The hardware-supported protection
rings and segmentation provide tightly controlled separate domains of execution. The Access
Isolation Mechanism (AIM) software provides mandatory access control. The Access Control
Lists (ACLs) provide discretionary access control.

EVALUATION SUMMARY:

The security protection provided by Multics MR11.0 has been evaluated by the National
Computer Security Center (NCSC). The security features of Multics were tested against the
requirements specified by the Department of Defense Trusted Computer System Evaluation
Criteria (the Criteria), date 15 August 1983.

The NCSC evaluation team has determined that the highest class at which Multics MR11.0
satisfies all the specified requirements of the Criteria is class B2.
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

Honeywell Information Systems, Inc.
No Additional Requirements For This Class MULTICS MR11.0

No Requirements For This Class

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 1 September 1985
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The rating given to the evaluated system (viz., B2) is the highest level of the Criteria at which
the system satisfies all the specified requirements. For a complete description of how Multics
MRI11.0 satisfies each requirement of the Criteria, see Final Evaluation Report, Honeywell
Information Systems Multics MR11.0 (Report No. CSC-EPL-85/003).
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Serial No. CSC-EPL-86/003

EVALUATED PRODUCT: Network Operating System (NOS)
VENDOR: Control Data Corporation (CDC)
VERSIONS: NOS Security Evaluation Package
DATE: 28 May 1986

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

The CDC NOS Security Evaluation Package consists of NOS version 2.4.1, TMS4, and the
audit reduction tool running in secured mode on the CDC Cyber 170/800 series or Cyber
180/800 series machines. The evaluated system configuration includes only the following
subsystems:

Network Access Method (NAM)
Batch I/O (BIO)

Interactive Access Facility (IAF)
Magnet (MAG)

Remote Batch Facility (RBF)
Tape Management System (TMS)

NOS is a large general-purpose time-sharing system capable of supporting several hundreds
of users. NOS can be used in a wide variety of applications. The system’s protection
mechanisms provide a fine-grained discretionary access control over all files on the system.

EVALUATION SUMMARY:

The security protection provided by NOS Security Evaluation Package has been evaluated by
the National Computer Security Center (NCSC). The security features of NOS were tested
against the requirements specified by the Department of Defense Trusted Computer System
FEvaluation Criteria (the Criteria), dated 15 August 1983.

The NCSC evaluation team has determined that the highest class at which the NOS security
package satisfies all specified requirements of the Criteria is class C2.

Additionally, NOS provides some mandatory access controls that, while not sufficient to
satisfy the Criteria’s Bl mandatory access control and labeling requirements, do provide some
of the mechanisms needed when handling classified or non-classified but sensitive information.
A class Bl rating is achievable, but would require several changes to the existing mechanisms.




The NCSC team has also noted some additional strengths of NOS above what is required
for a class C2 system. These include well-developed and maintained testing procedures
and resource controls that are effective against denial of service attacks through resource
exhaustion.

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

No Requirements For This Class

No Additional Requirements For This Class

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes

Control Data Corporation
NOS Security Evaluation Package

Evaluation Date: 28 May 1986

mechanisms implemented beyond those striclly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The figure above indicates the requirements and corresponding level that the NOS Security
Evaluation Package satisfies.

The rating given to the evaluated system (viz., C2) is the highest level of the criteria at
which the system satisfies all the specified requirements. For a complete description of how
the NOS Security Evaluation Package satisfies each requirement of the Criteria, see Final
Evaluation Report, Control Data Corporation NOS Security Evaluation Package (Report No.
CSC-EPL-86/003).
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Serial No. CSC-EPL-86/007

EVALUATED PRODUCT: UTX/328

VENDOR: Gould, Inc., Computer Systems Division
VERSIONS: Release 1.0

DATE: 31 December 1986

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

The UTX/32S system consists of the UTX/32S operating system running on a Gould Pow-
erNode 6000 or 9000 series minicomputer. The UTX/32S operating system is based on
Berkely 4.2 BSD and AT&T System V. UTX/32S is a general-purpose, time-sharing system
capable of supporting up to 128 users. UTX/32S preserves the strengths of the UNIX op-
erating system and eliminates many of the security weaknesses, while maintaining almost
complete command and system library compatibility.

UTX/32S implements an additional integrity mechanism, called the Restricted Environment,
to provide isolation between privileged (trusted) and unprivileged domains. Unprivileged
users operate in the restricted environment. This restricted environment, which is a subtree
of the file system, is a virtual UNIX system containing all common untrusted programs
and files. TCB files and privileged programs are kept outside this environment and thus
are protected from modification by untrusted users. Trusted servers perform the sensitive
services, including system mail, printing, and device allocation. Only system administrators
may access the trusted domain.

To further enhance security, UTX/32S eliminates some of the weaknesses inherent in UNIX,
including the "setuid” feature on files. Discretionary access control is provided by the stan-

dard UNIX protection-bit mechanism. In addition, UTX/32S provides a stronger I/O device
control protection mechanism.

EVALUATION SUMMARY:

The security protection provided by UTX/32S has been evaluated by the National Com-
puter Security Center (NCSC). The security features of UTX/32S were tested against the
requirements specified by the Department of Defense Trusted Computer System Evaluation
Criteria (the Criteria), dated December 1985.




The NCSC evaluation team has determined that the highest class at which UTX/32S satisfies
all the specified requirements of the Criteria is class C2.

The NCSC team has also noted some additional strengths of UTX/32S above what is required
for a class C2 system. These include well-developed and maintained testing and configuration
management procedures.

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:
Gould Inc., Computer Systems Div.

No Additional Requirements For This Class UTX/32S
@ Release 1.0

Meets or Exceeds the Requirements For This Class

No Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 31 December 1986
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The figure above indicates the requirements and corresponding level that UTX/32S satisfies.

The rating given to the evaluated system (viz., C2) is the highest level of the criteria at
which the system satisfies all the specified requirements. For a complete description of how
UTX/32S satisfies each requirement of the Criteria, see Final Evaluation Report, Gould,
Inc., Computer Systems Division, UTX/32S, Release 1.0 (Report No. CSC-EPL-86/007)
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Serial No. CSC-EPL-87/003

EVALUATED PRODUCT: A Series MCP/AS with InfoGuard
Security Enhancements

VENDOR: UNISYS Corporation

VERSIONS: Release 3.7

DATE: 5 August 1987

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

A Series is the current family of fully compatible computers produced by UNISYS Cor-
poration. Members of the product line range in size from several-user minicomputers to
mainframes supporting hundreds of users. The product line currently includes 21 mod-
els of processors that offer more than a 270-fold performance range. The A Series system
architecture is based on a high-order language, specifically ALGOL. The A Series system sup-
ports reentrant/recursive multiprocessing, multiprogramming and virtual memory through
its tagged memory and stack architecture.

Software for A Series includes the Master Control Program/Advanced System (MCP/AS),
InfoGuard security enhancements, a broad range of high-order language compilers, COMS
(data communication interface and transaction processing controller), CANDE (user/programmer
timesharing interface), DMSIT (data management), and a full complement of utilities. The

A Series Trusted Computing Base (TCB) is composed of MCP/AS, InfoGuard security
enhancements, the compilers, COMS, CANDE and many system utilities. TCB software
provides privilege and protection mechanisms to mediate and monitor access to system and
user resources.

All processors in the A Series product line provide a single state for execution. Therefore, the
A Series system software is responsible for providing a self-protecting domain for the A Series
TCB. Although in many systems, isolation of the TCB from user processes is provided by
running the TCB in a completely separate (and: privileged) hardware protection state, this
is not true of A Series. Instead, a combination of capability-like hardware mechanisms and
TCB software (including the compilers) is used to provide the necessary isolation. Because
programs compiled by unprivileged users have no direct access to the machine instruction set
or to the hardware enforcement mechanisms, the A Series TCB is able to isolate itself and
other user processes from any attempted security violations. These capability-like hardware
mechanisms are the tag architecture, the base and limit of stack registers, and the display
registers.




EVALUATION SUMMARY:

The security protection provided by the A Series Release 3.7 has been evaluated by the
National Computer Security Center (NCSC) against the requirements specified by the De-
partment of Defense Trusted Computer System Evaluation Criteria (the Criteria), dated
December 1985.

The NCSC evaluation team has determined that the highest class at which the A Series
Release 3.7 satisfies all the specified requirements of the Criteria is class C2.

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

Unisys Corporation

No Additional Requirements For This Class A Series MCP/AS with Infogaurd
0 Release 1.0

Meets or Exceeds the Requirements For This Class

No Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 31 December 1086
mechanisms implemented beyond those striclly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The figure above indicates the requirements and corresponding level that the A Series Release
3.7 with InfoGuard security enhancements satisfies.

The rating given to the evaluated system (viz., C2) is the highest level of the Criteria at
which the system satisfies all the specified requirements. For a complete description of how
the A Series satisfies each requirement of the Criteria, see Final Evaluation Report, UNISYS
Corporation A Series MCP/AS (Report No. CSC-EPL-87/003).
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Serial No. CSC-EPL-87/007

EVALUATED PRODUCT: acf2/VM with IBM’s VM/SP or VM/SP
HPO, VM Batch Subsystem, and
Directory Maintenance Program
Product

VENDOR: Computer Associates International
(formerly Uccel Corporation,
formerly SKK, Inc.)

VERSIONS: Release 3.1 of acf2/VM; release 4.0 VM/SP,
Program Update Tape (PUT) 8704 OR
release 4.2 VM/SP HPO, PUT 8704,
release 1, mndification 5 of
VM Batch Subsystem; release 2.0,
Directory Maintenance Program Product

DATE: 11 September 1987

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

acf2/VM is an add-on security subsystem designed for IBM’s VM operating system running
on any IBM 370-type processor. It is designed to provide both user-specified and default
protection for system access, minidisks, tape volumes, attachable DASD devices, CP com-
mands and DIAGNOSE instructions, and interprocess communications, including IUCV and
VMCF. In addition, system administrators’ abilities may be restricted by use of the acf2/VM
SCOPE facility. Both the acf2/VM product and underlying VM operating system are being
included in the evaluation.

acf2/VM is designed to provide a phased approach to implementation. Under QUIET mode,
acf2/VM allows data access validation to be disabled, but checks logon validation. Under
LOG mode, acf2/VM allows accesses but journals accesses that would have been denied if it
were in ABORT mode. Under WARN mode, acf2/VM issues warning messages in addition to
journaling accesses that would have been denied. Under ABORT mode, the normal operating
mode, acf2/VM journals and denies all unauthorized accesses. Under RULE mode, any of
the previously mentioned modes can be implemented to a finer granularity, so that critical
data can be protected first. Only the ABORT mode and the RULE mode with ABORT
defaults of acf2/VM have been evaluated for the C2 rating.




Because of the importance of extended security in the large mainframe computer installa-
tion, acf2/VM has a wide range of interface capabilities. acf2/VM can be interfaced with
other independently supplied software products which do not affect the trusted ccmputing
base, such as IBM’s Remote Spooling Communications Subsystem (RSCS) and File Storage
Facility (FSF). Interfaces tested during the evaluation are the VM Batch Subsystem and
Directory Maintenance Program Product (DIRMAINT).

EVALUATION SUMMARY:

The security protection provided by Computer Associates’ Access Control Facility 2/Virtual
Machine (acf2/VM) add-on package release 3.1 running with IBM’s Virtual Machine/System
Product (VM/SP) Release 4.0 or IBM’s Virtual Machine/System Product High Performance
Option (VM/SP HPO) Release 4.2 operating system has been examined by the National
Computer Security Center (NCSC). The security features of acf2/VM were examined against
the requirements specified by the Department of Defense Trusted Computer System Evalu-
ation Criteria (the Criteria), dated December 1985.

The NCSC evaluation team has determined that the highest class at which acf2/VM could
satisfy all the specified requirements of the Criteria is class C2. acf2/VM, using the specified
hardware and software, configured and operated in the most secure configuration as described
in the Trusted Facility Manual, has been assigned a class C2 rating. Note that this evaluation
does not include the operating systems on the individual user virtual machines or ob jects
protected by those operating systems.

The NCSC team has also noted that acf2/VM provides some features and assurances beyond
those required for a class C2 system. These include configuration management procedures
and a finer granularity of control for discretionary access control.

The figure on the next page indicates the requirements and corresponding level that acf2 /VM
satisfies.
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

No Requirements For This Class Computer Associates International
No Additional Requirements For This Class afc2/VM Release 3.1

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 11 September 1987
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

A system that has been rated as being a C2 system provides a Trusted Computing Base
(TCB) that enforces a finely grained discretionary access control mechanism and ensures
that individual users are accountable for their actions through login and auditing procedures.
For a complete description of how acf2/VM satisfies each requirement of the Criteria, see
Final Evaluation Report, Computer Associates International acf2/VM (Report No. CSC-
EPL-87/007).




Serial No. CSC-EPL-88,/003

EVALUATED PRODUCT: Multiple Virtual Storage/System Product (MVS/SP) -

Job Entry Subsystem 2 (JES2)

Data Facility Product (DFP)

Resource Access Control Facility (RACF)
Time Sharing Option / Extensions (TSO/E)
Advanced Communications Function / Virtual

Telecommunications Access Method (ACF/VTAM)

System 370 Extended Architecture (370-XA)

(collectively referred to as MVS/XA with RACF)

VENDOR: International Business Machines Corporation

VERSION EVALUATED: MVS/SP JES2 Version 2 Release 2
MVS/XA DFP Version 2 Release 3
RACF Version 1 Release 8
TSO/E Version 1 Release 4 for XA
ACF/VTAM Version 3 Release 1.1 for XA

DATE: 15 June 1988

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

MVS/XA is IBM’s operating system for its computers that offer the System 370 Extended
Architecture (370-XA). The system provides generalized facilities that support a wide variety
of usages including concurrent execution of multi-user time-sharing, batch, and real-time
applications.

RACF is IBM’s strategic facility for providing security services and support to MVS/XA.
RACF provides numerous functions and features that greatly enhance an installation’s con-
trol over its resources. RACF’s flexibility and functionality supply a common base for security
within many IBM products. MVS/XA with RACF make available privilege and protection
mechanisms to limit user access to system-controlled structures in physical storage, system-
structured volumes and files, and certain devices.

The evaluated software encompasses all other products listed above supplying MVS/XA
with a wide functionality. Furthermore, several MVS /XA systems may be operated together
within an MVS/XA JES2 complex while retaining the overall rating.

4-3b.14




The 370-XA architecture specifies several protection mechanisms. In general, user programs
execute in the problem state while the system programs in the supervisor state. User separa-
tion is achieved with an extensive memory and address space management. System programs
are further isolated by means of protection keys.

The evaluated software is supported by IBM processors supporting 370-XA. This product
line ranges from mid-range 4381 computers to 3090 mainframes with six central processors
and six vector facilities. In addition, four models of the 3090 computers may be operated in
certain partitioned configurations while maintaining the security of each system and, hence,
the awarded rating.

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

International Business Machines Corporation
No Additional Requirements For This Class MVS/XA with RACF, Version 1.8

No Requirements For This Class

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 15 June 1968
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.




EVALUATION SUMMARY:

The security protection provided by MVS/XA with RACF has been evaluated by the Na-
tional Computer Security Center (NCSC) against the requirements specified by the Depart-
ment of Defense Trusted Computer System Evaluation Criteria [DOD 5200.28-STD] dated
December 1985.

The NCSC evaluation team has determined that the highest class at which MVS /XA with
RACEF satisfies all the specified requirements of the Criteria is class C2.

The figure on the previous page indicates the requirements and corresponding level that

MVS/XA with RACF satisfies.

The rating given to the evaluated system (viz., C2) is the highest level of the Criteria at
which the system satisfies all the specified requirements. For a complete description of how
MVS/XA with RACF satisfies each requirement of the Criteria, see Final Evaluation Report,
International Business Machines Corporation MVS/XA with RACF (Report No. CSC-EPL-
88/003). In addition, the Report should also be consulted for the complete lists of evaluated
hardware and software components as well as all the necessary PUT levels, PTF numbers,

and APAR numbers.
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Serial No. CSC-EPL-88/009

EVALUATED PRODUCT: Primos

VENDOR: Prime Computer, Inc.
VERSION: Primos Revision 21.0.1DODC2A
DATE: 24 June 1988

OVERALL EVALUATION CLASS:  C2

PRODUCT DESCRIPTION:

The C2 Primos, revision 21.0.1DODC2A, is identified as product number 850300 and can
be acquired directly from Prime Computer Corporation. This product includes the Primos
operating system and the auditing facility.

Primos is a general purpose, multiprocessing operating system running on Prime’s 50 series
hardware. The 50 series hardware is a completely upward and downward compatible line of
processors offering advanced architectural features such as virtual memory, process exchange,
dynamic linking, and hardware memory protection. Primos is structured to take advantage
of these architectural features. For example, it supports multiple concurrent processes each
running in its own private virtual address space, controlled procedure sharing, and dynamic
linking. :

Support software for Primos includes an auditing facility, a broad range of high-order lan-
guage compilers, editors, data base products, CAD/CAM products, and other system sup-
port utilities. The auditing facility is made up of four components: an audit collection
facility, an audit reporting facility, an audit file backup facility, and a crash audit recovery
facility.

EVALUATION SUMMARY:

Prime’s Primos operating system revision 21.0.1DODC2A has been evaluated by the National
Computer Security Center (NCSC) against the requirements specified in the Department of
Defense Trusted Computer System Evaluation Criteria, DOD 5200.28-STD. The NCSC has
determined that Primos 21.0.1DODC2A satisfies all of the requirements of the Criteria class
C2.




Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

Prime Computer, Inc.

No Additional Requirements For This Class PRIMOS
Revision 2.1.0.1 DODC2A

No Requirements For This Class

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 24 June 1988
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

For a complete description of how Primos satisfies each Criteria requirement, see Final
Evaluation Report, Prime Computer Corporation, Primos revision 21.0.1DODC2A (Report
No. CSC-EPL-88/009).
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Serial No. CSC-EPL-88/010

EVALUATED PRODUCT: MPE V/E, Release G.03.04

VENDOR: Hewlett Packard Computer Systems Divison
DATE: 5 October 1988

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

The MultiProgramming Executive (MPE) operating system is a disc-based software sys-
tem that supervises all processing and maintains all user interfaces with various versions
of the HP 3000 computer system. MPE provides a single operating environment across a
broad compatible family of systems, provides superior response in I/O-intensive transaction
processing environments, and is easy to use.

MPE is designed so that user capabilities, the account structure, and system security mea-
sures are intertwined. Additional structures provided by MPE include groups, which are
collections of files, and accounts, which are collections of users and groups. Passwords are
assigned for users, and can also be assigned for groups and accounts, but the system can
be operated securely without the use of group and account passwords. Once logged onto a
system, users are restricted in what they can do via capability sets, which can be defined
at the user, group, and account level. These capability sets may restrict users from such
activities as saving files or logging on interactively.

File protection is provided by Access Control Definitions (ACDs). Access Control Definitions
provide discretionary access control to individual objects (files and devices) in terms of users
and modes of access.

MPE provides a system logging facility that can track selected system events, such as job
and session initiation and termination, ACD changes, and process creation. The capability
to audit the actions of one or more users based on individual identity is provided. An audit
reduction tool is provided for generating reports from the system log.

HP Security Monitor is a fully integrated system security program that allows system ad-
ministrators to protect both system resources and sensitive data from unauthorized access.
Building on the strong security of the MPE operating system, it allows improved password
protection via encryption, password aging, and length requirements, stronger audit trails via
increased logging options, and tighter access security as a result of limiting log-on attempts,
requiring terminal passwords and terminating idle sessions. It also provides batch security
features. All features are optional and individually enabled.




EVALUATION SUMMARY:

The security protection provided by MPE V/E, Release G.03.04 has been evaluated by
the National Computer Security Center (NCSC). The security features of MPE V/E were
tested against the requirements specified by the Department of Defense Trusted Computer
System Evaluation Criteria, dated 26 December 1985. The evaluated hardware set includes
the following system processing units: MICRO 3000, MICRO 3000XE, Series 42, Series
42XP /52, Series 48, Series 58, or Series 6x/70.

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

Hewlett Packard Computer Systems
No Additional Requirements For This Class MPE V/E Release G.03.04
With patch AV92

- No Requirements For This Class

@ Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 4 October 1988
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The NCSC evaluation team has determined that the highest class at which MPE V/E Release
G.03.04 satisfies all specified requirements of the Criteria is class C2, Controlled Access Pro-
tection. In addition, MPE V/E satisfies the class Bl requirements for System Architecture,
and the class B3 requirements for Discretionary Access Control. For a complete description
of how MPE V/E satisfies each requirement of the Criteria, see Final Evaluation Report,
Hewlett Packard Computer Systems Division, MPE V/E (Report No. CSC-EPL-88/010).
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Serial No. CSC-EPL-89/001

EVALUATED PRODUCT: AOS/VS revision 7.60 running on a
MV/ECLIPSE series processors.

VENDOR: Data General Corporation

VERSIONS: AQS/VS revision 7.60 The evaluated

MV/ECLIPSE series processors include:
MV /4000, MV /6000, MV /7800 (including
model DC, U, C, DCX, or XP),
MV/8000 (including model II or C),
MV/10000 (including model SX),
MV/15000 (including model8, 10, or 20),
and the MV /20000.

DATE: 6 December 1988

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:
Data General Corporation’s AOS/VS operating system revision 7.60 for the MV/ECLIPSE

32-bit virtual memory-mini computers is a general purpose operating system which provides
both batch and on-line processing in a multi-process, multi-tasking environment. AOS/VS
runs on the entire line of Data General’s MV/ECLIPSE systems, ranging from the MV /2000
to the MV/20000. The MV/20000 supports AOS/VS dual processor instructions.

Programs and data are contained in an addressable unit of variable length memory named
a segment. Segments are safeguarded by a collection of protection mechanisms named rings.
Eight concentric rings provide security for the segments from the AOS/VS operating system
kernel (ring 0, most privileged) to the top segment of user space (ring 7, least privileged). The
MV/ECLIPSE architecture through its ring design provides a firmware implemented gate at
every ring boundary which automatically checks ring crossing calls for proper authorizations.

User authentication is done through username and password verification and an optional
password encryption mechanism is provided. AOS/VS also provides an extensive system
audit trail capability. AOS/VS maintains an access control list for each directory and data
file. It includes the users who can and cannot access files as well as the privileges which allow
the accesses. This type of access control mechanism provides discretionary access control of
code and data in the system.
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The audit trail captures security relevant events such as file accesses, failed log-on attempts,
and process creations and terminations to monitor attempted breaches of system security.
AOS/VS ensures that objects allocated to a process do not contain residual data left from
previous process. Object reuse applies only to those objects with a storage capability in-
cluding: physical pages, physical disk blocks, and dynamic storage allocation.

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
— System Name:

No Requirements For This Class Data General Corportation

No Additional Requirements For This Class AOS/VS
Revision 7.60

[E Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 6 December 1988
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

EVALUATION SUMMARY:

The security protection provided by Data General Corporations’ AOS/VS computing system
has been examined by the National Computer Security Center (NCSC). The Security features
were examined against the requirements specified by the Department of Defense Trusted
Computer System Evaluation Criteria (the Criteria), dated December 1985.

The NCSC evaluation team has determined that the highest class at which the evaluated
computing system could satisfy all the specified requirements of the Criteria is class C2. The
AOS/VS revision 7.60 operating system using the specified hardware and software, configured
and operated in the secure configuration as described in the Trusted Facility Manual, has
been assigned a class C2 rating.
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The NCSC team has also noted that the computing system provides some features and
assurances beyond those required for a class C2 system. These include a Bl evaluated
system architecture, and B3 evaluated discretionary access control.

The figure on the previous page indicates the requirements and corresponding level that the
evaluated AOS/VS computing system satisfies.

A system that has been rated as being a C2 system provides a Trusted computing Base
(TCB) that enforces a discretionary access control mechanism that ensures that individual
users are accountable for their actions through login and auditing procedures. For a complete
description of how the evaluated AOS/VS computing system satisfies each requirement of
the Criteria, see Final Evaluation Report, Data General Corporation AOS/VS (Report No.
CSC-EPL-89/001).




Serial No. CSC-EPL-89/003

EVALUATED PRODUCT: System V/MLS version 1.1.2 running with
UNIX System V Release 3.1.1 on the AT&T
3B2/500 or AT&T 3B2/600 minicomputers.

VENDOR: American Telephone and Telegraph Co. (AT&T)
EVALUATION DATE: 7 September 1989

OVERALL EVALUATION CLASS: B1

PRODUCT DESCRIPTION:

AT&T’s System V/MLS Release 1.1.2 running with UNIX System V Release 3.1.1 (here-
after referred to as System V/MLS) is a multi-level secure version of UNIX ' System V for
the AT&T 3B2/500 and AT&T 3B2/600 minicomputers. System V/MLS is a multi-user,
multi-tasking operating system that can support up to 48 concurrent users on a 3B2/500
and up to 64 concurrent users on a 3B2/600. System V/MLS maintains System V appli-
cation compatibility, is compatible with the System V Interface Definition (SVID), passes
the System V Verification Suite (SVVS), and is source and binary code compatible with
existing programs, provided those programs do not require modifications to the System/V
MLS Trusted Computing Base (TCB) or violate the system security policy.

In addition to using the traditional protection mechanism of the UNIX operating system to
provide discretionary access control, System V/MLS also provides mandatory access control
to limit the distribution of information to only those users who have been authorized for it.
The mandatory security policy is consistent with the Bell-La Padula model and conforms
with DoD policy. System V/MLS provides a flexible labeling scheme that supports up to
255 site selectable hierarchical classification levels and 1024 nonhierarchical categories.

The administrator has the capability to restrict users and login ports to selectable classifi-
cation ranges. A multi-level mail capability allows users to communicate with each other at
classifications defined by the administrator. System V/MLS enforces a security policy that
prevents both the unauthorized declassification of information and unauthorized modifica-
tion of trusted code. The mandatory access controls are implemented in a manner analogous
to the traditional UNIX commands for discretionary access control. Other commands have
been added to allow users to create discretionary groups on the system. Users can change

levels without having to logout. A random password generator implements the algorithms
recommended in the DoD Password Management Guideline, CSC-STD-002-85.

1UNIX is a registered trademark of AT&T
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Audit trail records are generated for security-relevant events and can be analyzed by an
administrator using an audit trail formatter. A trusted path is provided at login time to
ensure that users are communicating with the TCB.

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

. No Requirements For This Class AT&T

No Additional Requirements For This Class System V/MLS
Version 1.1.2

@ Meets or Exceeds the Requirements For This Class

Credit given above the overal! rating recongnizes Evaluation Date: 7 September 1989
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The 630 Multi-Tasking Graphics intelligent terminal (630 MTG), a high-resolution, multi-
window graphics terminal, can be used with System V/MLS to provide the user with seven
windows, each of which can contain information at a different security label. A ”cut and
paste” capability allows the user to simultaneously edit files at different security levels within
the constraints of the enforced security policy.




System V/MLS also provides some features beyond those required for a class Bl system.
These include B2 trusted path, B2 subject sensitivity labels, and B2 device labeling. This
product has also entered the NCSC Rating Maintenance Phase (RAMP).

EVALUATION SUMMARY:

The security protection provided by System V/MLS has been evaluated by the National
Computer Security Center (NCSC) against the requirements specified by the Department of
Defense Trusted Computer System Evaluation Criteria [DOD 5200.28-STD] (the Criteria)
dated December 1985.

The NCSC evaluation team has determined that the highest class at which System V/MLS
satisfies all the specified requirements of the Criteria is class Bl.

The Trusted Computer System Evaluation Summary Chart indicates the requirements and
corresponding level that System V/MLS satisfies. For a complete description of how System
V/MLS saticfies each requirement of the criteria, see Final Evaluation Report, ATET System
V/MLS (report No. CSC-EPL-89/003)
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Serial No. CSC-EPL-89/004

EVALUATED PRODUCT: Unisys OS 1100 Security Release I
VENDOR: Unisys Corporation
EVALUATION DATE: 27 September 1989

OVERALL EVALUATION CLASS: B1

PRODUCT DESCRIPTION:

OS 1100 Security Release I is a general purpose, multiprocessing operating system running
on Unisys 1100/90, System1l, and 2200/200 hardware. These models share a common
architecture which employs a multi-state protection mechanism along with hardware memory
protection. OS 1100 is structured to take advantage of these architectural features. For
example, it supports multiple processes (activities), each running with a private virtual
address space and capable of sharing protected subsystems (common memory banks).

0S 1100 Security Release I supports batch, time-sharing (demand), and transaction pro-
cessing (TIP) modes. The trusted computing base (TCB) of OS 1100 Security Release I
consists of specific releases of the following components: Executive, CMS1100, TELCON,
COMUS, FAS, IRU, UDS, MCB, PERCON, SIMAN, SSP, TLABEL, and DPREP1100.
Communications are provided by Distributed Communications Processors (DCP) and Inte-
grated Communication Processors (ICP) operating as front end processors under control to
CMS 1100 and TELCON. The OS 1100 Executive is the base component and a prerequisite
for the other components. The TCB enforces a mandatory and discretionary security pol-
icy, performs user identification and authentication, clears residue, generates audit trail and
accounting records, and provides a base upon which to build secure application programs.

OS 1100 Security Release I provides isolation of the OS 1100 Executive through the use of
hardware protection mechanisms. Access to OS 1100 subsystems (shared memory banks)
is protected with controlled access to entry points (gates). If access is permitted- to the
entry point, the system switches the security attributes of the process (activity) to those
specified for the subsystem. Activity isolation is achieved by using a hardware and software
architecture which includes a per-activity virtual address space, per-activity stacks, and
architecturally defined activity state changes.

0S 1100 Security Release I provides a mandatory access control policy consistent with the
Bell-LaPadula model. Mandatory access control is based on labeling which supports up to
64 hierarchical levels and 30 categories. An administrator can attach symbolic names to
each level and each category. Additionally, each category may be securely re-defined by an
administrator. OS 1100 requires that all subjects and objects have a mandatory label and
ensures that all accesses to objects conform to the security policy.




Discretionary access control provided by OS 1100 Security Release I is based on access lists
which may be private (default), public, or semi-private (access control record attached).
Access control records specify by whom, when, and how the object may be accessed. 0S
1100 not only provides discretionary access controls available for individual users. Access
may be controlled at a group level as well.

OS 1100 Security Release I provides clearing of residue (object reuse) in registers, main
storage, and mass storage.

Identification and authentication of batch, demand, and TIP users is accomplished by pre-
senting a userid and password to the TCB’s login facility. Identification and authentication
information is stored in a protected database in the OS 1100 file system.

0S 1100 Security Release I provides an auditing facility to ensure user accountability. All
security-relevant events are always audited, not just auditable. This facility includes col-
lection, reduction, backup, and audit data recovery capabilities. The Log Analyzer (LA)
provides audit reduction capabilities including security reports, actions of individual users,
and references to specific objects or object security levels.

OS 1100 also provides the ability to restrict user privileges to those required to perform their
duties. All users (including operators and administrators) are subject to this mechanism.
The system supports a Security Administrator role. This administrator is responsible for
the overall security of the system. Sub- administrators can also be defined to the system.
System operators and administrators are trusted individuals and their interactions with the
system are audited.

OS 1100 Security Release I also provides some features beyond those required for a class
Bl system. These include B2 trusted path, B3 DAC for groups, and B2 trusted facility
management. '

EVALUATION SUMMARY:

The security protection provided by OS 1100 Security Release I has been evaluated by
the National Computer Security Center (NCSC) against the requirements specified by the
Department of Defense Trusted Computer System Evaluation Criteria [DOD 5200.28-STD]
(the Criteria) dated December 1985.

The NCSC evaluation team has determined that the highest class at which OS 1100 Security
Release I satisfies all the specified requirements of the Criteria is class Bl.

The Trusted Computer System Evaluation Summary Chart indicates the requirements and
corresponding level that OS 1100 Security Release I satisfies.

For a complete description of how the OS 1100 operating system satisfies each requirement of

the Criteria, see Final Evaluation Report, UNISYS OS 1100 (Report No. CSC-EPL-89/004).
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Assurance Documentation

D Does Not Satisfy the Requirement For This Class
No Requirements For This Class

No Additional Requirements For This Class

Meets or Exceeds the Requirements For This Class

System Name:

Unisys Corportation
0S 1100
Security Release |

Credit given above the overall rating recongnizes
mechanisms implemented beyond those strictly required

Evaluation Date: 27 September 1989

within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.




Serial No. CSC-EPL-89/005

EVALUATED PRODUCT: VM/SP or VM/SP HPO Conversational
Monitor System (CMS) !
Resource Access Control Facility (RACF)
Directory Maintenance Licensed Program
Product (DIRMAINT)
VMTAPE-MS
Interactive System Productivity Facility (ISPF)

VENDOR: International Business Machines Corporation

VERSION EVALUATED: VM/SP Release 5 VM/SP HPO Release 5
CMS Release 5 RACF Release 1.8.2
DIRMAINT Version 1.4
VMTAPE-MS Release 4.1
ISPF Release 2.2

EVALUATION DATE: 28 September 1989

OVERALL EVALUATIONCLASS: C2

PRODUCT DESCRIPTION:

VM/SP (with or without HPO) with RACF, running on any IBM System/370 processor
and related peripherals that it supports, is a trusted computing system that provides dis-
cretionary access control for all user data and other resources by giving each user a virtual
machine (VM) for the execution of his own process, and by mediating all attempts by users
running in other VMs to access the resources of any VM. Each user also has a dedicated
subset of system DASD, referred to as minidisks, and CP mediates all attempts to access
any minidisk by any VM other than that of the minidisk’s owner.

VM/SP also provides four types of Interprocess Communications (IPC) and enforces dis-
cretionary access control among users of IPC. CMS provides a single-user operating system
within each VM that allows the user access to real and virtual devices and to files on the
user’s own minidisk. Other products, all compatible with Virtual Machine/System Product
Release 5 and included in the evaluation, are described below.

1CMS is shipped by IBM when VM/SP is ordered; it is not a separately purchased product. CMS is
separately installed into the VM/SP system and, in fact, the VM/SP system will operate without CMS
running in any user VM. However, CMS is used by several components of the TCB and, therefore, must be
installed in several of the system VMs.
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Resource Access Control Facility (RACF) is IBM’s strategic facility for providing security
services and support to VM/SP as well as many other IBM products. RACF provides numer-
ous functions and features that greatly enhance an installation’s control over its resources.
RACF’s flexibility and functionality supply a common base for security within many IBM
products. VM/SP with RACF makes available privilege and protection mechanisms to limit
user access to system-controlled structures in physical storage, user-controlled resources in-
cluding virtual spool files and minidisks, and system- controlled devices. The evaluated
product also provides extensive audit capabilities. RACF allows the owner of any resource
to specify, down to the granularity of a single user, who will be allowed access to the resource.
RACF is consulted by CP before allowing any requested access.

ISPF provides a set of menus that are used as an administrative interface to allow appropriate
privileged users to add new users and their minidisks to the system while maintaining the
integrity of the RACF and VM/SP databases of users and resources.

DIRMAINT allows appropriate privileged users to maintain the VM/SP directory of users,
their virtual machine configurations, privileges and options, with the restriction that the
ISPF menus are required to modify database entries for users and minidisks.

VMTAPE-MS maintains a Tape Management Catalog which enforces discretionary access
control over standard-labeled tape volumes, allowing unprivileged users read and write access
to their own tapes while preventing their access to those of others.

Additional system features include the capability to audit all CP commands and DIAGNOSE
functions, all SPOOL functions, and each of the four types of interprocess (inter-virtual
machine) communications; extensive audit reduction capabilities; the ability to support a
different operating system, or a different version of the same operating system, within each
VM and still provide process isolation through a combination of hardware and software
techniques; and the use of trusted subjects, in the form of Service Virtual Machines, to
provide security relevant services in a secure and efficient manner.

EVALUATION SUMMARY:

The security protection provided by VM/SP with RACF has been evaluated by the National
Computer Security Center (NCSC) against the requirements specified by the Department of
Defense Trusted Computer System Evaluation Criteria [DOD 5200.28-STD] (the Criteria)
dated December 1985. '

The NCSC evaluation team has determined that the highest class at which VM/SP with
RACF satisfies all the specified requirements of the Criteria is class C2.

The Trusted Computer System Evaluation Summary Chart below indicates the requirements
and corresponding level that VM /SP with RACF satisfies.
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

No Additional Requirements For This Class VM/SP with RACF

Meets or Exceeds the Requirements For This Class

No Requirements For This Class International Business Machines Corporation

Credit given above the overall rating recongnizes Evaluation Date: 28 September 1989
mechanisms implemented beyond those strictly required

within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The rating given to the evaluated system (viz., C2) is the highest level of the Criteria at
which the system satisfies all the specified requirements. For a complete description of how
VM/SP with RACT satisfies each requirement of the Criteria, see Final Evaluation Report,
International Business Machines Corporation VM/SP with RACF (Report No. CSC-EPL-
89/005). In addition, the Report should also be consulted for the complete lists of evaluated
hardware and software components as well as all the necessary Authorized Program Analysis

Report (APAR) numbers.

To get the exact version evaluated, order the ”C2 Security (US Dept. of Defense) Features.”
the complete list of PUT service applied to each of the products above to create the evaluated

system can be found in the NCSC Final Evaluation Report for this system.
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Serial No. CSC-EPL-90/002

EVALUATED PRODUCT: Multiple Virtual Storage/System Product (MVS/SP)
Job Entry Subsystem 2 (JES2)
Job Entry Subsystem 3 (JES3)
Data Facility Product (DFP)
Resource Access Control Facility (RACF)
Time Sharing Option / Extensions (TSO/E)
Advanced Communications Function / Virtual
Telecommunications Access Method (ACF/VTAM)?
Print Services Facility (PSF)
Enterprise Systems Architecture/370 (ESA/370) 2
(collectively referred to as MVS/ESA) 2

VENDOR: International Business Machines Corporation

VERSION EVALUATED: MVS/SP Version 3 Release 1.3
JES2 Version 3 Release 1.3
JES3 Version 3 Release 1.3
DFP Version 3 Release 1.1
RACF Version 1 Release 9
TSO/E Version 2 Release 1.1
ACF/VTAM ESA Version 3 Release 3
PSF Version 1 Release 3

EVALUATION DATE: 17 September 1990

OVERALL EVALUATION CLASS: B1

PRODUCT DESCRIPTION:

MVS/SP is IBM’s operating system for its computers that offer the Enterprise Systems
Architecture (ESA/370). The system provides generalized facilities that support a wide
variety of usages including concurrent execution of multi-user time-sharing, batch, and real-
time applications.

RACF is IBM’s strategic facility for providing security services and support to MVS/SP.

LACF/VTAM isa registered trademark of the IBM Corporation.
2ESA/370 is a registered trademark of the IBM Corporation.
SMVS/ESA is a registered trademark of the IBM Corporation.




RACF provides numerous functions and features that greatly enhance an installation’s con-
trol over its resources. RACF’s flexibility and functionality supply a common base for security
within many IBM products. MVS/SP with RACF make available privilege and protection
mechanisms to limit user access to system-controlled structures in physical storage, system-
structured volumes and files, and certain devices.

The evaluated software encompasses all other products listed above supplying MVS/SP with
a wide functionality. Furthermore, several MVS/ESA systems may be operated together
within an MVS/ESA JES complex while retaining the overall rating. Eventhough MVS/ESA
has all the features necessary for networking, the Bl rating applies to only those MVS/ESA
systems utilized as stand-alone systems.

MVS/ESA uses resource access control lists to provide discretionary access controls and
maintains a security label for each subject and object by which mandatory access control
decisions are made. Additionally, MVS/ESA provides user identification and authentica-
tion through user IDs and passwords, and individual accountability through its auditing
capability.

The ESA /370 architecture specifies several protection mechanisms. In general, user programs
execute in the problem state while the system programs run in the supervisor state. User
separation is achieved with an extensive memory and address space management. System
programs are further isolated by means of protection keys.

The evaluated software is supported by IBM; processors supporting ESA/370. This product
line ranges from mid-range 4381 computers to 3090 mainframes with six central processors
and six vector facilities. In addition, fifteen models of the 3090 computers may be operated in
certain partitioned configurations while maintaining the security of each system and, hence,
the awarded rating.

EVALUATION SUMMARY:

The security protection provided by MVS/ESA, configured according to the most secure
manner described in the Trusted Facility Manual, has been evaluated by the National Com-
puter Security Center (NCSC) against the requirements specified by the Department of De-
fense Trusted Computer System Evaluation Criteria [DOD 5200.28-STD] dated December
1985.

The NCSC evaluation team has determined that the highest class at which MVS/ESA sat-
isfies all the specified requirements of the Criteria is class Bl. Due to IBM’s decision not
to participate in the Ratings Maintanence process, the NCSC is unable to evaluate future
changes to the system. '
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The figure below indicates the requirements and corresponding level that MVS/ESA satisfies.

Trusted Computer Systemk Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

International Business Machines Corp.
No Additional Requirements For This Class MVS/ESA

H No Requirements For This Class

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 17 September 1980
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The rating given to the evaluated system (viz., B1) is the highest level of the Criteria
at which the system satisfies all the specified requirements. For a complete description
of how MVS/ESA satisfies each requirement of the Criteria, see Final Evaluation Report,
International Business Machines Corporation MVS/ESA (Report No. CSC-EPL-90/002).
In addition, the Report should also be consulted for the complete lists of evaluated hardware
and software components as well as all the necessary PTF numbers.




Serial No: CSC-EPL-90/004

EVALUATED PRODUCT: SVS/0S CAP 1.0
VENDOR: Wang Laboratories, Inc.
EVALUATION DATE: 28 September 1990

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

Wang’s Secure Virtual Storage Operating System with Controlled Access Protection, SVS/0S
CAP 1.0, runs on the Wang VS Product Family, a series of 32-bit super-minicomputers with
a virtual memory system that can support from 512 KB to 32 MB of addressable physical
storage. SVS/OS CAP 1.0 consists of the VS operation system, Release 7.33.36, Enhanced
Security Access Controls (ESAC) Version 2.0, and I/O Device Support Package Version 5.0.

SVS/0S CAP 1.0 is a general-purpose time-sharing system which supports identification and
authentication of users, discretionary access controls, object reuse protection, and auditing.

SVS/0S CAP 1.0 provides isolation of the TCB from users. Process isolation is implemented
through the use of individual process virtual address spaces and hardware memory protection
mechanisms.

User accounts are maintained in a protected system file by the System Administrator. Each
account has a logon ID and a password. SVS/OS CAP 1.0 also provides optional password
control capabilities which include system generated passwords; password expiration; ID by
time and date; enforcing minimum password length; maintaining a password history to
prevent their reuse; and password encryption.

Discretionary access controls (DAC) on files consist of access control lists and file protection
classes which use hierarchical access levels (Write, Read, Execute, and Null). The access
control lists can allow access by, or deny access to, individuals or groups of individuals.

SVS/0S CAP 1.0 provides auditability of all security-relevant events. The SA can select
events to be audited, create log files, and specify log file sizes. The selectivity of events is
based on three categories: system, file, and user. System events are the events auditable for
eery file and user on the system. File events are the auditable events related to a particular
file, or set of files, and user events are the events auditable for a given user ID or set of user
IDs, including operators. The SA is able to select events to be audited through a menu-
driven interface. VS/OS CAP 1.0 allows the SA to produce reports based upon the audit
data. These reports are easy to read and interpret.
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EVALUATION SUMMARY:

The security protection provided by SVS/OS CAP 1.0 has been evaluated by the National
Computer Security Center (NCSC) against the requirements specified by the Department of
Defense Trusted Computer System Evaluation Criteria, (TCSEC), 26 December 1985, DOD
5200.28-STD, and under the provisions of the Rating Maintenance Phase (RAMP). The
evaluated hardware set includes the following CP-types: CP4, CP7, CP8, CP9, Cpl0, and
CP12.

The Trusted Computer System Evaluation Summary Chart on the next page indicates the
requirements and corresponding level that SVS?70S CAP 1.0 satisfies. For a complete descrip-
tion of how SVS/OS CAP 1.0 satisfies each requirement of the TCSEC, see Final Evaluation
Report, Wang Laboratories, Inc., SVS/OS CAP 1.0(Report No. CSC-EPL-90/004).

Trusted Computer System Evaluation Summary Chart
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

E No Requirements For This Class Wang Laboratories. Inc

No Additional Requirements For This Class SVS/OS CAP 1.0

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 28 September 1990
mechanisms implemented beyond those strictly required s

within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.




Serial No. CSC-EPL-91/003

EVALUATED PRODUCT: Trusted XENIX

VENDOR: Trusted Information Systems, Inc. (TIS)
VERSION EVALUATED: Trusted XENIX Version 2.0
EVALUATION DATE: 22 January 1991

OVERALL EVALUATION CLASS: B2

PRODUCT DESCRIPTION:

Trusted XENIX Version 2.0 (Trusted XENIX) ! is a UNIX-like,multi-level secure operating
system for the IBM Personal Computer AT (PC AT), and IBM Personal System/2 (PS/2)
Models 50, 60, 70, 70T, 70P and 80 % . It is a multi-user, multi-tasking system which can
support up to six concurrent users using currently available IBM equipment. Trusted XENIX
contains many functional and security enhancements while maintaining binary compatibility
with programs developed under IBM Personal Computer XENIX versions 1.0 and 2.0.

Trusted XENIX is designed to provide a high level of security for environments requiring
trusted desktop data processing. Trusted XENIX enforces a mandatory security policy based
on the Bell and LaPadula security model. Discretionary access controls include traditional
UNIX 3 protection bits, as well as Access Control Lists. Trusted XENIX performs user
identification and authentication, generates audit trail records, and provides a base upon
which to build secure application programs. Evaluated hardware configurations include a
range of disks, disk controllers, video configurations, and a cartridge tape unit for fast system
back-up and restore.

The system enforces the ”principle of least privilege” (i.e., users should have no more au-
thorization than what is required to perform their functions) for each of the four defined
privileged user roles available in multi-user mode. These privileged users are assigned to
one of the four following roles: System Security Administrator, Secure Operator, Account
Administrator, and Auditor. This separation is supported by strictly limiting privileged
users to predefined operations. In addition, all actions performed by privileged users can be
audited, and the audit log cannot be modified by unprivileged users, the System Security Ad-
ministrator, Secure Operator, or Account Administrator. In addition, there is also a Trusted
System Programmer who is responsible for initial hardware and system configuration. This
role only exists in single-user mode.

IXENIX is a trademark of the Microsoft Corporation.
2IBM, Personal Computer AT and Personal System/2 are registered trademarks of the IBM Corporation.
3UNIX is a registered trademark of AT&T Bell Laboratories, Inc.
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

Trusted information Systems, Inc.
No Additional Requirements For This Class Trusted XENIX Version 2.0

- No Requirements For This Class

D Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 22 January 1991
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

EVALUATION SUMMARY:

The security protection provided by Trusted XENIX, configured according to the most se-
cure manner described in the Trusted Facility Manual, has been evaluated by the National
Computer Security Center (NCSC) against the requirements specified by the Department of

Defense Trusted Computer System Evaluation Criteria [DOD 5200.28-STD] dated December
1985.

The NCSC evaluation team has determined that the highest class at which Trusted XENIX
satisfies all the specified requirements of the Criteria is class B2. In addition, Trusted XENIX
satisfies the functionality of the B3 requirements for DAC, Trusted Path, and Trusted Facility
Management.

For a complete description of how Trusted XENIX satisfies each requirement of the Criteria,
see Final Evaluation Report, Trusted Information Systems’ Trusted XENIX (Report No.
CSC-EPL-91/003). In addition, the report should also be consulted for the complete lists of
evaluated hardware and software components.




Serial No. CSC-EPL-91/004

EVALUATED PRODUCT: Compartmented Mode Workstation Plus (CMW+) !
Version 1.0

VENDOR: SecureWare, Inc.

EVALUATION DATE: 30 January 1991

EVALUATION CLASS: B1

PRODUCT DESCRIPTION:

SecureWare’s Compartmented Mode Workstation Plus (CMW+) Version 1.0 is a multilevel

secure version of Apple Computer’s A/UX 2 Release 1.1 for the Macintosh ITx and Macintosh

Ilcx ® workstations. It incorporates trusted multilevel versions of the X Window System

Version 11, Release 3 (X11R3) and the OSF/Motif Window Manager Version 1.0. CMW+ |
is a general-purpose, multi-tasking operating system with a windowing environment. It

adds the security and functional enhancements required by the Trusted Computer System
Evaluation Criteria (TCSEC) to A/UX, the X Window System * and the OSF/Motif ®

Window Manager.

CMW+ is designed to provide security for environments requiring trusted desktop data pro-
cessing. In addition to providing the traditional user specified access controls (i.e., discre-
tionary access controls) through protection bits, CMW+ provides access control lists, which
provide a more flexible user specified access mechanism, and mandatory access control, to
control the distribution of information protected by the system to only those users who have
been authorized for the information. The mandatory security policy is consistent with the
Bell-La Padula model and conforms with Department of Defense policy. In addition, CMW+
provides an information labeling policy on the information contained in objects. A virtually
unlimited number of classifications and compartments are supported.

CMW+ provides user identification and authentication through usernames and passwords,
and individual accountability through its auditing mechanisms. The authentication features
of CMW+ comply with the guidelines recommended in the DoD Password Management
Guideline, CSC-STD-002-85. The auditing mechanism is controlled from a Motif-based
interface and supports pre and post-selection by user, group, event and sensitivity level
range.

1CMW+ is a trademark of SecureWare, Inc.

2A/UX is a trademark of Apple Computer, Inc.

3 Apple and Macintosh are registered trademarks of Apple Computer, Inc.

“The X Window System is a tradmark of the Massachusetts Institute of Technology
SOSF /Motif and Motif are trademarks of Open Software Foundations, Inc.
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A trusted X server and trusted Motif window manager provide a trusted path mechanism
for login and for performing security-relevant functions. The security policies have been
implemented using X protocol extensions in a binary backwards-compatible manner.

The system supports three separate privileged user roles as defined in the CMWREQs for
maintaining the system: System Administrator, Information System Security Officer (ISSO)
and Operator. Motif-based programs are provided for the System Administrator and ISSO
to enable them to easily administer the audit subsystem, user accounts and the device
subsystem.

CMW+ supplies a privilege mechanism and a number of discrete privileges that may be used
to implement the principle of least privilege. CMW+ also supports configurable command
authorizations on a per user basis to limit access to various commands. CMW+ is delivered
with a number of programs which may be used to reduce the likelihood of data compromise
in the event of a system failure.

CMW+ can transfer data, including all security attribute nformation, to and from other
SewcureWare based systems via removable media. SecureWare has designed CMW+ to be
compatable with many other systems that are available in the marketplace.

EVALUATION SUMMARY

The security protection proveded by SecureWare Compartmented Mode Workstation Plus
(CMW+) operating system running on Apple Macintosh IIx or Ilcx workstations, config-
ured as described in the CMW+ Trusted Facility Manual, has been evaluated against the
requirements specified by the Department of Defense Trusted Computer System Evaluation
Criteria [DoD 5200.28-STD], dated 1985.

The evaluation team has determined that the highest class at which SecureWare CMW+
satisfies all the specified requirements of the Criteria is B1. In addition, SecureWare CMW+
satisfies the funcionality of the B2 requirement for Configuration Management, the B3 re-
quirement for DAC, Trusted Path, Trusted Facility Management, Trusted Recovery, and the
A1 requirement for Trusted Distribution.

In conjunction with the TCSEC evaluation, CMW+ was also evaluated against the Com-
partmented Mode Workstation Requirements of the Security Requirements for Systems High
and Compartmented Mode Workstations. Se the entry in the TCB Extentions List for more
information.

For a complete description of how SecurewWare CMW + satisfies each requirement of the TC-
SEC, se Final Evaluation Report, Secure Ware Inc., CMW+ (Report No. CSC-EPL-91/004).
In additin the report should be consulted for the complete lists of evaluated hardware and
software components.
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

SecureWare Incorporated
No Additional Requirements For This Class Compartmented Mode Workstation Plus

No Requirements For This Class

E Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 30 January 1991
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.
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Serial No. CSC-EPL-84/001

EVALUATED PRODUCT: Resource Access Control Facility (RACF)
VENDOR: International Business Machines, Corp.
VERSIONS: | RACF Version 1 Release 5

DATE: 23 July 1984

OVERALL EVALUATION CLASS: C1

PRODUCT DESCRIPTION

RACF is IBM’s MVS facility that provides controlled access to system resources. RACF
with MVS/370 was the evaluated configuration; however, RACF is also supported under
MVS/XA. RACF is designed to limit access to resources by identifying authorized users and
protected resources, then controlling users’ access to those resources.

RACF also provides the security administrator with the option of default protection on
permanent Direct Access Storage Device (DASD) data sets. RACF provides protection for
data sets resident on DASD, IBM Mass Storage Systems (MSS) and tape volumes. Access
levels of ALTER, CONTROL, UPDATE, READ, and NONE are supported for DASD data
sets. Interfaces between RACF and other IBM products, including Information Management
System (IMS) and Customer Information Control System (CICS), are supported by IBM.

EVALUATION SUMMARY:

The security protection provided by the IBM Resource Access Control Facility (RACF) Ver-
sion 1, Release 5 running with the Multiple Virtual Storage/System Product (MVS/SP)
1.3.2 operating system has been evaluated by the Department of Defense Computer Security
Center (DoDCSC). The security features of RACF/MVS were evaluated against the require-
ments specified by the Department of Defense Trusted Computer System Evaluation Criteria
(the Criteria), dated 15 August 1983.

The DoDCSC evaluation team has determined that the highest class at which RACF/MVS
satisfies all the specified requirements of the Criteria is class C1. Further, RACF /MVS was
found to meet or exceed many of the requirements for class C2.

The overall system integrity level of RACF/MVS is Cl. It appears that RACF/MVS can
evolve to meet the C2 level of the Criteria, however, RACF/MVS can not meet higher levels
of the Criteria without significant modification or reimplementation of a major fraction of
MVS and its supporting subsystems.




At the time of the evaluation, MVS was the only operating system that supported RACF
Version 1 Release 5. The integrity of RACF is dependent upon the integrity of the MVS
system itself.
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Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
System Name:

International Business Machines Corp.
No Additional Requirements For This Class Resource Access Control Facility
Version 1 Release 5

. No Requirements For This Class

EI Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 23 July 1984
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The rating given to the evaluated system (viz., C1) is the highest level of the Criteria at which
the system satisfies all the specified requirements. The "range of feasible use” is intended
to convey the overall system integrity level of the system as it is delivered by the vendor
and indicates that this system could be used in an environment requiring an evaluation
class within this range so long as the missing features are not essential to the operational
capability. For a complete description of how RACF/MVS satisfies each requirement of the
Criteria, see Final Evaluation Report, Resource Access Control Facility (RACF), Version 1,
Release 5 (Report No. CSC-EPL-84/001).
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Serial No. CSC-EPL-84/002

EVALUATED PRODUCT: Access Control Facility 2 (ACF2)
VENDOR: SKK, Inc.

VERSIONS: ACF?2 Release 3.1.3

DATE: 3 August 1984

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION:

The ACF2 security subsystem is designed to provide security for data stored on computer
systems using the IBM MVS or VSI operating systems. ACF?2 provides protection by default
for data sets resident on Direct Access Storage Devices (DASDs), IBM 3850 Mass Storage
System (MSS) and tape volumes. Protection levels of READ, WRITE, ALLOCATE (alloca-
tion, rename, scratch and catalog functions) and EXECUTE-only are supported. Interfaces
between ACF2 and many popular commercial software products are provided by SKK. These
software products include Information Management System (IMS) and Customer Informa-
tion Control System (CICS) by IBM.

EVALUATION SUMMARY:

The security protection provided by SKK’s Access Control Facility 2 (ACF2) Release 3.1.3
running with Multiple Virtual Storage/System Product (MVS/SP) 1.3.3 operating system
has been evaluated by the Department of Defense Computer Security Center (DoDCSC).
The security features of the ACF2/MVS were tested against the requirements specified
by theDepartment of Defense Trusted Computer System Evaluation Criteria (the Criteria),
dated 15 August 1983.

The DoDCSC evaluation team has determined that the highest class at which ACF2 /MVS
satisfies all the specified requirements of the Criteria is class C2.

The overall system integrity level of the ACF2/MVS is C2. ACF2/MVS can not meet higher
levels of the Criteria without significant modification or reimplementation of a major fraction
of MVS and its supporting subsystems.

The evaluation of ACF2 was conducted on the MVS operating system only. The integrity
of ACF2 is dependent upon the integrity of the MVS system itself.




The rating given to the evaluated system (viz., C2) is the highest level of the Criteria at which
the system satisfies all the specified requirements. The "range of feasible use” is intended
to convey the overall system integrity level of the system as it is delivered by the vendor
and indicates that this system could be used in an environment requiring an evaluation
class within this range so long as the missing features are not essential to the operational
capability.
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Security Policy Accountability Assurance Documentation

Does Not Satisfy the Requirement For This Class
» System Name:
No Requirements For This Class SKK

No Additional Requirements For This Class Access Control Facility (ACF2)
0 Release 3.1.3

Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 3 August 1984
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

For a complete description of how ACF2/MVS satisfies each requirement of the Criteria, see
Final Evaluation Report, SKK Access Control Facility 2 (ACF2), Release 3.1.3 (Report No.
CSC-EPL-84/002).
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Serial No. CSC-EPL-85/002

EVALUATED PRODUCT: TOP SECRET
VENDOR: CGA Software Products Group, Inc.
VERSIONS: Version 3.0 Level 163 with

Feature Option #43
DATE: 2 April 1985

OVERALL EVALUATION CLASS: C2

PRODUCT DESCRIPTION

TOP SECRET is an add-on security package developed by CGA Software Products Group,
Inc. for IBM’s Multiple Virtual Storage (MVS) operating system. TOP SECRET provides
default protection of system facilities, data sets resident on DASD devices, and DASD and
tape volumes. TOP SECRET also provides the capability for decentralized access control
through several layers of security administration, extensive audit features (both on-line and

batch), and the capability to gradually implement the security provided by the TOP SE-
CRET package.

Interfaces between TOP SECRET and many commercial software products are provided
by CGA. These include: Information Management System (IMS), Customer Information
Control System (CICS), ROSCOE, COMPLETE, TSO, IDMS, PANVALET, and others.

EVALUATION SUMMARY:

TOP SECRET Version 3.0 Level 163 running with IBM’s Multiple Virtual Storage/System
Product (MVS/SP) operating system has been evaluated by the Department of Defense
Computer Security Center (DoDCSC). The security provided by TOP SECRET was eval-
uated against the requirements specified in the Department of Defense Trusted Computer
System Ewvaluation Criteria (the Criteria) dated 15 August 1983.

The DoDCSC’s evaluation team has determined that the highest class for which TOP SE-
CRET Version 3.0 satisfies all the requirements of the Criteria is class C2. Note that this
rating is applicable only to TOP SECRET configured as detailed in the final evaluation re-
port. TOP SECRET does not satisfy the requirements for any of the B levels as it does not
provide labelling capabilities and thus does not possess a mandatory access control mecha-
nism.

A class B1 rating is considered attainable but would require a significant amount of work to
implement the necessary mechanisms. TOP SECRET could not, however, evolve to a class
higher than B1 without a major reimplementation of the majority of the MVS operating
system and its subsystems. '




At the time of the evaluation, TOP SECRET Version 3.0 ran only with the MVS operating
system. The overall integrity of the TOP SECRET package is directly dependent upon the
integrity of the MVS system itself.

Trusted Computer System Evaluation Summary Chart

Security Policy Accountability Assurance Documentation

D Does Not Satisfy the Requirement For This Class
- System Name:

No Requirements For This Class CGA Software Products Group, Inc.
No Additional Requirements For This Class TOP SECRET
Version 3.0

@ Meets or Exceeds the Requirements For This Class

Credit given above the overall rating recongnizes Evaluation Date: 2 April 1985
mechanisms implemented beyond those strictly required
within the assigned rating class. Security testing was not
conducted above the rated level, and the reader should
not infer any assurance above this level.

The figure above indicates the requirements and corresponding level that TOP SECRET /MVS
satisfies. The rating given to the evaluated system (viz., C2) is the highest level of the Crite-

ria at which the system satisfies all the specified requirements. The "range of feasible use”

is intended to convey the overall system integrity level of the system as it is delivered by

the vendor and indicates that this system could be used in an environment requiring an

evaluation class within this range so long as the n{issing features, if any, are not essential to

the operational capability. For a complete description of how TOP SECRET /MVS satisfies

each requirement of the Criteria, see Final Evaluation Report, TOP SECRET Version 3.0

(Report No. CSC-EPL-85/002). B
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Serial No. CSC-EPL-86/001

EVALUATED PRODUCT: Gordian Systems Access Key
VENDOR: Gordian Systems Incorporated
VERSIONS: A.00

DATE: 7 April 1986

PRODUCT DESCRIPTION

The Gordian Systems Access Key product is a user authentication mechanism for use with
computer systems that either lack a user authentication capability or require additional
authentication assurance. The Access Key product is a ”challenge/response” device. After a
user has identified himself to the host system, the Access Key system ”challenges” the user by
flashing a stimulus on the terminal screen and waits for the user to enter the proper password
»response”. The user attains the correct password by holding the Access Key device to the
termina) screen and allowing it to read and decrypt the visual challenge. The Access Key
device returns the appropriate six-character password on its LCD display. The Access Key
system consists of the domino-sized Access Key, software that is integrated with the host
system, and a ”Key Cutter” device that initializes each Key with a unique encryption profile.

EVALUATION SUMMARY:

The Gordian Systems Access Key product has been evaluated against the user authentication
requirements specified by the Department of Defense T rusted Computer System Evaluation
Criteria, dated 15 August 1983. The NCSC evaluation team has determined that the Access
Key system is an effective user authentication mechanism. It can provide a user authenti-
cation capability for computer security architectures that lack such a feature. In addition,
authentication assurance could be enhanced by coupling the Access Key System with an
existing authentication scheme.

The product satisfies vendor claims regarding its effective use as described in the Gordian
Systems Access Management Brochure, August 1985. The product is able to uniquely iden-
tify each user, but it does not provide protection for the host-resident user authentication
data. The Access Key documentation clearly states that the product is intended for inte-
gration with a security system that can restrict access to the Access Key software and data
residing on the host. The functional integrity of the Access Key system depends upon the
degree of protection the host provides to this software and data.




Serial No. CSC-EPL-86/002

EVALUATED PRODUCT: CPP-300 Trusted Path Port Protector
VENDOR: Codercard Incorporated
VERSIONS: 1 August 1985

DATE: 7 April 1986

PRODUCT DESCRIPTION

The Codercard Trusted Path Port Protector is a user authentication mechanism for use
with computer systems that either lack a user authentication capability or require addi-
tional authentication assurance. It is designed to operate in pairs, and to protect a single
asynchronous communications path between computers or equivalent devices such as termi-
nals. In order for the authentication to be successful, the Codercard Reader at each end of
the communication line exchanges a series of random numbers with the Codercard at the
other end. In this way, a two-way challenge and response authentication is accomplished.
Only after exchanges have been completed successfully in both directions is access to the
communication line granted.

EVALUATION SUMMARY:

The Codercard Trusted Path Port Protector has been evaluated against the user authentica-
tion requirements specified by the Department of Defense Trusted Computer System Evalu-
ation Criteria, dated 15 August 1983. The NCSC evaluation team has determined that the
Trusted Path Port Protector is an effective user authentication mechanism. The CPP-300
is not intended to encrypt data that goes over communication links but merely to generate
pseudo random numbers and perform a handshaking protocol that authenticates the identity
of both ends of the communication link. Thus it is not intended to provide any protection
against eavesdropping. In addition, the CPP-300 does not provide the assurance that users
are communicating with the trusted software on the host computer system. However, it does
assure the user that he is communicating with the correct host system’s CPP-300, and that
the user accessing the system has a valid Codercard. The evaluation team recommends the
CPP-300 as another barrier to deny unauthorized users access to a computer system rather
than as a replacement for other identification and authentication mechanisms.
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Serial No. CSC-EPL-86/005

EVALUATED PRODUCT: Watchdog PC Data Security
VENDOR: Fischer International
VERSIONS: 4.1

DATE: 24 October 1986

PRODUCT DESCRIPTION

Watchdog is an IBM PC/XT or compatible software package which provides user access
control to programs and files (discretionary access control), user logon procedures (identi-
fication and authentication), user auditing (audit), and object reuse. In addition to these
highly desirable security features, Watchdog also provides some protection against unautho-
rized attempts to either accidentally or maliciously format or access the data stored on the
fixed disk. Watchdog provides additional data protection by encrypting stored information.

EVALUATION SUMMARY:

The Watchdog PC Data Security Product has been evaluated against the user identification
and authentication, discretionary access control, object reuse, and audit requirements spec-

ified by the Department of Defense Trusted Computer System Evaluation Criteria dated 15
August 1983.

The NCSC evaluation team has determined that the Watchdog PC Data Security prod-
uct, when configured as tested, does effectively implement these mechanisms. This product
maintains user identification and authentication by requiring each user to enter a proper user
ID and password prior to gaining access to the computer. Watchdog also mediates access
between users and protected files. Users are only allowed to access (i.e., read, read/write, or
create) those files for which access permissions have been specifically granted by the System
Administrator.

In the process of mediating user access, this product maintains an audit record of users
actions (e.g., user attempts to access protected files - both success and failure, user logon,
user logoff, etc.). Watchdog also modifies the last user work space such that the next user
will not be able to recover any of the first user’s data.The evaluation team has determined
that these security features can be maintained only if the general user is prevented from
modifying Watchdog’s operating code. Therefore, the system administrator must ensure
that the application programs run by the users do not allow the user direct access to the
IBM DOS operating system (e.g., programs which can be used to modify system code; DOS
commands, compilers, assemblers, etc.).
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Serial No. CSC-EPL-86/006

EVALUATED PRODUCT: Sytek PFX A2000/A2100 (PFX Passport)
VENDOR: Sytek, Inc.
DATE: 19 November 1986

PRODUCT DESCRIPTION

The Sytek PFX (model numbers A2000 or A2100) in conjunction with the PFX Passport
is intended to serve as a user authentication mechanism for use with a wide range of host
architectures. The Sytek PFX A2000 which runs on a PC/AT (or compatible), and the Sytek
PFX A2100 which runs on a PC, PC/XT and PC/AT computers were both evaluated by
the National Computer Security Center. Each of these systems consists of a microcomputer
(IBM PC/AT or compatible), associated software, and a handheld Passport device. For use,
a system user enters his personal identification number into the Passport. He then enters his
login identification to the host system which prompts him with a seven digit challenge and
waits for a response. This challenge is entered into the Passport device which combines it
with seed information producing a seven digit response. The user then enters this response
to the host machine which allows him to proceed if the challenge response is equivalent to
the one generated by the PFX A2000 system.

EVALUATION SUMMARY:

The PFX A2000 and A2100 were evaluated by the National Computer Security Center under
the Center’s Computer Security Sub-System evaluation program. Since they were a security
sub-system, rather than a complete computer system, they were not evaluated against an
entire class in the Department of Defense Trusted Computer System Evaluation Criteria,
dated 15 August 1983. Rather, they were assessed as to how well they performed User
Authentication and Audit.

The evaluation team has determined that the PFX A2000 and A2100 provide a useful and
effective user authentication mechanism. They can provide user authentication for computer
systems lacking such a feature or, by using it in conjunction with an existing authentication
mechanism, can enhance authentication assurance. A small number of host system subrou-
tines must be written to facilitate communication between the host and the PFX A2000
server. Therefore, special care must be taken to ensure that the host system incorporates
some security mechanism to restrict users from rerouting the requests from the host machine
to the server.
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Serial No. CSC-EPL-87/001

EVALUATED PRODUCT: Access Control Encryption (ACE) System
VENDOR: Security Dynamics, Inc.

VERSIONS: 1986, 16 port hardware version

DATE: 31 March 1987

PRODUCT DESCRIPTION

The Security Dynamics’ ACE system can be an effective addition to security in a wide
variety of computer environments. ACE is an integrated hardware/software package which
provides user identification and authentication (I&A), trusted path to host, and audit on I&A
mechanisms for a host computer system. It is comprised of two distinct components. The
first, the Access Control Module (ACM), is a stand-alone device that is installed such that all
communication channels to the host system must pass through its protection mechanisms.
ACE’s stand-alone design provides basic security mechanisms to computer systems that
implement no security mechanisms of their own. The second component is the SecurID card
which every user must possess in order to identify himself to the ACM.

EVALUATION SUMMARY:

The ACE system has been evaluated by the National Computer Security Center (NCSC)
under the Computer Security Sub-system evaluation program. Since ACE is considered to be
a security sub-system rather than being a complete computer system, it was evaluated against
a relevant subset of the requirements from the Department of Defense Trusted Computer
System Evaluation Criteria, dated 26 December 1985. The subset for this product includes
I&A, trusted path, and audit for I&A. The NCSC evaluation team has determined that the
ACE system, when configured as tested, does effectively implement these mechanisms. This
product maintains I&A by denying access to the host system until the user has provided a
correct passcode. The ACE system provides trusted path by effectively identifying itself to
the user before requiring any authentication data to be input. All attempts to access the
ACM, or the host via the ACM, are audited by the ACE system. The ACE audit reports
are complete and detailed.




Serial No. CSC-EPL-87/002

EVALUATED PRODUCT: SafeWord UNIX-Safe
VENDOR: Enigma Logic, Inc.
VERSION: 3.1

DATE: 30 June 1987

PRODUCT DESCRIPTION

SafeWord UNIX-Safe (SafeWord) is a software package which, when running under the
XENIX operating system, provides an Identification and Authentication (I&A) mechanism
for users, and auditing of this mechanism (audit). The security mechanisms can be used ei-
ther independently or as supplements to those already provided by the underlying operating
system. The I&A mechanism requires that each user first provide a user identifier (ID). This
ID is used by SafeWord to generate a challenge for the user. The user must first enter his
personal identification number and then the challenge into a small, hand-held pseudo-random
number-generating device. In return, the hand-held device generates a response with which
the user may then complete the login sequence to the host system.

EVALUATION SUMMARY:

SafeWord UNIX-Safe has been evaluated by the National Computer Security Center (NCSC)
under the Computer Security Sub-system evaluation program. Since SafeWord is considered
to be a security sub-system rather than a complete trusted computer system, it was evaluated
against a relevant subset of the requirements in the Department of Defense Trusted Computer
System Evaluation Criteria, dated December 1985. The subset for this product includes I&A
and audit for the I&A.

The NCSC evaluation team has determined that SafeWord, when configured as tested, does
effectively implement these mechanisms. This product maintains I&A by denying access
to the host system until the user has provided an appropriate ID and the correct response
to the subsequently issued challenge. All attempts to log in to the system are audited by
SafeWord. The audit reports are complete and detailed.
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Serial No. CSC-EPL-87/004

EVALUATED PRODUCT: Sentinel Security System
VENDOR: Computer Security Corporation
VERSIONS: 3.13

DATE: 13 July 1987

PRODUCT DESCRIPTION

Triad Plus is an add-on security product which, when implemented on any IBM PC/XT or
PC/AT configured as tested, provides user Identification and Authorization (I&A), Discre-
tionary Access Control (DAC) on objects, DAC on system resources (RAC), Object Reuse,
and Audit mechanisms. Once a user has logged onto the workstation, these mechanisms are
essentially transparent. Unless the user attempts to exceed his defined privileges, the only
noticeable difference is a slight degradation in workstation performance.

Triad Plus is comprised of an expansion board, personal identification tokens, and some
supporting software utilities. The expansion board itself provides all of the security mecha-
nisms. These mechanisms are used in conjunction with a personal identification token which
is used to provide a physical element in the authentication process. The software utilities
are provided for the convenience of users. However, some utilities are privileged; only a
workstation administrator may use them.

Triad Plus uses an intricate memory management scheme, referred to as the Controlled
Access Mechanism (CAM), to protect the resources on its expansion board. The CAM
disallows random access to the information on the board by only allowing access through
specific controlled entry points within the workstation’s address space.

EVALUATION SUMMARY:

Triad Plus has been evaluated by the National Computer Security Center (NCSC) under
the Computer Security Sub-system evaluation program. Since Triad Plus is considered to
be a security sub-system rather than a complete trusted computer system, it was evaluated
against a relevant subset of the requirements in the Department of Defense Trusted Computer
System Evaluation Criteria (TCSEC), dated December 1985. The subset for this product
includes I&A, DAC, Object Reuse, and Audit. In addition to the TCSEC features, Triad
Plus was found to effectively implement a technology, referred to as the CAM.

The NCSC evaluation team has determined that Triad Plus is capable of applying these
security features to any IBM PC/XT OR PC/AT. Users are required to properly identify
and authenticate themselves before any access to the workstation is allowed and, after being
properly authenticated, workstation activity is controlled and monitored by the Triad Plus
expansion board.




Serial No. CSC-EPL-87/008

EVALUATED PRODUCT: SureKey
VENDOR: Key Concepts, Inc.
DATE: 4 September 1987

PRODUCT DESCRIPTION

SureKey is a user authentication mechanism for use with the IBM PC/XT series computers.
The SureKey system consists of a plug-in card which is inserted into the BASIC ROM
socket on a mother board of an IBM PC/XT (i.e., it does not occupy a bus expansion slot).
SureKey authenticates potential users by requiring each user to enter a valid password prior
to granting access to the system. The SureKey administrator, after password authentication,
can assign the system administrator password and up to five user passwords through the use
of administrator menus. These passwords are from three to eight alpha-numeric characters.

SureKey also provides a method with which an authenticated user can lock the system
keyboard.

EVALUATION SUMMARY:

The SureKey system has been evaluated by the National Computer Security Center (NCSC)
under the Computer Security Subsystem evaluation program. Since SureKey is considered
to be a security subsystem rather than being a complete computer system, it was evaluated
against a relevant subset of the requirements from the Department of Defense Trusted Com-
puter System Evaluation Criteria (Criteria), date December 1985. SureKey was assessed as
to how well it performs user authentication. The evaluation team has determined that the
SureKey system, when configured as tested, provides some user authentication for an IBM
PC/XT. The SureKey system does not fully implement the identification and authentica-
tion requirement as stated in the Criteria, in that it only authenticates a user but does not
perform user identification.
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Serial No. CSC-EPL-88/001

EVALUATED PRODUCT: IDX-50

VENDOR: IDENTIX Corporation
VERSIONS: Version 7

DATE: 1 February 1988

PRODUCT DESCRIPTION

IDX-50 is a security product which uses biometrics to provide user authentication to a host
computer. IDX-50 supplies the information based on a comparison made between a user’s
fingerprint and a record, stored on a smart card, which represents the user’s fingerprint. The
result of this comparison (either confirmed or denied) is sent to the host system. The IDX-50
is comprised of a stand-alone terminal and a smart card for every user of the system.

EVALUATION SUMMARY:

IDX-50 is a security product which uses biometrics to provide user authentication to a host
computer. IDX-50 supplies the information based on a comparison made between a user’s
fingerprint and a record, stored on a smart card, which represents the user’s fingerprint. The
result of this comparison (either confirmed or denied) is sent to the host system. The IDX-50
is comprised of a stand-alone terminal and a smart card for every user of the system. IDX-50
Version 7 has been evaluated by the National Computer Security Center (NCSC) under the
Computer Security Sub-system evaluation program. IDX-50 is considered to be a security
sub-system rather than a complete trusted computer system. Therefore, it was evaluated
against a relevant subset of the requirements in the Department of Defense Trusted Computer
System Evaluation Criteria, dated December 1985. Specifically, the features included in this
evaluation were Identification and Authentication (I&A) and audit of the I&A.

The NCSC evaluation team has determined that the IDX-50 can apply these features to any
host system which provides the ability to accept I1&A information from the IDX-50 terminal.
The host must be able to make access decision based on the information. The host software
which provides these features must be protected from modification by users. The IDX-50
does not include any host software.




Serial No. CSC-EPL-88/002

EVALUATED PRODUCT: Cortana Personal Computer Security System
VENDOR: Cortana Systems Corporation

VERSION: 1.21

DATE: 18 February 1988

PRODUCT DESCRIPTION

The Cortana Systems Corporation, Cortana Personal Computer Security System Version
1.21 is an IBM PC/XT, PC/AT, and compatible hardware and software package which pro-
vides user access control to programs and files (Discretionary Access Control), user logon
procedures (Identification and Authentication), user auditing (Audit), and secure realloca-
tion of memory (Object Reuse). In addition to these highly desirable security features, the
Cortana Personal Computer Security System also provides protection against unauthorized
DOS function and procedure calls.

EVALUATION SUMMARY:

The Cortana Personal Computer Security System product has been evaluated against the
user identification and authentication, discretionary access control, object reuse, and audit
requirements specified by the Department of Defense Trusted Computer System Evaluation
Criteria, dated December 1985. The National Computer Security Center (NCSC) evaluation
team has determined that the Cortana Personal Computer Security System, when configured
as tested, may implement these mechanisms.

This product maintains user identification and authentication by requiring each user to
enter a proper user ID and password before gaining access to the computer. It also mediates
access between users and protected files. Users are only allowed to access (i.e., read, write,
delete) those files for which access permissions have been specifically granted by the System
Administrator. In the process of mediating user access, this product maintains an audit
record of user actions (e.g., user attempts to access protected files - both successes and
failures, user logon, user logoff, etc.). It also modifies the last user work space, such that the
next user will not be able to recover any of the first user’s data.

The evaluation team has determined that these security features can be maintained only
if the general user is prevented from modifying the system operating code. Therefore, the
System Administrator must ensure that the application programs run by the users do not
allow direct access to the IBM BIOS (e.g., programs which can be used to modify system
code, compilers, assemblers, etc.).
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Serial No. CSC-EPL-88/004

EVALUATED PRODUCT: DPS-800/12
VENDOR: Spectrum Manufacturing Inc.
DATE: 2 MAY 1988

PRODUCT DESCRIPTION

This product is intended to provide protection for computer systems with RS-232 commu-
nication ports. The product consists of a DPS-800/12 unit and optional UV-1’s for users.
The DPS-800/12 connects between the host and its modems.

Without UV-1’s, users can gain access to the host system by entering their DPS-800/12
passwords. At which point, the host’s own logon sequence may be executed.

When the optional UV-1’s are included in the configured system, users connect the unit
between their terminal and external modem. Depending on the type of UV-1, the DPS-
800/12 will operate in either an asynchronous or synchronous mode. In the asynchronous
mode, users enter a password and after it is verified, a control sequence is generated by
the UV-1 before access will be granted to the host system. In the synchronous mode, only
the control sequence is required to gain access. The DPS-800/12 also provides auditing
capabilities.

EVALUATION SUMMARY:

The DPS-800/12 is a considered to be a sub-system rather than a trusted computer system,;
therefore it was evaluated against a relevant subset of the requirements from the Depart-
ment of Defense Trusted Computer System Evaluation Criteria (TCSEC). The subset of the
TCSEC that applies to DPS-800/12 included Identification & Authentication and audit.

The DPS-800/12 provides some security functionality when operating in the asynchronous
mode. In this mode, it was determined that the DPS-800/12 was able to identify and
authenticate users prior to giving them access to a host system. All additional features (e.g.
port and time restrictions) performed as claimed.

The synchronous mode of operation was not evaluated since this mode failed to meet the
minimum requirements of the TCSEC for 1&A.

The DPS-800/12 recorded auditable events as claimed. However, proper administration of
passwords is required to maintain individual accountability because multiple passwords can
be assigned to the same UV-1 and its identifying serial number appears in the audit log.




Serial No. CSC-EPL-88/005

EVALUATED PRODUCT: DIALBACK
VENDOR: Clyde Digital Systems
VERSION: 1.5

DATE: 29 August 1988

PRODUCT DESCRIPTION

The Clyde Digital Systems, DIALBACK, Version 1.5 is an add-on security product which is
designed to provide user authentication for any VAX/VMS system by providing the capa-
bility to redial users at their pre-assigned telephone number. It consists of several software
utilities that are designed to provide the security mechanisms. These utilities attempt to
provide the ability to control dial-in lines and include database management utilities that
configure the product. When DIALBACK is installed, these utilities are copied to the VMS
system. Once there, they must be protected through the use of VMS security mechanisms.

EVALUATION SUMMARY:

Since DIALBACK is a security sub-system rather than a complete system, it was not eval-
uated against an entire class in the Department of Defense Trusted Computer System FEwval-
uation Criteria, dated December 1985. Rather, it was assessed as to how well it performs
user authentication and audit of dial-in events.

The evaluation team has determined that DIALBACK is a useful, effective authentication
mechanism when configured as specified in the evaluation report and “Appendix A” of the

DIALBACK Reference Manual.

Precaution must be taken in the administration of call-back security systems because they
rely on the proper operation of generally unsecure telephone systems. Administrators of
call-back security systems must therefore take great care in setting up such a system so
that they do not create a situation that instills a false sense of security. The DIALBACK
documentation, specifically “Appendix A”, does an excellent job of pointing out the necessary
precautions that must be taken in order to secure such a system.
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Serial No. CSC-EPL-88/006

EVALUATED PRODUCT: Citadel Security Subsystem
VENDOR: . Computer Security Corporation
VERSION: 4.0

DATE: August 30, 1988

PRODUCT DESCRIPTION

Citadel is a software security product that provides additional protection to the IBM PC (XT
and AT) and fully compatible machines. Citadel provides Identification and Authentication
(I&A) mechanisms, Discretionary Access Control (DAC) of files, and an Audit Trail to
maintain a record of users and their actions. I&A consists of a user entering a valid ID and
a corresponding password. The user is capable of changing this password should he desire
to and the Central Administrator (CA) can mandate the length of time that the password
remains valid. DAC allows the CA to control who has access to what files. The audit trail
contains a record of illegal login attempts, file accesses, changes to passwords, etc. This

version was installed and tested on an IBM AT, whereas the previous version was tested on
an IBM XT.

EVALUATION SUMMARY:

Citadel, being a subsystem rather than a full computer system, can not be given a rating
according to the Department of Defense Trusted Computer System Evaluation Criteria (Cri-
teria), and can only be evaluated on a relevant subset of the requirements for the trusted
computer system. The I&A functioned properly requiring a user ID and a valid password.
Also, the system crashed when five consecutive illegal password attempts were made. The
Discretionary Access Control functioned properly also in that the CA could set protection
on files and assign access rights to certain users. These files were protected through file
groups and/or departments. If the user had access to the given file group or department,
then he/she could obtain the files within these groups. The audit log functioned properly
in that file access attempts, illegal login attempts, and changes to passwords are recorded.
These entries consist of the user name and number, and in the case of file access attempts,
the file group and/or the department number. This file, the audit file, is a hidden file and
therefore can’t be tampered with by users. The CA should clean up the file when the need
arises.




Serial No. CSC-EPL-88/007

EVALUATED PRODUCT: Private Access
VENDOR: Computer Accessories, Inc.
VERSION EVALUATED: Model 120

DATE: June 7, 1988

PRODUCT DESCRIPTION

Private Access is a stand-alone device whose security mechanisms protect against electronic
tampering as long as the system passwords remain guarded. This product provides the
remote user of a single-state host microprocessor with Identification and Authentication
(I1&A), an audit of I&A, various time of access capabilities and a limited amount of access to
the host computer. Greater remote access can be gained by use of software packages which
are not provided by the vendor. Up to 100 different user ID/password combinations can
be utilized. The company provides a very thorough operator’s manual which describes the
security administrator and standard user’s capabilities.

EVALUATION SUMMARY:

Private Access Model L20 has been evaluated by the National Computer Security Center
(NCSC). Private Access is considered to be a security sub-system, rather than a complete
trusted computer system. It was evaluated against the relevant subset of the security re-
quirements in the Department Of Defense Trusted Computer System Evaluation Criteria,
dated December 1985. The subset used for this product consisted of identification and au-
thentication (I&A).

The NCSC evaluation team has determined that Private Access, Model L20 when connected
between a modem and a host Personal Computer by RS-232C configured cables performs

I&A and audit of I&A for the remote host.

Overall, Private Access can protect one Personal Computer from unauthorized access over a
single telephone line. However, because this is a sub-system, it is not capable of protecting
information with such assurance that classified information may be maintained on a system
protected only by this system. Neither may Private Access be used to upgrade the protection
offered by other complete security systems for the sole purpose of adding the ability to store
or process classified material. Private Access may be added on to other protection devices
to add another layer of security but in no way may be used as justification for processing
classified material.
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Serial No. CSC-EPL-88/008

EVALUATED PRODUCT: X-LOCK 50
VENDOR: Infosafe Corporation
VERSION: 2.00

DATE: 12 September 1988

PRODUCT DESCRIPTION

X-LOCK 50 is an add-on security product which, when implemented on any IBM PC/XT or
PC/AT configured as tested, provides user Identification and Authorization (I&A), a limited
form of Discretionary Access Control (DAC), and a limited form of Object Reuse (OR). Once
a user has logged onto the workstation, these mechanisms are essentially transparent. If the
user attempts to exceed his defined privileges, the request for additional privileges will be
denied.

X-LOCK 50 is comprised of an expansion board, some supporting software utilities, and an
external cover lock. The expansion board includes the firmware which controls access to
the computer and its disk drive resources, and the necessary hardware to store account and
system information. The software provides programs which perform account management,
and secure information erasure, and other additional functions.

EVALUATION SUMMARY:

X-LOCK 50 has been evaluated by the National Computer Security Center (NCSC). X-
LOCK 50 is considered to be a security sub-system rather than a complete trusted computer
system. Therefore it was evaluated against a relevant subset of the requirements from the De-
partment of Defense Trusted Computer System Evaluation Criteria (TCSEC), dated Decem-
ber 1985. The features included in this evaluation where Identification and Authentication,
a limited form of Discretionary Acess Control, and a limited form of Object Reuse.

The NCSC evaluation team has determined that X-LOCK 50, when configured as tested
is capable of applying these security features on an IBM PC/XT and a PC/AT. I&A is
maintained on the protected computer by requiring that users enter a valid user identification
(ID) and password prior to gaining access to the system. The discretionary access control
is implemented on a limited scale by allowing or denying an individual user access to the
system or hard disk. Privileges assigned to users are determined by the superuser, (the
system security administrator) when user accounts are being established. Object reuse,
which is implemented at the user’s discretion, only writes over specified files and does not
take into consideration other locations (e.g., memory buffers) which could contain residual
data.




Serial No. CSC-EPL-89/002

EVALUATED PRODUCT: INX 4400/USM
VENDOR: Infotron
VERSION: 12A.2

DATE: 6 June 1989

OVERALL EVALUATION CLASS: I&A/D

PRODUCT DESCRIPTION

The Infotron Intelligent Network Exchange with the User Security Module option (INX4400/USM)
is a high capacity digital data switching system (front-end connection switch) that handles
asynchronous and synchronous data transmissions. It uses distributed logic and master-
slave hierarchy to transfer data and contol signals between devices that interface with the
INX4400/USM. The INX4400/USM interfaces conform to EIA R$S232C (CCITT V.24/V.28),

and CCITT V.11 and V.35 standards. The INX4400/USM can include up to 4000 I/O in-
terfaces and can consist of 64 nodes. Because the USM solely interacts with asyncronous
devices, this evaluation only addresses asynchronous data transmissions.

The INX4400/USM system software is a menu driven program executing from dual mi-
cro floppy drive. The program controls channel configuration, provides security features
for access to the system console, provides access to the various menus, monitors selected
events, and enables the USM. The USM is a security option of the INX4400. It allows an
administrator to assign ID’s, passwords, and Destinations Access Group (DAG) codes to

users. This option, in conjunction with the system software, provides the Identification and
Authentication (I&A).

EVALUATION SUMMARY:

The security protection provided by the INX4400/USM described in the INX4400 Opera-
tion Manual (part number 950067, dated February 1988) has been evaluated by the National
Computer Security Center (NCSC). The security features of the INX4400/USM were evalu-
ated against the requirements specified by the Computer Security Subsystem Interpretation
of the DoD Trusted Computer System Evaluation Criteria (CSSI) dated September 1988.

An I&A subsystem requires users to identify themselves to it before they perform any actions.
A subsystem rated as an I&A /D2 system must provide a unique identity for each individual
user and the authentication needed to provide accountability for controlled access to the
protected system, export user identification to the protected system (host), and an auditing
mechanism to log security relevant I&A events.
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The INX4400/USM does provide individual user I&A and an event log, but the INX4400/USM
does not export any user identification to the host(s).

The INX4400/USM meets several I&A /D1 requirements, but a product must meet all the
requirements of a given class to be given that class rating. Consequently, the INX4400/USM
receives a I&A /D rating.




Serial No. CSC-EPL-89/006

EVALUATED PRODUCT: Tigersafe
VENDOR: The ALC Group
VERSION: 3.03.1
EVALUATION DATE: 21 September 1989

OVERALL EVALUATION CLASS:  I&A /D
OR /D

PRODUCT DESCRIPTION

The Tigersafe is a hardware board and software combination that does Identification &
Authentication and Object Reuse. The user plugs the hardware board into any 16 bit slot
on the IBM PC/XT/AT or compatible and installs the software utilities with the provided
installation program. The board asserts control, once loaded, by modifying the interrupt
vector table. Tigersafe invokes its own code that controls the terminal and keyboard. The
net result is a password banner to which all users must correctly respond to access the
utilities of the machine.

The software utilities provide functional control of the Tigersafe environment along with
object reuse and minimal auditing. Tigersafe provides Master Administrator utilities that
customize the Tigersafe system parameters, initialize users, and set passwords. Additionally,
the Master Utilities manage user access to the hardware resources (hard disk, disk drive,
parallel port, serial port, communications port, etc.), and configuration of the audit tool.
Usage of the Master Administrator utilities requires an additional authentication step. There
are other utilities for users that allow them to change their password, to customize the banner
and to invoke the password banner during normal operation, all with authorization checking
and optional audit.

EVALUATION SUMMARY:

The National Computer Security Center (NCSC) evaluated the security protection provided
by the Tigersafe against the requirements specified by the Computer Security Subsystem In-
terpretation of the DoD Trusted Computer System Evaluation Criteria (CSSI) dated Septem-
ber 1988.

An I&A subsystem requires users to identify themselves to it before they do anything on
the system. A subsystem rated as an I&A/D2 system must provide a unique identifer and
authenticator for each user. Additionally, it must use those items to control access to the
protected system, export user identification to the protected system (host), and must provide
an auditing mechanism to log security relevant [1&A events.
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The Tigersafe does provide individual user 1&A and an event log and exports user identi-
fication to the host. Tigersafe currently does not meet the documentation requirements of

I&A /D2 and Object Reuse/D2.

The Tigersafe meets several 1&A /D2 requirements, but products must meet all the require-
ments of a given class to receive that class rating. Therefore, the Tigersafe receives a I&A/D

and Object Reuse/D rating.

For a complete description of how the Tigersafe system satisfies each requirement of the
CSSL, see Final Evaluation Report, ALC Tigersafe (Report No. CSC-EPL-89/006).




Serial No. CSC-EPL-89/007

EVALUATED PRODUCT: TriSpan
VENDOR: Micronyx
VERSION: 1.1230
EVALUATION DATE: 29 September 1989
OVERALL EVALUATION CLASS: I&A /D
DAC/D
AUD /D

PRODUCT DESCRIPTION

TriSpan is one of a family of security products from Micronyx. These products manage and
control access to the IBM PC/XT/AT. The product consists of a hardware card, electronic
key-ringed sized tokens, administrative and user documentation, and application software
to implement its security features. Once installed, TriSpan provides some degree of 1&A
functionality. The degree of DAC and audit that TriSpan provides may also be acceptable
for some installations.

EVALUATION SUMMARY:

The National Computer Security Center (NCSC) has evaluated the security protection pro-
vided by TriSpan. The security features for DAC, Audit, and I&A of TriSpan were evaluated
against requirements of the Computer Security Subsystem Interpretation of the DoD Trusted
Computer System Evaluation Criteria (CSSI), dated September 1988.

TriSpan does not satisfy the assurance and documentation requirements mandated by the
CSSI for an I&A, DAC, and Audit component subsystem. TriSpan therefore receives a CSSI
D rating in each of these components.

An I&A subsystem requires users to identify themselves to it before they do anything on
the system. A subsystem rated as an I&A /D2 system must provide a unique identifer
and authenticator for each user. Additionally, it must use those items to control access to
the protected system, export user identification to the protected system (host), and must
provide an auditing mechanism to log security relevant I&A events. TriSpan satisfies the
CSSI functional feature requirement for I&A/D2. However, since it does not meet the
assurance and documentation requirements for 1&A / D2, it fails to meet all of the I&A /
D2 requrements, and consequently receives an I&A D rating.
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A DAC subsystem provides user-specified, controlled sharing of resources. Security policies
establish the rules which determine whether access can be granted. A subsystem rated at
DAC/D fails to meet all the requirements of a higher CSSI class. TriSpan fails to meet a
higher CSSI feature class because it does not mediate all access attempts to objects.

An auditing subsystem must be capable of recording all security relevant actions. An audit
subsystem with D2 features must be able to integrate into the mechanisms that mediate
access and perform user I&A. It must always be invoked, and must be tamperproof. TriSpan
fails to meet a CSSI feature class greater than D because non-priveleged users can destroy a
significant amount of audit data.

For a complete description of how TriSpan satisfies each requirement of the CSSI, see Final
Evaluation Report, Micronyz TriSpan (Report No. CSC-EPL-89/007).




Serial No. CSC-EPL-89/008

EVALUATED PRODUCT: MicroControl
VENDOR: Wang Laboratories, Inc.
VERSION: MicroControl version 1.0650
MicroControl Tempest version 1.0660
EVALUATION DATE: 9 October 1989
OVERALL EVALUATION CLASS: I&A /D
DAC/D
AUD /D

PRODUCT DESCRIPTION

MicroControl is a product from Wang Laboratories used to manage and control access to
a workstation, the WANG Professional Computer 200/300 series. Version 1.0650 consists
of a hardware card, electronic key-sized tokens, administrative and user documentation,
and version specific software to implement its security features. Version 1.0660 consists of
similar components, except it does not support the token I&A process. Version 1.0660 also
has updated documentation. Once installed, MicroControl provides some degree of I&A
functionality.

EVALUATION SUMMARY:

The National Computer Security Center (NCSC) has evaluated the security protection pro-
vided by MicroControl against the Computer Security Sub-System Interpretation of the DOD
Trusted Computer Systems Evaluation Criteria (CSSI) dated September 1988.

MicroControl does not satisfy the assurance and documentation requirements mandated
by the CSSI for an I&A, DAC, and Audit component subsystem. MicroControl therefore
receives a CSSI D rating in each of these components.

An I&A subsystem requires users to identify themselves to it before they do anything on
the system. A subsystem rated as an I&A/D2 system must provide a unique identifer
and authenticator for each user. Additionally, it must use those items to control access to
the protected system, export user identification to the protected system (host), and must
provide an auditing mechanism to log security relevant I&A events. MicroControl satisfies
the CSSI functional feature requirement for 1&A/D2. However, since it does not meet the
assurance and documentation requirements for I&A / D2, it fails to meet all of the I&A /
D2 requrements, and consequently receives an I&A D rating.
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A DAC subsystem provides user-specified, controlled sharing of resources. Security policies
establish the set of rules that MicroControl uses to grant or deny access. A subsystem rated
at DAC/D fails to meet all the requirements of a higher CSSI class. MicroControl fails to
meet a higher CSSI feature class because it does not mediate all access attempts to objects.

An auditing subsystem must be capable of recording all security relevant actions. An auditing
subsystem must be able to integrate into the mechanisms that mediate access and perform
user I&A. Tt must always be invoked, and must be tamperproof. MicroControl fails to meet
a CSSI feature class greater than D because non-privileged users can destroy significant
amount of audit data.

For a complete description of how MicroControl satisfies each requirement of the CSSI, see
Final Evaluation Report, Wang Laboratories MicroControl (Report No. CSC-EPL-89/008).




Serial No. CSC-EPL-89/009

EVALUATED PRODUCT: PC/DACS
VENDOR: Pyramid Development Corp.
VERSION: Release 2.0
EVALUATION DATE: 28 September 1989
OVERALL EVALUATION CLASS: DAC /D

I&A /D

OR/D

AUD/D

PRODUCT DESCRIPTION

PC/DACS is a software package which operates on an IBM PC, PC/XT, PC/AT, or 100ran-
dom access memory running MS-DOS or PC-DOS 2.0 or greater. The system is required
to also have at least one floppy disk drive, a hard disk drive and a monitor. This package
adds Identification and Authentication (I&A), Discretionary Access Control (DAC), Object
Reuse and Audit features to the DOS operating system.

This product provides protection of the following system objects - ports, floppy drives, and
files (including directory and drive). The subjects are defined as users and administrators.
Administrators are the only privileged subjects and all administrators are equally privileged.
A subject must first logon to the system before being allowed to boot or use the system.

The team noted that the system clock which is used by Audit for timestamp information
is not protected from being changed by any user. The team feels this is a problem which
should be addressed in the next release of the product.

EVALUATION SUMMARY:

The National Computer Security Center has evaluated PC /DACS against the requirements
of the Computer Security Subsystem Interpretation of the DoD Trusted Computer System
Evaluation Criteria (CSSI) dated September 1988. The PC/DACS implements all four fea-
tures available to subsystems. They are Discretionary Access Control (DAC), Object Reuse,
Identification and Authentication (I&A), and Audit. The team analyzed the requirements
for each level (D1, D2, and D3) and identified the highest level in which the subsystem meets
each feature.

The CSSI requires that the subsystems’ domain must be protected. PC/DACS is a security
product that runs under operating systems using only a single-state microprocessor. (It runs
on microprocessors that have multiple-states but does not use the multiple-states).
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Since DOS does not provide this protection, PC/DACS cannot receive a rating greater than
D for any feature; although this product offers some advanced features such as:

o Automatic logoff after a prescribed idle period,

e Subject’s access to objects is determined by his user rights or by a project’s rights in
which he is a member,

e BIOS level control of resources so that the subject cannot see directories or files in
which they have no access.

Therefore PC/DACS has been rated as a DAC/D, 1&A/D, Object Reuse/D and Audit/D
subsystem.

For a complete description of how PC/DACS satisfies each requirement pf the CSSI, see
Final Evaluation Report, Pyramid PC/DACS (Report No. CSC-EPL-89/009).
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Serial No. CSC-EPL-89/010

EVALUATED PRODUCT: ONGUARD 4.10
VENDOR: EXE Software Inc.
VERSION: ONGUARD 4.10

PRIVACY PLUS 3.01
MASTERKEY 3.01

EVALUATION DATE: September 29, 1989
OVERALL EVALUATION CLASS: I&A / D1
DAC / D1

PRODUCT DESCRIPTION

ONGUARD 4.10 is a microcomputer software package that operates on an IBM PC, PC /XT,
PC/AT, or 100MS-DOS or PC-DOS. The product is a combination of three packages, each
of which is also sold separately, and allows as many as 24 users to share a system, one at a
time. The package provides a clear user interface, a manual for the System Manager, and a
User’s manual.

EVALUATION SUMMARY:

The National Computer Security Center (NCSC) has evaluated the security protection pro-
vided by ONGUARD 4.10. The security features for DAC and I&A were evaluated against
the Computer Security Subsystem Interpretation of the DoD Trusted Computer Security
Evaluation Criteria (CSSI), dated September 1988.

ONGUARD 4.10 is a subsystem which provides Identification and Authentication, Discre-
tionary Access Control, Object Reuse, and Auditing. Access control is performed using a
user/file matrix.

Object reuse is not done automatically and so is unrated.

The System Administrator is not consistently audited so Audit is unrated. ONGUARD
provides a set of anti-tampering checks which can be enabled through ONGUARD’s config-
uration file. These anti-tampering checks provide D1 level of assurance that the ONGUARD
controls cannot be bypassed. Therefore ONGUARD receives a I&A /D1 and DAC D1 rating.

For a complete description of how ONGUARD satisfies each requirement of the CSSI, see
Final Evaluation Report, United Software Security ONGUARD (Report No. CSC-EPL- -
89/010).
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Serial No. CSC-EPL-90/005

EVALUATED PRODUCT: Tigersafe
VENDOR: The ALC Group
VERSION: 3.03.1 EN
EVALUATION DATE: 26 September 1990

OVERALL EVALUATION CLASS:  1&A /D
OR /D

PRODUCT DESCRIPTION

The Tigersafe is a hardware/software combination that provides Identification & Authen-
tication and Object Reuse functionality. This version of the product was evaluated on a
Zenith model 248 and includes features to control access to the Zenith ROM Monitor and
Setup utilities. The user plugs the circuit board into any 16 bit slot and installs the software
utilities with the provided installation program. The board asserts control as the system is
booted by modifying the interrupt vector table.

Tigersafe invokes its own code that controls the terminal and keyboard. The net result
is a password banner to which all users must correctly respond to use the machine. The
software utilities provide functional control of the Tigersafe environment along with object
reuse. Tigersafe provides Master Administrator utilities that customize the Tigersafe system
parameters, initialize users, and set passwords. The utilities also manage user access to the
hardware resources (hard disk, disk drive, parallel port, serial port, communications port,
etc.), audit configuration utility, and system setup (ROM Monitor). Usage of the Master
Administrator utilities requires an additional authentication step. There are other utilities
for users that allow them to change their password and invoke the password banner during
normal operation, all with authorization checking and optional audit.

EVALUATION SUMMARY:

The security protection provided by the Tigersafe has been evaluated against the require-
ments specified by the Computer Security Subsystem Interpretation of the DoD Trusted
Computer System Evaluation Criteria (CSSI) dated September 1988.

An I&A subsystem requires users to identify themselves to it before they do anything on
the system. A subsystem rated as an I1&A /D2 system must provide a unique identifier and
authenticator for each user. Additionally, it must use those items to control access to the
protected system, export user identification to the protected system (host), and must provide
an auditing mechanism to log security relevant 1&A events.
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The Tigersafe provides individual user I&A and an event log and exports user identification
to the host, and therefore satisfies the functional requirement for I&A/D2. The Tigersafe
also satisfies the functional requirement for OR/D2. The Tigersafe was not evaluated against
the Discretionary Access Control or Audit requirements of the CSSI.

In addition to meeting the functionality requirements and interpretations defined in the CSSI,
subsystems must also meet the assurance and documentation requirements. The Tigersafe
failed to satisfy the assurance and doumentation requirements, and therefore receives I&A /D
and Object Reuse/D ratings. For a complete description of how the Tigersafe system satisfies
each requirement of the CSSI, see Final Evaluation Report, ALC Tigersafe (Report No. CSC-
EPL-90/005).
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Serial No. CSC-EPL-90/006

EVALUATED PRODUCT: Eyedentify Information Security System (EIS)
VENDOR: Eyedentify Incorporated

VERSIONS: 7.5 Remote System REV. 05-25-90
EVALUATION DATE: 24 September 1990

OVERALL EVALUATION CLASS: 1& A /D1

PRODUCT DESCRIPTION

The Eyedentify Information Security (EIS) System is an authentication mechanism for use
with computer systems that either lack a user authentication capability or require addi-
tional authentication assurance. The EIS System is a biometric system employing retinal
identification technology to quickly and easily verify a person’s identity. Before using the
EIS System for identification and authentication, users must have an eye signature reference
template created and stored on the host computer. This is done by taking a series of eye
readings and storing them as a 40-byte eye signature.

After users are enrolled, the EIS System is used to verify a person’s identity. This is done
by entering a unique personal identification number (PIN) via a keyboard and submitting to
an eye scan at the EIS System. The reading is compared with the eye signature associated
with that PIN. If there is a match, the user has been identified and authenticated.

It is the responsibility of the customer to protect the host database where eye signatures are
stored and to provide the software necessary for communication between the host and EIS
System.

EVALUATION SUMMARY:

The National Computer Security Center (NCSC) evaluated the security protection provided
by EIS against the requirements specified by the Computer Security Subsystem Interpretation
of the DoD Trusted Computer System Evaluation Criteria (CSSI) dated September 1988.

An I&A subsystem requires users to identify themselves to it before they do anything on
the system. A subsystem rated as an I&A /D1 system must provide a unique identifier and
authenticator for each user. Additionally, it must use those items to control access to the
protected system and to export user identification to the protected system (host).




The NCSC evaluation team has determined that the EIS System, when configured as tested,
does effectively implement this mechanism. This product maintains I&A by verifying a user’s
identity. The EIS System satisfies the functional requirement for I&A /D1, and also satisfies
the assurance and documentation requirements. Therefore, the EIS System receives an I1&A
D1 rating. It is the responsibility of the customer to properly integrate the EIS System with
their host computer/system to ensure unauthorized access is not allowed.

For a complete description of how EIS satisfies the I&A requirement of the CSSI, see Final
Evaluation Report, Eyedentify Incorporated EIS, (Report No. CSC-EPL-90/006)
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Serial No. CSC-EPL-90/007

EVALUATED PRODUCT: WATCHDOG
VENDOR: Fischer International Systems Corporation
VERSION: Watchdog PC Data Security version 5.2.2
Watchdog Armor version 1.1.0
EVALUATION DATE: 28 September 1990
OVERALL EVALUATION CLASS: 1&A | D2
DAC /D
AUD / D2
OR/D

PRODUCT DESCRIPTION

Watchdog is a combination of two products provided by Fischer International Systems Cor-
poration. Watchdog PC Data Security version 5.2.2 is a software package, while Watchdog
Armor version 1.1.0 is a small plug-in hardware board. This product operates on a IBM
PC, PC/XT, or PC/AT microcomputer with 640K of RAM operating under MS-DOS or PC
DOS versions 2.0 or higher.

Watchdog adds Identification and Authentication (I&A), Discretionary Access Control (DAC),
Audit (AUD), and Object Reuse (OR) features to the DOS operating system.

EVALUATION SUMMARY:

The National Computer Security Center (NCSC) evaluated the security protection provided
by Watchdog against the r